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ClearSky Team has identified a targeted Russian cyber campaign against Ukraine utilizing two
novel malware strains, BadPaw and MeowMeow.

The attack chain initiates with a phishing email containing a link to a ZIP archive. Once
extracted, an initial HTA file displays a lure document written in Ukrainian concerning border
crossing appeals to deceive the victim. Simultaneously, the infection triggers the download of
BadPaw, a .NET-based loader. Upon establishing command-and-control (C2) communication,
the loader deploys MeowMeow, a sophisticated backdoor. To hinder analysis and reverse
engineering, both strains are obfuscated using the .NET Reactor packer, signaling a deliberate
effort by the threat actors to maintain persistence and evade detection.

To ensure persistence and evade discovery, both malware strains incorporate sophisticated
defense mechanisms. The campaign employs strict Parameter Validation; the malicious
components remain dormant, running only “dummy” code with a benign GUI, unless executed
with specific, predefined parameters. Furthermore, the MeowMeow backdoor features
advanced environmental awareness. It actively scans for virtual machines and common
analysis tools such as Wireshark, ProcMon, and Fiddler, immediately terminating its execution
if a sandbox or researcher environment is detected.
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Attack Chain as part of the Russian campaign utilizing new malware

ClearSky attributes this campaign with high confidence to a Russian state-aligned threat actor
and with low confidence to the specific group APT28 (Fancy Bear). This assessment is based
on a three-pronged analysis:
e Targeting & Victimology: The focus on Ukrainian entities, combined with the
geopolitical nature of the lure, aligns with Russian strategic objectives.
e Linguistic Artifacts: The presence of Russian-language strings within the code suggests
a development environment native to the region.
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e Tactical Overlap: The multi-stage infection chain, the use of .NET-based loaders, and
the specific obfuscation techniques mirror established tradecraft observed in previous
Russian cyber operations.
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Research Details

An email file sent from Iviv_zagin_dpsu[@]ukr[.]net was recently identified following an
upload from Ukraine to a public database. While the file is not currently flagged as malicious
by defense systems?!, it leverages ukr[.Jnet, a popular Ukrainian email provider. This service
has been frequently used by the Russian threat actor APT28 across multiple campaigns to
establish legitimacy and secure the trust of targeted victims.

KepisHULTEOM NPMKOPAOHHOTO 33r0HY, B MeXax CBOE KoMMeTeHLi, posragHyTo Batue... = =
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3eepHensa_156.zip
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When a user clicks the link purportedly containing the ZIP file, the following two actions are
triggered:
1. The useris first redirected to the following URL:
https/.y/jinfotrackerstatistic/.Jlive/open?token=2c5eflaOfed545aaal803964bb4daze3
This URL hosts an exceptionally small image, or tracking pixel. We assess that when
thisimage is loaded, the attacker receives a notification that the link has been clicked.
The domain infotrackerstatistic[.]live appears to have been specifically registered by
the threat actor for this purpose.
2. Simultaneously, the user is redirected to a secondary link:
https/.y/Jcutt!.]ly,/0tnHMOnh
Navigating to this shortened URL initiates the final download of the ZIP archive.

! Sha256: 160e40a763dfb518dc6929c2d7838d3f9eafab09eab1e8d0b00c69f6b73d681b
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i download.zip

File Commands Tools Favorites Options Help

gﬁal-mfa@@@@

Add  ExtractTo  Test View Delete Find Wizard Info VirusScan Comment  SFX

[ download.zip - ZIP archive, unpacked size 534 541 bytes

~

Name Size Packed Type Modified CRC32
7
o 508 724 440817 File folder 12.02.2026 9:50
-3sepﬂemm_1 56.html 17372 8343 HTML Application 12022026 11:06  DSCA770A
D MNignuc_3seprenns_156.html.p7s 8445 3236 PKCS#7Signature  16.04.2024 11:14  EA30ADDA

The retrieved ZIP archive contains a file with an .html extension; however, this is a
masquerade. Technical analysis reveals the file is actually an HTA (HTML Application).

Upon execution, the HTA file drops and opens a decoy document to distract the user and
reduce suspicion. The decoy contains the following text:

M W

7 l'lPl"\OPJIOHHHH l\APl’l—\T(‘bl\HH 3ATTH 7th CARPATHIAN BORDER DEPARTMENT OF
HEP)I\ABHOI HPHI\OPI[OHHOI C 1\ /l\_Blfl } KPATHH THE STATE BORDER SERVICE OF UKRAINE

244 wn Taramcaea 7 Tone
ot b g, 4o ke s e  CIFIOY LSS

Tpo mananus sianosii

KepiBHIITBOM MPHKOPAOKHOTO JATOHY, B MEAAX CBOET KOMNETEHIL, poornaHyTo Bame spepHesa sin 11.02.2026 No
156 CTOCOBHO NOTOLAEHHA MITAHHE WO 4O HAIAKK ANO3BOTY MR GEINEPENIKOAHOTO NMPOiZNy MYHKTA MPOMYCKY
KPAKIBEL[D.

38 Pe3yTBTATAMM POSIINLY iHGOPMYIO WO 3aNEpeveHb HE Mac, 33 YMOB JOTPHMAHH X3AKOHOMABCTS VEpaiMm 3
NPHKOPIONHILK MITAKS. 3 METOK GeaNePelIKOIHOT ONPOI3Y, HeOOXLIHO NPH COBi MATH JOKYMEHTH, IO TIOCBLTIYIOTh 0CO0Y
Ta KOMINO JAHOTO HCTA

H <7 Kapnarcexoro sarosy Oner TPOPIMEHKO Head of the 7th Carpathian Border Detachment

Left: Original Ukrainian text | Right: English translation

The dropped decoy document serves as a social engineering tactic, presenting a confirmation
of receipt fora government appeal regarding a Ukrainian border crossing. This lure is intended
to maintain the veneer of legitimacy while the HTA file executes its secondary stages in the
background.

To evade detection and identify potential sandbox environments, the HTA file performs an
environmental check by inspecting the following Registry key:

HKLM\SOFTWARE | Microsoft|Windows NT|CurrentVersion|InstallDate

By querying this value, the malware calculates the "age" of the operating system. If the system
was installed less than ten days prior to execution, the malware terminates. This is a common
anti-analysis technique used to avoid execution on freshly provisioned virtual machines or
automated analysis sandboxes.

Once the environmental requirements are met, the malware initiates a recursive search for the
initial ZIP archive titled “3BepHenns_156" (the original download). Upon locating the archive,
it extracts the following secondary components:

T [m download.zip\ .. \\\ - ZIP archive, unpacked size 534 541 bytes

Name Size Packed Type Modified CRC32
“ File folder
= CAT.png 504211 439322 PNGFile 12.02.2026 10:12  D6329762
[ﬁl LibHelperDemo.vbs 4513 1495 VBScript Script File  12.02.2026 9:54  93FD4E25
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The extracted files are saved under different names to the following path:

86319ms 936 mshta.exe C:\Users\admin\AppData\Local\UpdateHelpers\HelperLogo.png

86319ms 936 mshta.exe C:\Users\admin\AppData\Local\UpdateHelpers\UpdateHelper.vbs

To ensure persistence on the infected system, a scheduled task is created to execute the VBS
file. Upon execution, LibHelperDemol[.]Jvbs accesses the accompanying image file to extract
hidden data, a technique known as steganography.

The script parses the image to locate a specific marker, <STEGO_START>, which is
immediately followed by the embedded file size (represented in hex as 00166912, or 166,912
bytes). Following this marker, the header of a portable executable (PE) file becomes visible.
This extracted data is then saved as a standalone file.

The image file and its embedded technical data are shown below:

start: se4192

Input end: se1sz  lengthisec,an + [ D] @ BE
length: 8

X
Name: CAT.png
1
p ® Size: 504,211 bytes
‘\l

14 < Type:image/png

E | Loaded: 100%
W L

start: 504192 time: 28ms

o s
end: 584192  length: 584211 I T
Output 4 length: 6 lines: 2171 80 b
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+38.BOA). hiNkM. Tu. . > | 19&F. . 7P . NAKKE. I5.0r2016»6.9.E. .R®2.8r*.S.UC. . 1. . | .. FAdh4(TESz
6B CCCMOKZO*E? ; winsDE6AX. g(imPAEy. A Q0. ¢ ... .
FtEXtdate:create.2026-02-05T13:00:42+00:00C. up. ..
%tEXtdate:modify.2026-82-85713:00:42+00:002118. ..
(tEXtdate:timestamp.2026-82-85T13:00:42+00:00epi. .. .. iDL A <STEGO. STA|
......... Y e R S R R T T
br‘ogr‘am cannot be run in DOS mode.l

P00166912MZ .

1!, .LI!This

The downloaded file has the following hash:
Sha256: 6cad470e10c09151b5d337a082a088cfe25d697ef295e02759ele68e8b3bbbch

At the time of analysis, the file is recognized as malicious by only nine antivirus engines. We
have named this malware “BadPaw”. Its primary objective is to establish communication with
a Command and Control (C2) server to download additional malicious components.

BadPaw incorporates several defensive and evasion capabilities. The first layer of defense is
triggered if the file is executed outside of the intended attack chain. In this scenario, the
malware executes "fake" code designed to present a legitimate-looking Graphical User
Interface (GUI) for a "Regex Finder" tool. This interface allows a user to upload files and search
for Regex patterns. By presenting this functional decoy, the malware conceals its embedded
malicious logic and prevents the execution of its primary payload.
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RE& Regex Finder — a X
“ ‘ Select File
Pattern:
| l Search
Result:

The malicious logic is only activated when the malware is executed using the "-renew"
parameter.

<Actions Context="Author">
<Exec>

<Command>C:\Users\Public\Libraries\HelperForLibraries.exe</Command>
<Arguments>renew</Arguments>

<WorkingDirectory>=C:\Users\Public\Libraries</WorkingDirectory>
</Exec>
</Actions>
</Task>

An additional layer of defense employed by BadPaw is the use of .NET Reactor, a commercial
protection and obfuscation tool for .NET assemblies. This packer obfuscates the underlying
code to hinder static analysis and reverse engineering. The following image demonstrates the
malware's code as it appears under the protection of .NET Reactor:
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System.|0.Compression.FileSystem (4.0.0.0,
mscorlib (4.0.0.0, NETFramework, v4.0)
6cad470e10c09151b5d3372082a088cfe25d697ef2!
BER Metadata
' References
Resources
{} -
{} <5cUQVUO0jTKIpb1ASC
{} GFeyB7vpAGOATmA4fdP
{} jbaBaBLevYiMIYgogqbl
+- %, Alsp3GLm9qZDHsdVeQ
{} PmQZwuSIVLgvBYBegN
+- % RSEXr9uKhDpACjCembB
{} qaivo2L674foReIEPZS
+-*% tpcLOdLk1psUhQnEUrd
{} rdnBR1uBKFUfFTWSOL
%
{} RegexFinder
{} RegexFinder.DLL
{} RegularExpressionExplorer.Properties

0 BOMibrurlsfHbouwNdp

// RegularExpressionExplorer, Version=2.0.1.8, Culture=neutral, PublicKeyToken=null
// rdn6R1uBKFUrfF7WSOL . BOMibrurIsfHbouwNdp
+using |...|

internal class BOMibrurIsfHbouwNdp

internal static ModuleHandle i19guCFRi1@ = typeof(BOMibrurIsfHbouwNdp).Assembly.GetModules()[@].ModuleHandle;
private static BOMibrurIsfHbouwNdp wssDLogfFgKCyj9asTn;

[MethodImpl(MethodImplOptions.NoInlining)]
internal static RuntimeTypeHandle eyDOsXQbtF(int token)

return i9guCFRi10.GetRuntimeTypeHandleFromMetadataToken(token);
bl
[MethodImpl(MethodImplOptions.NoInlining)]
internal static RuntimeFieldHandle XmX0j8ugZi(int token)

[MethodImpl(MethodImplOptions.NoInlining)]
public BOMibrurIsfHbouwNdp()

[MethodImpl(MethodImplOptions.NoInlining)]
internal static bool KMiTiIqGPS5sUbsLyR2Y()

[MethodImpl(MethodImplOptions.NoInlining)]
internal static BOMibrurIsfHbouwNdp AGR1kqgpcgmrDvagP73j()

When the executable is run with the required parameter, it establishes communication with

the command-and-control (C2) server: virtualdailyplanner[.]Jpro. This network activity initiates
several key actions:

461
461

467.01s
467.27 s
59092 s

06s 200: OK
200: OK
200: OK
200: OK

200: OK

39s

= https://virtualdailyplanner.pro/getcalendar

HelperForLibraries.exe https://virtualdailyplanner.pro/getcalendar

- https://virtualdailyplanner.pro/eventmanager

HelperForLibraries.exe https//virtualdailyplanner.pro/eventmanager

- https://virtualdailyplanner.pro/getcalendar

591.40s
596.62 s
597.03 s
72103 s
721.39s
72673 s
727.02s
72796 s
730.00s

200: OK
200: OK
200: OK
200: OK
200: OK
200: OK
200: OK
200: OK
200: OK

COCICES BN PSS BECEC BRI SRS RIS BTN BEEIN BRCEN BEFIN BRCES RN )

HelperForLibraries.exe

HelperForLibraries.exe

HelperForlLibraries.exe

HelperForLibraries.exe

HelperForLibraries.exe

https/virtualdailyplanner.pro/getcalendar
https//virtualdailyplanner.pro/eventmanager
https://virtualdailyplanner.pro/eventmanager
https://virtualdailyplanner.pro/getcalendar
https//virtualdailyplanner.pro/getcalendar
https:/virtualdailyplanner.pro/eventmanager
https://virtualdailyplanner.pro/eventmanager
https://virtualdailyplanner.pro/planneractivate

https/virtualdailyplanner.pro/planneractivate

€ € € € € € €€ €€ €elele

Network requests to the attacker-controlled infrastructure are directed to the following URLs:

e hxxps[://lvirtualdailyplanner[.]pro/getcalendar: The server responds with a simple
numeric string: "500".

e hxxps[://lvirtualdailyplanner[.]Jpro/eventmanager: The initial response returns a
landing page titled: "Telemetry UP!".

Subsequent requests to the /eventmanager endpoint result in the delivery of different data.

This behavior indicates a staged or state-aware response mechanism on the C2 server. The

H1 GET
H1 GET
H1 GET

200: OK
200: OK

H1 GET

200: OK

image below illustrates the differences between the initial and subsequent data transfers:

200: 0K ?

erForLibraries.exe =] https://virtualdailyplanner.prcfeventman 35Kb + text

3b 4 text
HelperForlLibraries 3b 4 text

864Kb 4 text

Pa

ge 8
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The data received in the second stage consists of a standard HTML page containing a block of
ASCII code. This payload is encapsulated between the markers /*ContactFormGroup and

ContactFormGroup*/.

2 virtualdailyplanner.pro ) Submit to analyze = ¥ Download

Downloaded | ISO-8859 text, with no line terminators (885.09 kb)
Mime: text/plain  Entropy: 3.29

Main HEX Preview
transform: scale(1.2);

1

_skill-node:hover {

transform: scale(1.1);

box-shadow: 0 0 30px var(—primary);
}

.skil-node:hover::before {
opacity: 0.3;
}

/*
ContactFormGroup77,90,144,0,3,0,0,0,4,0,0,0,255,255,0,0,184,0,0,0,0,0,0,0,64,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,128,0,0,0,14,31,186,14,0,180,9,205,33,184,1,76,205,33,84,104,105,115,32,112,114,111,103,114,97,109,32,99,97,110,110,111,
116,32,98,101,32,114,117,110,32,105,110,32,68,79,83,32,109,111,100,101,46,13,13,10,36,0,0,0,0,0,0,0,80,69,0,0,76,1,3,0,69,182,53,1
84,0,0,0,0,0,0,0,0,224,0,14,1,11,1,48,0,0,68,4,0,0,10,0,0,0,0,0,0,110,99,4,0,0,32,0,0,0,128,4,0,0,0,64,0,0,32,0,0,0,2,0,0,4,0,0,0,0,0,0,0,6,0,0
,0,0,0,0,0,0,192,4,0,0,2,0,0,0,0,0,0,2,0,96,133,0,0,16,0,0,16,0,0,0,0,16,0,0,16,0,0,0,0,0,0,15,0,0,0,0,0,0,0,0,0,0,0,32,99,4,0,75,0,0,0,0,128,4,
0,52,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,160,4,0,12,0,0,0,209,98,4,0,28,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,0,0,0,0,0,0,0,32,0,0,8,0,0,0,0,0,0,0,0,0,0,0,8,32,0,0,72,0,0,0,0,0,0,0,0,0,0,0,46,116,101,120,116,0,0,0,116,67,4,0,0,32,0,0,0,68,4,0,0,2,0,
0,0,0,0,0,0,0,0,0,0,0,0,0,32,0,0,96,46,114,115,114,99,0,0,0,52,6,0,0,0,128,4,0,0,8,0,0,0,70,4,0,0,0,0,0,0,0,0,0,0,0,0,0,64,0,0,64,46,114,101,
108,111,99,0,0,12,0,0,0,0,160,4,0,0,2,0,0,0,78,4,0,0,0,0,0,0,0,0,0,0,0,0,0,64,0,0,66,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,80,99,4,0,0,0,0,0,72,0,0,0,
2,0,5,0,160,27,2,0,144,58,1,0,3,0,2,0,11,0,0,6,48,86,3,0,59,10,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,34,43,5,40,126,97,118,92,42,0,0,0,54,43,5,40,38,245,9,104,40,1,0,0,6,42,0,0,19,48,3,0,112,0,0,0,1,0,0,17,43,5,40,170,196,97,110,40,
149,1,0,6,56,0,0,0,0,2,40,16,0,0,10,56,46,0,0,0,56,230,255,255,255,32,0,0,0,0,254,14,0,0,254,12,0,0,69,1,0,0,0,56,0,0,0,254,12,0,0,32,2
20,3,0,0,59,229,255,255,255,56,37,0,0,0,2,40,6,0,0,6,32,6,0,0,0,126,88,1,0,4,123,198,1,0,4,58,202,255,255,255,38,32,0,0,0,0,56,191,25
5,255,255,42,3,48,6,0,87,0,0,0,0,0,0,0,43,5,40,140,193,91,108,32,158,154,44,148,32,172,56,124,175,97,126,88,1,0,4,123,96,1,0,4,97 4
0,52,1,0,6,32,151,28,19,201,32,69,27,116,141,88,32,225,242,239,67,97,126,88,1,0,4,123,143,1,0,4,97,40,52,1,0,6,22,31,64,126,214,1,
0,4,40,157,1,0,6,38,56,0,0,0,0,42,0,19,48,4,0,185,0,0,0,1,0,0,17,43,5,40,197,107,60,92,56,161,0,0,0,32,0,0,0,0,254,14,0,0,254,12,0,0,69,

The identified ASCII block is decoded to reconstruct an additional malware component.
Following this stage, the malware communicates with the URL:
hxxps/.y/)virtualdailyplanner] Joro/planneractivate

< div class = "row justify-content-center align-items-center” > .. < div class = "col-1g-5 col-12" > .. < button type

= "submit™ class = "form-control™ > Login < /button>.. <fdiv » .... < div class =
"rol-1g-5 col-12" > .. < a href = "register.html™ class = "btn custom-btn custom-border-btn" > Register <

far.. <fdiv > .. < Jdiv>.... </form >

.2 fdivs. . <fdiv > .. < Jfdive.... <div class="video-

wrap">. . <video autoplay="" loop="" muted="" class="custom-

video" poster=""».. <source src="videos/video.mp4" type="video/mp4d">.... Y|
our browser does not support the video tag... </video > .. < fdiv>.. </section > .. <

/main>. .<!-- AddCssStyle!QVeAiksWIxnlgOhjUgxvaA/pmA31bROyCawPASbXQNZNswHSV32IxZhaUWtMcApdfM7qCXal + T+1G7umgIQpzw =<
AddCssStylel-- > .... < script defer src =
“https://static.cloudflareinsights.com/beacon.min.js/vecd15cbe7772F49c399¢6a5babt22c1241717689176015" integrity =
"5ha512-7ZpsOmlRQV6y987 TIAdKBHqOMd29nnaEIP1kf84rnaERngbzviivPUqr2ft8M1aS280N72PdrCzSjY4UBVaAwlEQ==" data - cf - beacon =
{"version":"2024.11.0","token™ : "f8f29a13e88b4aBb8Tb4e98c3038d87F", "r" 1, "server_timing": {"name" :

{"cfCacheStatus":true, "cfbdge" itrue, "cFExtPri”:true, "cfL4" :true, "cfOrigin" :true, "cfSpeedBrain” :truel}, "location_startswit
h":null}}' crossorigin = "anonymous" > < /script>.</body > .. < / html > ..
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Encrypted information is transferred via the AddCssStyle! parameter. Subsequently, the
malware drops the following three files onto the compromised system:

73878s 2236 HelperForlibraries.exe C:\Users\Public\Libraries\config library-ms

751.11s 2236 HelperForlibraries.exe C:\Users\admin\Pictures\WallpappersSet.jpg
799.58s 2236 HelperForlibraries.exe C:\Users\admin\AppData\Local\MeowCheck\MeowMeowProgramm.exe 276 Kb executable

e Config[.]library-ms: Contains the configuration data transferred from the server via the
/planneractivate endpoint.

2 config.library-ms ) Submit to analyze

Dropped
Mime: Entropy:

Main HEX Preview

QVeAiksWIxnlgOhjugxvaA/pmA31bROyCawP45bXQN7NswH5V32JxZhOUWtMc4pdfM7qCXaU+T+1G7umglQpzw==

o WallpapperSet[.]jpg: Contains the raw ASCII code retrieved during the request to the
/eventmanager endpoint.

2 WallpappersSet.jpg ) Submit to analyze ¥ Download
Dropped
Mime: Entropy:

Main HEX Preview

Content was cut to 256.00 Kb. Download for full content

,0,0,0,2,0,96,133,0,0,16,0,0,16,0,0,0,0,16,0,0,16, 0 0,15, 0.0,0,0‘0,0,0‘0,010,32 99,4,0, 75 0,0, 00 WZB 4,0,
0,0.0,0.0,0.0,0.0‘0.0,0J 60,4,0,12,0,0,0,209,98,4,0, 48,O‘O,OJO‘O,O,O,O.O‘O.O,O.O,O.O‘O.O,O‘O,OJO 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, O 0 32,

The final component is an additional executable, dropped after the ASCII data is converted
back into a standard string. This file, named MeowMeowProgram[.]exe, serves as a persistent
backdoor.

Consistent with the “BadPaw” tradecraft, if this file is executed independently of the full attack
chain, it initiates a dummy code sequence. This decoy execution displays a graphical user
interface (GUI) featuring a picture of a cat, aligning with the visual theme of the initial image
file from which the primary malware was extracted.
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5 Meow Meow - o X

When the “MeowMeow” button within the decoy GUl is clicked, the application simply displays
a “Meow Meow Meow” message, performing no further malicious actions. This serves as a
secondary functional decoy to mislead manual analysis.

Conversely, the malicious logic is only activated when the malware is executed with a specific
parameter, -v, provided by the initial infection chain. The “MeowMeow” backdoor
incorporates four distinct layers of protection, mirroring the tradecraft observed in the
BadPaw malware:

e Therequirement of a unique runtime parameter to trigger malicious code.

e The use of .NET Reactor to hinder static analysis.
e Checks to ensure the malware is running on a target system rather than a sandbox.
e Routine monitoring for forensic and monitoring tools running in the background.

The following image, captured after partially stripping the .NET Reactor protection layers,
illustrates the specific process checks used to identify analysis tools:

private static List<string> smethod_0()

Process[] processes = Process.GetProcesses();
List<string> list = new List<string>();
Process[] array = processes;

foreach (Process process in array)

list.Add(process.ProcessName.ToLower().Trim());

return list;

}
private static List<string> smethod_1()

int num = 4;
while (true)

List<string> list = new List<string>();

string[] array = "WiResHaRK TsHARK DumPcAp iDAq olLLydBg proXIFiEr ProCMon NEtmOn GlaSSwire fiDDler cHaRles proCeXp NMap pRtG poSTman".Split(' ');
while (true)

{

The code reveals checks for well-known forensic and debugging utilities, including Wireshark,
Procmon, Ollydbg, and Fiddler, among others. Additionally, the malware performs a check to
determine if it is executing within a virtualized environment:
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g E:‘“s? CheckSandClass
L c: c:f; // WhiteCheckFraemwork, Version=2.0.3.0, Culture=neutral, PublicK|
: = 1/ Nhi,tec‘heckFraermvork.Classes.checkSandClass
+- % Class5 +using [...
+ %% Class9
- {} WhiteCheckFraemwork public class CheckSandClass
+ %z Form1 =4
= {} WhiteCheckFraemwork.Classes public struct UptimeEntry
+ % Api rd . . .
+ ®3 Checker public DateTime TimeCreated;
SR CheckSandClass public int UptimeInSeconds;
+ *z CodeClass
+ *3 CryptoClass
+ % OperationSystemClass public static bool IsSandBox()
+ *3 Settings =
+ %z Shell int num = 5;
+ *z TextClass EventlLogReader eventLogReader = default(EventlLogReader);
+ %z UpdateCl EventRecord eventRecord = default(EventRecord);
e int num2 = default(int);
+ %5 Windows int num4 = default(int);
+ % WorkClass List<int> list2 = default(List<int>);

The malware features integrated shell capabilities, allowing the threat actor to remotely

execute PowerShell commands on the compromised host.

¥ 9 CIassy r — 04
+ %% Class9 o
= {} WhiteCheckFraemwork [AsyncStateMachine(typeof(<StartShell>d__1))]
* %z Forml ublic Task<string> StartShell(string command)
= {)} WhiteCheckFraemwork.Classes = ﬁ
+ %3 Api <StartShell>d__1 stateMachine = default(<StartShell>d_ 1);
+ *z Checker stateMachine.<>t_ builder = AsyncTaskMethodBuilder<string>.Create();
+ *3 CheckSandClass stateMach%ne.<>4_this = this;
+ *3 CodeClass stateMach:}ne.comnd = command;
+ %2 CryptoClass stateMachine.<>1_ state = -1;
yptot stateMachine.<>t_ builder.Start(ref stateMachine);
* “z OperationSystemClass return stateMachine.<>t_ builder.Task;
+ ¥ Settings }
. %
+ *3 TextClass public string DecrShell(string filepath)
+ *3 UpdateClass o

Additionally, the backdoor supports a variety of file system operations. These capabilities

include verifying the existence of specific files, as well as the ability to delete, write, and read

data from the local storage:

+ %% Classt
*
i J C:ass-l // WhiteCheckFraemwork, Version=2.8.3.0, Culture=neutra
i J Class5 // WhiteCheckFraemwork.Classes.Windows
+ % Class9 using System.IO;
- {} WhiteCheckFraemwork
+ %2 Forml public class Windows
i . H{
{} Whrte(;heckFraemwork;CIasses public bool CheckFile(string path)
+ % Api +
+ *g Checker '
+ ¥z CheckSandClass Mllic void DeleteFile(string path)
+ %z CodeClass ¥
4 CryptoClass public void WriteText(string path, string text)|
+ %z QOperationSystemClass o
+ ¥ Settings
+ %z Shell pﬂ:llic string ReadFile(string path)
+
+ * TextClass '
+ %3 UpdateClass
N
+ %z WorkClass
Fl WA b b Commemsin el Domnmobine
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During the analysis of the malware’s code, several revealing strings were identified:

Match match2 = Regex.Match(string @, "paborocnocobHoro\\scoctoanusl\\s(\\d+)\\scex");
if (match2.Success)

{

return int.Parse(match2.Groups[1].Value);

Match match3 = Regex.Match(string_@, "paboTtocnocobHoro\\scocToanual\\s(\\d+)\\scexk");

if (match3.Success)
I

Notably, these strings are written in_Russian rather than Ukrainian, which supports the

assessment of a Russian-based threat actor. When translated, one of the strings reads:

Time to reach working/operational condition. (|d+) seconds

The presence of these Russian-language strings suggests two possibilities: the threat actor
committed an operational security (OPSEC) error by failing to localize the code for the
Ukrainian target environment, or they inadvertently left Russian development artifacts within
the code during the malware’s production phase.
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