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Doppelganger NG | Russian Cyberwarfare campaign

Executive Summary

ClearSky Cyber Security! and SentinelLabs? have discovered a new wave of Russian information
warfare campaign named Doppelganger NG. Meta exposed the infrastructure of "Doppelganger”
campaign in 2022°, and RecordedFuture research enhanced meta findings in 2023+,
"Doppelganger" (meaning spirit double, an exact but usually invisible replica) is a global
information warfare campaign publishing false information on hundreds of fake websites and
social media channels.

Our research revealed that "Doppelganger NG" is again fully operational in 2024, using new
infrastructure. Furthermore, we found a link between the "Doppelganger NG" Campaign and the
Russian cyber espionage group APT28. APT28 (also known as Fancy Bear and STRONTIUM) is a
notorious Russian state-sponsored group that has been active since at least 2004. For over a
decade APT28 has been conducting cyber intrusions against critical targets worldwide, to
advance Russian interests.

”»

The link to APT28 is based on similarities of text and code strings, found in "Doppelganger NG
campaign and in a prior campaign uncovered by CERT-UA, attributed to APT28.

Russian influence campaigns like the “Doppelganger” Campaign are part of the Russian hybrid
war strategy.

The Main principles of Russia Hybrid Warfare Strategy are:

1) Ablending of conventional military force, cyberattacks, information warfare,
propaganda, economic pressure, political subversion, and proxies to achieve geopolitical
goals.

2) Obfuscation of Russian involvement, seeking deniability. Uses non-state groups,
militants, hackers, and bots as proxies.

3) Weaponizes disruption - spreading chaos, confusion, and distrust - targeting adversaries'
social cohesion.

1 https://clearskysec.com/dg

2 https://sl.ai/Doppel
3 https://about.fb.com/wp-content/uploads/2022/10/CIB-Report_-China-Russia_Sept-2022-1-1.pdf

4 https://www.recordedfuture.com/russian-influence-network-doppelgangers-ai-content-tactics
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Russian IW (Information Warfare) aims to shape international perceptions, political discourse, and
policy directions around the world by exploiting social networks, news websites and anonymity.
Several Kremlin-aligned objectives are being pursued by Russia's IW efforts, including influencing
US election campaigns, weakening European Union cohesion, and reducing Western backing for
Ukraine.

Russia has invested in numerous Information Warfare influence campaigns around the world over
the past decade. Starting from an influence campaign affiliated with the 2016 US elections and
European political and policy-related organizations in September 2020[°], [°], through a
"Russosphere" campaign in Africa in February 2023, which promoted pan-African and anti-
colonial sentiments while advocating their close relationship with the Russian far right [7], as well
as an anti-American and anti-NATO campaign in Latin America®in November 2023. Appendix 1
contains more information about IW campaigns.

Key Findings

e We uncovered new infrastructure used by “Doppelganger NG”, probably because their
old infrastructure was uncovered in the Recorded Future report.

e Wediscovered a potential link between APT28 to “Doppelgdanger NG” campaign based on
several similarities found in the CERT-UA report.

e The “Doppelganger NG” campaign has expanded its victims list, including new targets in
the US, Germany, Israel, and France.

e The “Doppelganger NG” network contains more than 150 domains, including news feeds
relevant to five countries (United State, Israel, France, Germany, Ukraine).

e Ahuge investment was required in human resources, technology, and computing
infrastructure to support such a large campaign. Only state organizations can invest in IW
in this magnitude.

e “Doppelganger NG” is an ongoing campaign. A successful IW campaign relies on long
continuity. The reliability of a website grows over time; credibility and audience are
strengthened by the website’s reputation. When a site becomes popular and legitimate,
engineered, and false messages become harder to detect. These messages affect
people’s actions as well as the society in which they are embedded.

5> blogs.microsoft. com/on-the |ssues/2020/09/10/cvberattacks us- electlons -trump- blden/
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Several examples for the IW campaign:

Sample from The US campaign- Washington Post site:

Original Website Fake Website

Washingtonpost|.lcom washingtonpost[.]pm
The Washington Post @he Washington Post
[ ELECTIONS  Whoisnmning  Uve updatos  Becton 2024 Y. speciol lection rsults Koy ssuss  Republican deogata rocke 2024 calendar ica Americas Asia FEurope MiddieEast Foreign Comespondents

Trump’s anger at courts, frayed alliances
could upend approach to judicial issues

By Josh Diswsey ond Marianne LeVine

s Think It's Time for Biden to

[Nearly 60 percent of Americans disapp president alltime high. He's also losing support
famong his Democratic Party supporters.

MOST READ POLITICS

MOST READ WORLD *

[— —
Biden Waits for 'Divine Intervention' to White House Miscaleulated: Conflict with Kiev Mayor Vitali Klitschko Calls Ukraine

Fund Ukraine Again Ukraine Strengthens Russia Authoritarian: Why Are We Helping
: : 5 S - " Them?

Biden Paves the World's Road to Hell with Goodbye, Foreign War: Ukraine Receives

Good Intentions Latest Aid Package from U.S.

=
w
[

The Washington Post fake website fake headlines:

= White House miscalculated: Conflict with Ukraine Strengthens Russia.
= The masks Are Off: Zelensky Was Put on a Par with the Nazis.
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Sample from The US fake news campaign:
Spicyconspiracy[.Jinfo

CONSPIRACY

spicyconspiracy.info spicyconspiracy.info

C@®NSPIRACY CONSPIRACY

Zelensky Continues Warfare

;fﬂ“ !’L‘l

CONSPIRACY

No Way Forward

OPEN
DEVD:

» Ready to die for Ukraine?

= No backup plan

= inhuman conditions.

= Biden weak on real national threat.
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Sample from The US fake news campaign:
Shadowwatch[.]Jus

*=DEEP STATE

VIKTOR ORBAN'S BLOCK ON =
F1l AID TO UKRAINF SPARKS g. . RS |

shadowwatch.us shadowwatch.us shadowwatch.us

#=DEEP STATE

#=DEEP STATE

#=DEEP STATE

4

BIDEN HAS AGE PROBLEM ISRAEL'S RESPONSE IN GAZA

SPEAKER OF THE HOUSE OF % IS 'OVER THE TOP'
REPRESENTATIVES, MIKE Aetboliciadiitis
JOHNSON WON'T VOTE ON

AID FOR UKRAINE
#=DEEP STATE

UKRAINIAN MILITARY CHIEF
IS IN DANGER OF BEING
REMOVED FROM OFFICE

#=DEEP STATE

Q=X £ PR ’:
< 2 ¥
CRUCIAL DECISION AS RATE -
CUT SPECULATION GROWS 9
oooo

#=DEEP STATE

HOW POLITICAL RIFTS CAN i N
TRUMP'S VICTORY IN IOWA VICE PRESIDENT HARRIS IMPANT THF FOONNMV: A [

Shadowwatch fake news headlines:
= Viktor Orban’s block on EU aid to Ukraine sparks discussion.
= US Federal Reserve Faces Crucial Decision as Rate Cut Speculation Grows.
= USIncreases Military Aid to Israel Amid Rising Criticism Continuous.
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Sample from The Ukraine fake news campaign RBC site:

Original Website Fake Website
Rbcl[.Jua Rbk[.]Jmedia

v Ry 4l PBK-YKPAIHA Q= LY il PBEK-YKPAIHA Q

ARG TN KEATTNACTYIICY MDA SOTTCRO PO TA N RO Cehels

Baxkye Hikyau

KoHTpHacTynneHue B
XepcoHcKoi o6nacTtu u

npoasuxeHune BCY K Jlumany:
KapTbl 60€eB Ha yTpo

NEWS
HTPHACTYTINENE yCnewso npogonxaeTcs. BCY &
PORBMMYTBCA Ha TPeX
X, 3 TAKKE OCYIUECTRNRIOT BTAKN, YTO6S! NOROATH K

RBC “Doppelganger” headlines:

anpas:

www.rbk.media www.rbk.media www.rbk.media
- 4PEK-YKPAIHA a . 4 PEK-YKPAIHA -~ 4 PEK-YKPAIHA
MNepwi "AOCArHEHHR" HOBOFO «Cnyram Hapoay» NOTPiGHI Bamvie HiKyan

Fonosxoma nirynK Big agiGHoCTI

- # PBK-YKPAIHA

Rosepesi 20 mexi

4 PEK-YKPAIMA

# PEK-YKPAIHA

bora sifiHK NPoAoBXaTE Hac cmepTensHoi Dlsa mACHMKY - Napa
MTH FONOAOM .

WeBM3HaveHOCTI

Rbk[.]medis fake ne“;/vs headlines (trans-l"étemd”fr-b-mﬂui&ainian):
= Atime of deadly uncertainty.
= Zelenskiy needs another meat grinder.
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Samples from the Israeli campaign- “Walla” Israel no.1 news site:

Original Website

Walla[.]col.]il

nNiNdWwnN T |'"'5NP MNivn 'n
N7 DWW 17 I'RW D ?0'010N0

TIPNA ,NUWA TN [D7INAD WITIT T'AND 021007 NINDWN T INA [*onpa
MW 2770 NDIWN NN D'0NT TYHW 0NN 37 DIATT W90 T 09 Inwne
T MW (FODPAN 70N PTN 7AWW' DU NTR NWTBTNA

WY N3I0° VIV 1IN 0K 0N T ANow
DY TN NTT 00D - TY

Fake Website

Walla[.]re

BTN

5 | | uow | ANR C Nea | W (B | 0219 | AN | 0voD |

PRI T M Y S e | risae | e e eosase apras TN

"IN ...0"'72aNN" oY 0'ATiN CIA-N 'WIN
20NN N7IVO D'ONYN I'T'ON

0.2 TV 921 DIV DTN K7 D7INNT TN "NI02 AY'aN CIA-3 M1 N
V7Y 90NN NUNOA T AN TN I NTAYD NTIN Y0 Jm

HoJol<JoX -

ano
Y1 T ANAN 7
I ON AR INA TV W NIN0AT N 2830 OA

N "Free Palestin

WY HWIN AN IWT O 1RO
N 13900 Fnancial Times poor

Free L)

YWY 190 N I TN

00 JJOT WY NN AN

1YINAT PO TI IACINA DI ERTN NT 001 0.0 TV DR N

2N YA TR AN NIIDD RYYY
OIVND TIN'NAI

wwrvynanm 0

20m s T 20 o e e 71

OO

R oy aopn O NTWNNI TIN'O NIV DYO 1Y 1"NNS
NN ANNTN TV NIDITN manai e

Several fake headlines translated from Hebrew from “Walla” fake site:

= CIA personnel associate with terrorists, possibly even cooperating with them.
= USpolicy creates diversion inside left and right wings in Israel.

Copyright © 2024, ClearSky Cyber Security Ltd (“ClearSky”). All Rights Reserved.
TLP: White www.clearskysec.com 8| Page



http://www.clearskysec.com/

CLE/1RSLY
c

yber Security

Sample from The Israeli campaign - The Liberal website:

Original Website  Fake Website

theliberal[.]col[.]il theliberal[.]in

ME  mow omloamn ann pess  ewaWe T 2024w 0ImM

WO BT oYM wnnn YN

»  mmun nen

s rar0 D v E

212 NN YRS

DIPIMNTY [VID DITII 3PP I8 AN 50D OY 1121 ALY 30D N0 133
BN 3 120D PON T NIDCHION DITDN CNO N 3N, 7MY FHOND KD
NINBGR Y H1D = 12U 23 WIN AN DN NINKD NN IDXYD P'AINY NHeDDN
0NN O'DONA

135 RYINN S0 00NN YU

i

13304050 AX1IN I 136 HAAD TS IE AINA 13N EIRD ANITH NI NV M0

v ep 00 o "ownn oW
2908380 IR DN YD AN Y0 1D 330 nnwnw e e

33,00 X3 ¥R 103 AHGOON URY DU FIANTND O Y BAIAN 1150 33K N

v W Ty
nyyIDA
ADARII PIYUD.OIINDA NILD QY TIDRNY MINN VIT B0 1 IO MONI HD> ¥y

idrphitioh
pisp g et b el

a3 W

MM 34 1Y 90 V130 NI BT 290 1907 10X U0 A¥AN 1T TRINN 13"
M NIV 35 120 KD MY ASKOUN AN 20 BNYIN 1D, 2D DND

250 UGNV NY 03/ VIR D 92 A ¥D, V3 113 TA D260 103 2730000, 001K |
DAY TAMD AN AYLEAN I 122 10 IR

AN AI000 IIHAWO 203 NG DITVI I AUTON TYOND NP

The Liberal “Doppelgénger” headlines:

Sample headlines from “The liberal” fake website (translated from Hebrew):

» Hostage exchanges are a hopeless trap.

= New evidence of cooperation between Ukraine and Hamas.
= We have become 40% poorer, the war has made us poor.

= TheU.Sis betraying Israel as they betrayed Ukraine.

Copyright © 2024, ClearSky Cyber Security Ltd (“ClearSky”). All Rights Reserved.
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Sample from The Israeli campaign (“Omnam[.]life” fake news website)

flanm DINIX

viiso NN AR ohva xawa

L

DATIXNN OXNN MNI7 ANN707 N0 NN NIYIR 127V = APOR DNT 7w ayan
on7mm PN N 2T DRIV JNTY
nwTNN TN 7w

anntnn n7An K A7 noM YN0

1742, 1902.2024

DINIX

DINIX v DINIX v DINIX

nIUTNN TN

Some of the “Omnam” fake news headlines (translated from Hebrew):

» Thedangers of fighting against the Houthis.
= Zelensky’s dictatorship is killing the legitimacy of the upper rada (no such word).
= South Africa’s suit (missing grammar in Hebrew).

Copyright © 2024, ClearSky Cyber Security Ltd (“ClearSky”). All Rights Reserved.
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Campaign Analysis

This chapter presents the analysis of the campaign, during which two new findings were
identified:

1. Alink between the Doppelganger NG campaign to the Russian APT28 group.

2. New infrastructure.

A link between the Doppelgdanger campaign to the Russian APT28

On January 24, 2024, a file was uploaded to VirusTotal accompanied by a note stating that it
had been used in a phishing campaign targeting the Ukrainian government. CERT-UA has linked
this file to the Russian APT28.° Below are the file’s details:

14 \ (@ 14 security vendors and no sandboxes flagged this file as malicious > Follow  (* Reanalyze - Download ~ = Similar + More ~
\ \\i/ 33c208cfObafe98fOfcaabe7adddf25e2218d0bce01d6844780782a16¢ccab2f Size Lask Aiatvais ke </>
detail.html 56.63 KB 5 days ago HTML

Israel Uploads ForUserlD  html  contains-embedded-js

Community Score

File name: detail[.]html

File type: HTML

Sha256: 33c208cfObafe98f0fc4ab9e7a3ddf25e2218d0bce01d6844780782al6ccab2f
Shal: 3e563f05dd9e315¢33791ecd55b384f47662b89d

Md5: 48d091b7601143e490aa7eef359010e2

Below is the accompanied note from VirusTotal:

Contained In Collections (1) ©

Phishing attacks by the APT28 group (UAC-0028) to obtain authentication data for public mail
8 [ Reference: https:!{cert.gov.uafartic\ef5W05791][i]The government computer emergency response |

Files:6 URLs:7 Domains:9 IPs:3 References: 3

9 cert.gov.ua/article/5105791

Copyright © 2024, ClearSky Cyber Security Ltd (“ClearSky”). All Rights Reserved.
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Examining the file details[.]ntml revealed three unique strings:

1) “utf8,<svg xmlns="http://www.w3.0rg/2000/svg" width="24px" height="24px" viewBox="0 0 32
32" enable-background="new 0 0 24 24"><path ﬁH:”rgb|(134, 134, 134)" d="M 28 8.558594 C
27.117188 8.949219 26.167969 9.214844 25.171875 9.332031 C 26.1875 8.722656 26.96875 7.757813
27.335938 6.609375 C 26.386719 7.171875 25.332031 7.582031 24.210938 7.804688 C 23.3125
6.847656 22.03125 6.246094 20.617188 6.246094 C 17.898438 6.246094 15.691406 8.453125
15.691406 11.171875 C 15.691406 11.558594 15.734375 11.933594 15.820313 12.292969 C 11.726563
12.089844 8.097656 10.128906 5.671875 7.148438 C 5.246094 7.875 5.003906 8.722656 5.003906
9.625C5.003906 11.332031 5.871094 12.839844 7.195313 13.722656 C 6.386719 13.695313
5.628906 13.476563 4.964844 13.105469 C 4.964844 13.128906 4.964844 13.148438 4.964844
13.167969 C 4.964844 15.554688 6.660156 17.546875 8.914063 17.996094 C 8.5 18.109375 8.066406
18.1718757.61718818.171875 C 7.300781 18.171875 6.988281 18.140625 6.691406 18.082031 C
7.316406 20.039063 9.136719 21.460938”

2) “header.menu-toggler svg:first-child {display:inline”

3) “main-menu-wrapper .current-date {position: absolute”

A search for files that contain all three unique strings yielded four new files. Out of the four files
with the three strings embedded, two were attributed to APT28 as reported by CERT-UA. The
other two files are part of the code of the Ukraine “Doppelganger” website rbk[.]Jmedia.

Below is a screenshot of the above mentioned five files that contain the same three unique
strings. Files attributed to the APT28 campaign are marked in BLUE. Files that were downloaded
from a domain attributed to the Doppelganger campaign by Recorded Future are marked in
RED.

contentFE7406382: 307367 207Bdbe AT 3302 20ATATAT 0302 2F 77777 2e T T 332047 267 23230300247 37467 22207 T4 964 TA 6B 302! A707T022204B65406768743 = Help Q c % D iz |
FILES -5
Sortby - Filter by - Export - Tools - Help -
Detections Size First s2an Lact sean Submittars
-,
3502080 FRRAFEIRTAFCANL S TAIDDF2 SEX21 20REC FA1 DaR4 47227220 eCCNE2F 2024002 oza-0n 24
, 4-01-24 2024-01
detail.hinl 14759 56.63 KB 1
& (%  detail.htn ! 14:3419 14:34119 i
Israel Upkeds ForllserlD  himl  contsins-embedded-js
r
~
FA75961FR5S BRSFCAC 3RDCRE A0 558 CERT PSBF40BANE S TE26L0ARESRERESTS [ -
& 5 zelenskoau-nuzhna-ocharednaje-njasorubka. pho 0J&0 10B.72 KB “ona o 1 B
j 121350 12350 .
javescript  contains-embeddes js
J
4
S| CE LIRS LI2BE T3R5 331451 LT 0 Tl SFALITT
"IE."C&!J;EB I}::E:':IJI‘}:;R DEEGAGI 1421 LT ICACEI4620 I CHLEDEIGM AL 6o oo 2024-01-30 2004-01-30 I -
.ht i .
& i . 10:0390 10030 e
hrl contgirs-embedded is
. 360 2 1 787 a0
e o e 00 mwaw
z AP CeaEn-m vl rasese ance foutput, 265748543, N
5 S ! outpn 2 0oN18:33 001833 "
javescript  contains-embedded-js
HDGAZAEAL TREBBEALDAN G/ THEGEF 1T CEECHF SDACCIL2RGA6AIFDF 501 SE4LD
& 65 BiSe2ivacTaB8eRetaf6 F2 1856 T IeabeFFAIdIGcl2bE 6a I Ed] Sanded. hlal 22159 59,04 KB 2024011 Eaara 4 <f>
B i o e ’ arzLsT 1108138 L
hirrl  cantmine-cmbedded-js
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Analyzing the second file in the list above revealed a Google Analytics ID embedded in the file
and associated with two domains. One of them (rbc[.Jua) is a legitimate domain, while the other
one (rbk[.]Jmedia) impersonates the legitimate domain. The impersonating domain was
attributed to the Doppelganger campaign by Recorded Future. Below are the details of the
second file:

File name: zelenskomu-nuzhna-ocherednaja-mjasorubkal.]Jphp (translation: “Zelensky-needs-
another-meat-grinder”)

File type: JavaScript

Sha256: e079961f8556b5fc0c3bdc0e4dd1558cch775be4d80ae847b26cda0658b85373

Shal: eaf62ade86350b658d68973a5299de82e25de759

Md5: 11b44c0ffce780a3ce48a641431d0ad0

Community Score

@ No security vendors and no sandboxes flagged this file as malicious

(> Follow (¥ Reanalyze < Download + == Similar v More ~

e079961f8556b5fcOc3bdcOe4dd1558cch775be4d80ae847b26cda0658b85373 Size

108.72 KB

Last Analysis Date

zelenskomu-nuzhna-ocherednaja-mjasorubka.php 2days ago

javascript  contains-embedded-js

The file was first submitted to VirusTotal on January 28™, 2024, and it is not flagged as malicious
by any security vendors or sandboxes. The file belongs to the domain rbk[.Jmedia.

Searching for a unique identifier embedded in the file revealed the Google Analytics ID shown in
the screenshot below:

T

1) (window,
ga('cresate',
ga('create',

ga('create',

o ('eat '

ga('require'

'dimension3'

document, 'script', "//www.google-aznalytics.com/analytics.js', 'ga')
'UA-11428483-1', 'auto')
'UA-11428483-1¢", 'Tauto', 'editionTracker')
'UA-11428483-19", 'auto', 'withoutiaTracker')

, 'displayfeatures')

"Fhaines=s')

Examining the Google Analytics ID yielded two results: the recently registered domain

rbk[.]Jmedia, and the domain rbc[.Jua. It seems that rbk[.]Jmedia impersonates rbc[.Jua, as the

same ID was used by Google Analytics for both domains.

<link rel="apple-touch-icon"
<link rel="apple-touch-icon"
<link rel="apple-touch-icon”
<link rel="apple-touch-icon"
<link rel="apple-touch-icon"
«link rel="apple-touch-icon"
<link rel="apple-touch-icon"

<link rel="apple-touch-icon"

sizes="57x57" href="https:/fuww.rbc.ua/s

sizes="114x114" href="https:|//www.rbc.ua
sizes="72x72" href="https://uww.rbc.ua/s
sizes="144x144" href="https:|//waw.rbc.ua
sizes="60x68" href="https:/fuww.rbc.ua/s
sizes="120x120" href="https:|//wum.rbc.ua
sizes="76x76" href="https://juww.rbc.ua/s

sizes="152x152" href="https:|//wiw.rbc.ua

atic/common/imgs/apple/57x57.png">
static/common/imgs/apple/114x114.png">
atic/common/imgs fapple/72x72.png" >
static/commeon/imgs/apple/144x144.png">
atic/common/imgs/apple/68x68.png”>
static/common/imgs/apple/128x128.png">
atic/common/imgs/apple/76x76.png">

static/common/imgs/apple/152x152.png">
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<link rel="preconnect® href="https://gaua.hit.gemius.pl/">
<link rel="preconnect™ href="https://ls.hit.gemius.pl/">
<link rel="preconnect” href="https://umi.google-analytics.com/">
<seript sr‘c:“https://pageadz.gouglesyndi:atian‘ccm/pagaad/managed/js/adsensemz92%2138191/show_ads_impl_with_ama_fylezl.js?:1ient:ca-pub-3325551766952818&amp;plah:wwwa
(function (i, s, 0, g, r, &, m) {
i['GoogleAnalyticsObject'] = r;
ifr] = ifr] || function () { (i[r).q = i[{rl.q || []).push(arguments) }, i[r].1 = 1 * new Date();
a = s.createflement(e), m = s.getElementsByTagName(o)[8];
a.async = 1; a.src = g; m.parentNode.insertBefore(a, m)
})(window, document, ‘script’, '//wwu.google-analytics.comfanalytics.js®, ‘ga’);
Sa('cr‘eate’,, taute');
ga( create’, |UA-11428283-16'] ‘auto’, 'editionTracker');
ga('create’, ‘auto’, withoutiaTracker');

The potential correlation, while not conclusive given the nature of HTML code fragments,
suggests a possible connection. This encourages further investigation, fostering the prospect of
uncovering additional links between the doppelganger campaign and APT28.
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Uncovering New Infrastructure

Further investigation into the domains linked to the impersonating domain, rbk[.Jmedia,
uncovered new infrastructure related to the campaign. It appears that following the campaign's
initial exposure in December 2023, the infrastructure was shifted to a new primary domain,

sdgqgaef|.Jsite. Most of the domains related to the campaign are now redirected through this new
domain.

Infrastructure research details

Research into scans of the domain, rbk[.]Jmedia, revealed chains of redirects leading to the
“Doppelganger” domain. This structure is consistent with the RecordedFuture report — with two
notable differences:

1. Anew primary root domain which all news sites are connected to - sdgqaef|.]site, has
replaced the previous domain, ggspace[.]space.

2. After Stage 2, there is a divergence, where in some cases the victim is redirected to a fake
site, while in others, to a legitimate site.

Following is a short explanation on the redirection stages:

= The first-stage websites, which Doppelganger distributes on Twitter(X), use thumbnail
images hosted at telegral.]ph to obfuscate the website thumbnails and redirect to
second-stage sites.

= The second-stage websites contain random text (probably used to make the hash
unique) and execute a JavaScript code obfuscated using Base64-encoding. The
JavaScript code samples issue a request to sdgqgaef[.]site. The request includes tracking
information, which is likely a campaign identifier. These are in the format of [country]-
[day]-[month]_[domain], where [domain] refer to the domain hosting the destination
article (US-16-02_Shadowwatch for an article hosted at shadowwatch[.]us).

Copyright © 2024, ClearSky Cyber Security Ltd (“ClearSky”). All Rights Reserved.
TLP: White www.clearskysec.com 15 | Page



http://www.clearskysec.com/

CLE/1RSLY
c

yber Security

Redirect Diagram

Link Shortener
Example: T[.]co/KPSLE3sLhW
g l N 4 ™\
Stage 1 - Website N Telegra[.]ph
Example : rebalanceclinic[.Juk thumbnail
" l J N\ J
4 i h Encoded In h
Stage 2 Website N Base64 - Sdgqaef[.]site
Example : Kiddosdeals[.]Jcom .
S ) \__ JavaScript )
| 1 New Root Domain

Fake Website Legitimate Website
Example: Shadowwatch[.]us

Below is another example for the chain of redirects stages:

www.rbk.media EEErEE=ES
E Unlisted Scan W A dd Verdict

[Submitted URL: t.co/DO1VgkygGn
Effective URL: www.rbl.media/rusinews/gde-vrag-1704319701.php
Submission: COin January 24 via manual January 26th 2024, 8:51:06 om UTC) from DC™® - — Scanned from GO 3RS

Msummary FHTTP 82 A Redirects 10 Links 78 W Behaviour ¥ Indicators | &similar Eoom B content  BEap
82 H P transactions i Everything I HTML |l Script [ AJAX B €55 [ Image [| 42 Expand 2l

Method Resource Size Time Type P
Protocol Status Path wfer  Latency MIME-Type Location

GET 200  DO1VekyaGn 3178 221ms  Document 104.244.42.69
HZ toos texthtml B TWITTER
AGET 200 ci2dw 7k&  s6/ms  Document 621336146
H/11 O 2o/ykélemaintenanceonline texthtml = GIRAS
AGET 200 rbk9600071 6KE  557ms  Document 206.188.197.116
H/1.1 QK limetank.com/ text/html = BLNWX
BGET 200 css? 4KE  132ms  Stylesheet 2a00:1450:4001:824::200a
H2 fants.googleapis.comd reNticas B COOGLE
@GET 200 truncated 2KB Script
DATA QK ! textijavascript
BGET 200 UA-26-01_rbk A¥R  230ms  Script 2606:4700:3034::6815:492h
H2 sdlggastsite’ application/javascript ™ CLOUDFLAREMET
& GET 200 ITUSjIg1_i6t8kCHKm4 5 Wl hywowo f2 azke  1oams  Font 2a00:1450:4001:828::2003
H2 fants gstatic.comss/montserrativs) fant/woff2 B COOGLE

Detecting the primary domain from which all other domains are redirected was done by
investigating the script downloaded in Stage 2. Below is a screenshot of an example script:
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<html lang="en">

<head>
<meta charset="UTF-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta name="viewport" content="width=device-width, initial-scale=1.0" />
<title>begun to rent</title>
<link href="https://fonts.googleapis.com/css2?family=Montserrat:wght@4ee;700&display=swap" rel="stylesheet" />
<style>
body, html { height: 168%; margin: 8; font-family: 'Montserrat’', sans-serif; } .header, .footer {
background-color: #4CAF50; color: white; text-align: center; padding: lem; } .content { min-height:
calc(1ee% - 6em); display: flex; justify-content: center; align-items: center; text-align: center; padding:
2em; font-size: 3em; font-weight: bold; } .header a, .footer a { color: white; margin: e 1@px;
text-decoration: none; } .header a:hover, .footer a:hover { text-decoration: underline; }
</style>
</head>

<body>
<div class="header">
<hl>Website Header</hl>
<a href="page2.html">Page 2</a>
<a href="page3.html">Page 3</a>
</div>

<div class="content">
<p>We know that however, fishes have begun to rent pigs over the past few months, specifically for kiwis associated with their pears
</div>

<div class="footer">
<p>Website Footer</p>
<a href="contact.html">Contact</a>
<a href="about.html">About Us</a>
</div>
</body>
<script src="data:text/javascript;base64,CiAgICAoZnVuY3Rpb24oKSB7CiAgICB2YXIgbmFtZSA9ICdfQ11NdFgzWVpXZjhiNe44Nyc7CiAgICBpZiAoIXdpbmRvdy5FfQLIN
</html>

Within the div class="content” section, there is a sentence in English that can be read. The
meaning of this sentence is unclear. We asses that it is intended to give the JavaScript a unique
characteristic. The purpose of this uniqueness is probably to raise the persistence level of the
campaign.

At the bottom of the script, there is a base64-encoded string. After decoding it, the code is
revealed, and the new primary domain embedded in it is uncovered. The script remained

unchanged. Below are screenshots of the identical script with the new and old domains:

New Domain Old Domain
CLAgICAOZNVUY3RPD240KSBTCIAGICB2YXIgONFLtISASICAFdIRYAF IKWGNERDF@cnp3bic7CiAgICBpZiAoIXdpbmRvdy
SFAIRYAFIK ikgewogICAgICAg! I ly JRYdF 1A9THSKICAGICAGICAGICAG
AWSpcXV10iBmYhxZSwKICAGICAGICAGICAGAHR SO1ASNQWMCWK ICAGICAGICAGICAGULSQQVRIOI AnaHROCHMELY 922G
AXYWVRLNNPdGUVVUETMIUTMDF fomdr ) ywk ICAGICAGICB90wogICAgFQOg ICAGY29uc 3QgXOZnd@xDOVNKY 2Rjal 1 2ak0g
- 1227 F1 Tr faw Bytes € LF
Output a0Dm:oe
(function() {
(function() { var name = '_Xm2dMVWGAXTENZK'
var name = ‘_vaXtRIXczxitrzwn'; if (Iwindow._ VIWGAXTENZK) {
if (Iwindow._vaXtRIXczxitrzwn) { window._Xm2dMVSWGAXTENZK = {
window._vaXtRIXczxitrzwn = { unique: false,
unique: false, 86401
T8l 86300 ‘https://ggspace. space/UA-22-11_obozrevatel’, |
R_PATH: ‘https://sdgqaef.site/UA-25-01_rbk’, %
L ;
} const _Msy2FydKV64nftkV = localStorage.getItem('config');
const _FgwlC9SdcdckBEhM = localStorage.getItem('config'); if (typeof _Msy2FydKVeanftkv l== ‘undefined' &8 _Msy2FydkvédnftkV == null) {
if (typeof _FgwLC9SdcdckBEhM l== 'undefined’ 8& _FgwlC9SdcdckBEM ls= null) { var _ZFG8BjkmazfVQrgl = ISON.parse(_Msy2FydKVE4nftkV)
var _759HOVSDHVEIXwx2 = JSON.parse(_FgwlC9SdcdckBEnM); var _rCcRKSBA9KDBAnAY = Math.round(+new Date()/1000);
var _RPBrVMSHBraRXhwi = Math.round(+new Date()/100@); if (_ZFG8BIkmazfVQrgL. created_at + window. Xm2dMVOWGAXTENZK.ttl ¢ _rCCRKSBAIKDBANNY)
if (_759HOVSDHVEIXwx2.created_at + window._vaXtRIXczxitrzwn.ttl < _RPBrVMSLBrqRXmwi) { localStorage. removelten( ' subll
localStorage. removeItenm( ' subld'); localStorage. removeltes( ' toke
localStorage.removeItem( token'); localStorage. removeltem( 'config');
localStorage.removeItem( ' config'); }
} var _amBlqgtYWwIWNrjd = localStorage.getItem('subld');
var _XgQMLFs9VsDgY7Xc = localStorage.getItem('subld'); var _JvMWjhPK3zSyY62h = localStorage.getItem( token');
var _DyHxsKeHRDhXpCN = localStorage.getItem('token'); var _7RzSXpViFmSdI€2) =
var _VSCADIIIbI93kvh3 = *

Research into the first seen date of the new main domain revealed that there is an overlap
between the first seen date and the initial exposure date of the campaign. The first seen date
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was on December 7, 2023. It appears that following the campaign's initial exposure in December
2023, the infrastructure was shifted to a new primary domain.

ORIskiO EEES .

2023-12-07 NAMECHEAP INC

2024-02-16 Privacy service provid...

v Reputation Suspicious (Score: 70)
v Analyst Insights

v Heatmap eceno [N

Indicators of Compromise

Due to the extensive volume of observed indicators, we present here only a selection, including
indicators from parallel campaigns targeting France alongside those targeting German

audiences.
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Main cluster identifier

Unique IP / CloudFlare Registration Date

Sdggaef[.]site CloudFlare 7.12.2023 - DGA Domain

Stage 2 indicators

Domain IP ASN
bohailuarbiasal.]click 185[.]172[.]128[.]161 EVILEMPIRE-AS
reiatsu62[.Jclick 185[.]172[.]128[.]161 EVILEMPIRE-AS
kredit-money-fun19[.]buzz 193[.]228[.]128[.]229 GLOBAL INTERNET SOLUTIONS LLC
only-best-kred133[.]Jbuzz 193[.]228[.]128[.]229 GLOBAL INTERNET SOLUTIONS LLC
nicegameb52[.]Jclick 193[.]228[.]128].]1229 GLOBAL INTERNET SOLUTIONS LLC
pushupall[.]click 62[.]133[.]61[.]46 GLOBAL INTERNET SOLUTIONS LLC
a2zsol[.]biz 62[.]133[.]61[.]204 GLOBAL INTERNET SOLUTIONS LLC
skey[.Jfun 77[.183[.]246[.1217 GLOBAL INTERNET SOLUTIONS LLC
salingtunggu(.Jclick 77[.183[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
meditation5a[.]Jshop 77(.]83[.1246[.]217 GLOBAL INTERNET SOLUTIONS LLC
kredit-money-fun70[.]buzz 62(.]133[.]61[.]46 GLOBAL INTERNET SOLUTIONS LLC
cobadulu6s[.]click 77(.]83[.]246[.]33 GLOBAL INTERNET SOLUTIONS LLC
oneclickdrivecar[.Jcom 77(.]83[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
xoixcmoy[.]click 77[.]83[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
bukuygemoy335[.]shop 77(.]183[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
tengnangkial62[.]click 77[.]83[.]246[.]28 GLOBAL INTERNET SOLUTIONS LLC
cobadulu81[.]Jclick 77(.]183[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
real-credits-snap7[.]buzz 185[.]172[.]128[.]161 EVILEMPIRE-AS
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ttop-kreds-g272[.]buzz 77(.]83[.]246[.]194 GLOBAL INTERNET SOLUTIONS LLC
reddy-anna[.Jshop 77[.]183[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
zaksi-kred-ad36[.]buzz 77[.183[.1246[.]1194 GLOBAL INTERNET SOLUTIONS LLC
ranking-kariz15[.]buzz 77[.]83[.]246[.]86 GLOBAL INTERNET SOLUTIONS LLC
ambatukam76[.Jshop 77(.]83[.]246[.]86 GLOBAL INTERNET SOLUTIONS LLC
berhadiahpetir2].]click 185[.]172[.]128[.]161 EVILEMPIRE-AS
great-cred3[.]buzz 77[.]83[.]246[.]184 GLOBAL-INTERNET-SOLUTIONS
lucky-cred-moment183[.]buzz 77(.]83[.]246[.]194 GLOBAL-INTERNET-SOLUTIONS
first-credi243[.]buzz 193[.]228[.]1128[.]229 GLOBAL-INTERNET-SOLUTIONS
lucky-cred-moment87[.]buzz 195[.]133].]88[.]32 GLOBAL-INTERNET-SOLUTIONS
vibor-cred155[.]1buzz 77(.]83[.]246[.]194 GLOBAL-INTERNET-SOLUTIONS
onl-kred-ag20].]buzz 193[.]228[.]128[.]229 GLOBAL-INTERNET-SOLUTIONS
factorlie[.]click 77(.]83[.]246[.]33 GLOBAL-INTERNET-SOLUTIONS
terobosanbaru[.]click 62[.]133[.]61[.]9 GLOBAL-INTERNET-SOLUTIONS
onl-kred-ag36[.]buzz 77(.]83[.]246[.]55 GLOBAL-INTERNET-SOLUTIONS
sukamana20[.]click 77(.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
nicegamel4[.]click 62[.]133[.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
aleed[.Jshop 77[.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
yamade365].]click 62(.]133[.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
mulherdevalorunicol.]fun 185[.]172[.]128[.]161 EVILEMPIRE-AS
only-best-kred228[.]buzz 77(.]83[.1246[.]67 GLOBAL-INTERNET-SOLUTIONS
alushi-kariz-agl5[.]Jbuzz 185[.]172[.]128[.]161 EVILEMPIRE-AS
gasskuy40[.]click "77[.183[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
mymetalsigns[.Jshop 77(.]83[.]246[.]146 GLOBAL-INTERNET-SOLUTIONS
nice-credits-list212[.]buzz 77(.]183[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
belajarbanyak[.]click 77(.]83[.]246[.]33 GLOBAL-INTERNET-SOLUTIONS
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kongkokongkol[.]click 77(.]83[.]246[.133 GLOBAL-INTERNET-SOLUTIONS
great-cred195[.]buzz 77(.]83[.]246[.]194 GLOBAL-INTERNET-SOLUTIONS
zm-kariz-best2[.]buzz 77(.]83[.]246[.]86 GLOBAL-INTERNET-SOLUTIONS
antoresporen8]|.]click 77[.]83[.]246[.]33 GLOBAL-INTERNET-SOLUTIONS
tengnangkial58[.]click 77(.]183[.]246[.]217 GLOBAL-INTERNET-SOLUTIONS
hebatsini3[.]click 77(.]83[.]246[.]33 GLOBAL-INTERNET-SOLUTIONS
nice-credits-list154[.]buzz 62[.]133].]60[.]222 GLOBAL-INTERNET-SOLUTIONS
real-credits-snap279[.]buzz 77(.]183[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
pisangtercuan68l.]click 77[.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
vibor-cred289][.]buzz 77[.]83[.]246[.]194 GLOBAL-INTERNET-SOLUTIONS
gwenchana07[.]Jclick 77(.]183[.]246[.]146 GLOBAL-INTERNET-SOLUTIONS
zm-kariz-best271[.]buzz 193[.]228[.]128[.]229 GLOBAL-INTERNET-SOLUTIONS
jepeT77[.Jshop 77[.]83[.]246[.]113 GLOBAL-INTERNET-SOLUTIONS
geralproducts-web[.Jfun 77(.]83[.]246[.]18 GLOBAL-INTERNET-SOLUTIONS
real-credits-snapl75[.]buzz 62[.]133[.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
nekatsaja9[.Jclick 62(.]133[.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
santantonil.Jshop 62[.]133[.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
kukankembali[.]click 77[.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
resmil48[.Jclick 185[.]172[.]128[.]161 EVILEMPIRE-AS

krukiukkiuk([.]click 77[.183[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
kredit-money-fun244[.]buzz 77(.]83[.]246[.]55 GLOBAL-INTERNET-SOLUTIONS
nicegamell7[.]click 77[.]83[.]246[.]146 GLOBAL-INTERNET-SOLUTIONS
sebabengkaul.Jclick 77[.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
nevbara[.]shop 77(.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
nice-credits-list266[.]buzz 62[.]133[.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
real-credits-snap62[.]buzz 77(.]83[.]246[.]86 GLOBAL-INTERNET-SOLUTIONS
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nativecaps|.Jonline 193[.]228[.]128[.]229 GLOBAL-INTERNET-SOLUTIONS
dealzcheckout[.]pro 193[.]228[.]128].]229 GLOBAL-INTERNET-SOLUTIONS
lameva-immobiliaria[.]Jcom 77[.]183[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
Fitspressousa[.Jcom 77[.]83[.]246[.]113 GLOBAL-INTERNET-SOLUTIONS
Fitnesslearner[.Jcom 77(.]83[.]246[.]33 GLOBAL-INTERNET-SOLUTIONS
1131livescorel.]xyz 62[.]133].]60[.]222 GLOBAL-INTERNET-SOLUTIONS
Elembajadordelapampal.Jcom 185[.]172[.]128[.]161 EVILEMPIRE-AS
opensea9l.]tech 77[.]83[.]246[.]113 GLOBAL-INTERNET-SOLUTIONS
couponcode20[.]sbs 62[.]133][.]61[.]46 GLOBAL-INTERNET-SOLUTIONS
Chhobidibonahl.]lol 77[.]83[.]246[.]146 GLOBAL-INTERNET-SOLUTIONS
Eboy[.Jinfo 77[.183[.]246[.1217 GLOBAL-INTERNET-SOLUTIONS
Kdramahindi[.]life 77[.]83[.]246[.]118 GLOBAL-INTERNET-SOLUTIONS
Mrsinfotech[.Jcom 77[.183[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
Corepunk[.Jgames 193[.]228[.]128[.]229 GLOBAL-INTERNET-SOLUTIONS
Ibcfinancialstrategy[.Jcom 185[.]172[.]128[.]161 EVILEMPIRE-AS
Traveltunnels[.Jcom 185[.]172[.]128[.]161 EVILEMPIRE-AS
demo-templ.]Jwebsite 77(.]83[.]246[.]86 GLOBAL-INTERNET-SOLUTIONS
lifedailyspeciall.Jonline 77(.]83[.1246[.]217 GLOBAL-INTERNET-SOLUTIONS
Lauraperez|[.]lat 77[.]83[.]246[.]217 GLOBAL-INTERNET-SOLUTIONS
Webcontentnerd[.Jcom 77[.]83[.]246[.]13 GLOBAL-INTERNET-SOLUTIONS
Samaltmanerc[.]pro 193[.]228[.]128[.]229 GLOBAL-INTERNET-SOLUTIONS
Localbitch[.Jco[.Juk 77(.]83[.1246[.]217 GLOBAL-INTERNET-SOLUTIONS
Balala[.]tech 77[.]83[.]1246[.]1217 GLOBAL-INTERNET-SOLUTIONS
gretzy365[.]live 77[.]83[.]246[.]33 GLOBAL INTERNET SOLUTIONS LLC
Surplusbridge[.Jcom 193[.]228[.]128].]229 GLOBAL INTERNET SOLUTIONS LLC
uniformpalace[.Jcom[.]pk 195[.]133[.]88[.]58 GLOBAL INTERNET SOLUTIONS LLC
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fact2938][]store 771.183[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
Kanworks|.]store 77[.]83[.]246[.]113 GLOBAL INTERNET SOLUTIONS LLC
dradolfogomez[.Jcom 77[.]183[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
inteligenciaemocionalblog|[.]Jwebsite 77[.]83[.]246[.]113 GLOBAL INTERNET SOLUTIONS LLC
Yubayitajak[.Jonline 185[.]172[.]128[.]161 EVILEMPIRE-AS

Antiqueartwork[.]Jco[.Juk 77(.]83[.]246[.]86 GLOBAL INTERNET SOLUTIONS LLC
jamir65533ckrtambolal.Jcom 193[.]228[.]128[.]229 GLOBAL INTERNET SOLUTIONS LLC
Heatlhylife[.Jonline 77(.]183[.1246[.]217 GLOBAL INTERNET SOLUTIONS LLC
Myanmarmakro[.Jcom 77[.]83[.]246[.]28 GLOBAL INTERNET SOLUTIONS LLC
Claimgiftcardsreward[.Jonline 77[.]83[.]246[.]151 GLOBAL INTERNET SOLUTIONS LLC
sga62[.]link 77[.183[.]246[.1217 GLOBAL INTERNET SOLUTIONS LLC
Kidsmartwatch[.Jco[.Juk 62[.]133].]60[.]222 GLOBAL INTERNET SOLUTIONS LLC
Stonesetfireplace[.Jcom 77(.]83[.]246][.]151 GLOBAL INTERNET SOLUTIONS LLC
Haberajandasi[.Jonline 185[.]172[.]128[.]161 EVILEMPIRE-AS

Multicargason[.Jonline 77(.]83[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
Ozgunligeuer[.Jcom 193[.]228[.]128[.]229 GLOBAL INTERNET SOLUTIONS LLC
Kaveeshal.]tech 77[.]83[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
Academicwriters|.]info 77[.]83[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
Imadeit[.]site 194[.]87[.]45[.]57 GLOBAL INTERNET SOLUTIONS LLC
Newsallusal.Jonline 77[.]83[.]246[.]217 GLOBAL INTERNET SOLUTIONS LLC
Hurkushackteaml.]Jorg 62[.]133[.]61[.]204 GLOBAL INTERNET SOLUTIONS LLC
info-therealworld[.Jcom 62(.]133[.]61[.]46 GLOBAL INTERNET SOLUTIONS LLC
Saisupportlanguageservices|.Jcom 185[.]172[.]128[.]161 EVILEMPIRE-AS

Thementorschools[.]Jcom 77(.]83[.]246[.]133 GLOBAL INTERNET SOLUTIONS LLC
Riffrats[.]xyz 62[.]133[.]60[.]222 GLOBAL INTERNET SOLUTIONS LLC
Homedecorukstyle[.]link 77[.]183[.1246[.]217 GLOBAL INTERNET SOLUTIONS LLC
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Cabbage[.]coffee 77[.]83[.]246[.]146 GLOBAL INTERNET SOLUTIONS LLC
Rentranking[.Jonline 195[.]133].]88[.]58 GLOBAL INTERNET SOLUTIONS LLC
Kidstennis[.Jacademy 77(.]83[.]246[.]28 GLOBAL INTERNET SOLUTIONS LLC
iptv-neoss|.Jcom 185[.]172[.]128[.]161 EVILEMPIRE-AS
Rashadel[.]Jwebsite 77(.]183[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
Medangold[.]info 77[.]183[.1246[.]217 GLOBAL INTERNET SOLUTIONS LLC
Nelfashealthykakanin[.Jcom 193[.]228[.]128[.]154 GLOBAL INTERNET SOLUTIONS LLC
Josephwojcickibikes[.Jcom 185[.]172[.]128[.]161 EVILEMPIRE-AS
Multicanais[.]fyi 185[.]172[.]128[.]161 EVILEMPIRE-AS
Leanbodytonicl.]Jinfo 77[.]83[.]246[.]55 GLOBAL INTERNET SOLUTIONS LLC
Mekongdeltatours|.Jorg 77(.]183[.]246[.]13 GLOBAL INTERNET SOLUTIONS LLC
Allstarsgossip[.Jcom 77[.]83[.]246[.]33 GLOBAL INTERNET SOLUTIONS LLC
Stage 3 indicators
Domain ’ IP ‘ ASN
pro-gymuk[.Jcom 206[.]188[.]197[.]116 BLNWX
beecontrolparadisevalleyaz[.Jcom 206[.]188[.]197].]116 BLNWX
ikkyle[.Jcom 64[.]190[.]113[.]45 BLNWX
Roundlovestickers[.Jcom 206[.]188[.]197[.]116 BLNWX
Realulim[.Jcom 64[.]190[.]113[.]45 BLNWX
Windshieldconfessional[.Jcom 64[.]190[.]113[.]45 BLNWX
Gevirts[.]Jcom 206[.]188[.]197[.]116 BLNWX
letsfind123[.]Jcom 206[.]188[.]1197[.]116 BLNWX
Freeebooktemplates[.]Jcom 206[.]188[.]197[.]116 BLNWX
Plusdates|.Jcom 64[.]190[.]113[.]45 BLNWX
Marketingnafisa[.Jcom 206[.]188[.]197[.]116 BLNWX
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seckinyayincilik[.]Jcom 64[.]190[.]113[.145 BLNWX
rulesascode[.Jcom 64[.]190[.]113[.]45 BLNWX
Seblatech[.Jcom 64[.]190[.]113[.]45 BLNWX
freexp3series[.Jcom 64[.]190[.]113[.145 BLNWX
Mmawire[.Jcom 89[.]23[.]113[.]185 GLOBAL INTERNET
SOLUTIONS LLC
bluetoffee-books|[.Jcom 64[.]190[.]113[.]45 BLNWX
Arizztar[.]Jcom 206[.]188[.]197].]116 BLNWX
Faridmehdipour[.Jcom 64[.]190[.]113[.]45 BLNWX
Ambeey[.Jcom 206(.]188[.]197[.]116 BLNWX
mt-secure-bnk[.Jcom 206[.]71[.]148[.]217 BLNWX
Flexwel[.Jcom 206(.]188[.]197[.]116 BLNWX
Limetank|[.Jcom 206[.]188[.]197[.]116 BLNWX
dsyoghurtkul212[.Jcom 64[.]190[.]113[.]45 BLNWX
Mundowao[.Jcom 206[.]71[.]148][.]217 BLNWX
Reedleycornerstonecommunitychurch[.Jcom 64[.]190[.]113[.]45 BLNWX
Profesionalvirtual[.Jcom 64[.]190[.]113[.]45 BLNWX
safevpn-app[.Jcom 206[.]188[.]197[.]1116 BLNWX
Realpeoplesreviews|.Jcom 206[.]188[.]197[.]116 BLNWX
Jiajamfit[.Jcom 206[.]71[.]148][.]217 BLNWX
Restuapp[.Jcom 206[.]188[.]197[.]116 BLNWX
Roysel[.Jcom 64[.]190[.]113[.]45 BLNWX
Roomworkout[.Jcom 206[.]188[.]197[.]116 BLNWX
Gubernellus[.Jcom 206[.]188[.]197[.]116 BLNWX
Younais[.Jcom 64[.]190[.]113[.]45 BLNWX
Referendud[.Jcom 64[.]190[.]113[.]45 BLNWX
Lildoxi[.Jcom 64[.]190[.]113[.]45 BLNWX
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Sifinancialwealth[.]Jcom 206[.]188[.]197[.]116 BLNWX

Fake news websites

Domain IP ASN
shadowwatchl.]us 63[.]2501[.]43[.]3 Namecheap-Inc.
lesifflet[.]net 89[.J117[.]9].]243 Hostinger International Limited
grunehummel[.Jcom 86[.]104[.]15[.]60 Belcloud LTD
miastagebuch[.Jcom 86[.]104[.]15[.]60 Belcloud LTD
brennendefrage[.Jcom 89[.]117[.]9[.]58 Hostinger International Limited
leparisien[.]re - Cloudflare, Inc.
la-sante].]info 89[.]117[.]9[.]243 Hostinger International Limited
derglaube[.Jcom 191[.]96].163[.]132 Hostinger International Limited
derbayerischelowel.]info 86[.]104[.]15[.]60 Belcloud LTD

welt[.Jpm

Cloudflare, Inc.

sueddeutsche[.]ltd

Cloudflare, Inc.

Appendix 1

Russia's Hybrid Warfare Strategy

The overall strategy combines kinetic and non-kinetic action spanning multiple domains and

blends state resources with private entities and proxies to pursue Russian geopolitical

dominance led by Putin's inner circle. This strategy is led by the Kremlin and supported by state

intelligence services.

Main principles of Russia Hybrid Warfare Strategy
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1) Ablending of conventional military force, cyberattacks, information warfare,
propaganda, economic pressure, political subversion, and proxies to achieve geopolitical
goals.

2) Obfuscation of Russian involvement, seeking deniability. Uses non-state groups,
militants, hackers, and bots as proxies.

3) Weaponizes disruption - spreading chaos, confusion, and distrust - targeting adversaries'
social cohesion.

Key Russian Hybrid Warfare strategy Leaders:

1) Valery Gerasimov - Chief of Russian General Staff. Key promoter of modern Russian
hybrid warfare, now known as the "Gerasimov doctrine."

2) Sergey Naryshkin - Director of Russia's Foreign Intelligence Service (SVR). Long-time
Putin ally overseeing espionage and disinformation operations.

3) lIgor Kostyukov - Director of Main Directorate of the General Staff, Russia's military
intelligence agency (GRU). Oversees cyber ops and covert action teams.

4) Aleksandr Dugin - Political scientist and fascist ideologue providing much of the
reactionary ideology behind Russian information warfare narratives.

5) Yevgeny Prigozhin - Was an oligarch with close Putin ties. Established the Internet
Research Agency "troll factory" and Wagner mercenary group.

Here is a brief overview of some of Russia's major information warfare and disinformation
campaigns in recent years:

e 2016 US Presidential Election: Russia engaged in a coordinated campaign to interfere in
the 2016 US presidential election through hacked and leaked emails, social media
disinformation, and amplification of divisive content. This included the hack and release
of Democratic party emails and widespread social media disinformation.

e Warin Ukraine: Since the conflict began in 2014, Russia has consistently spread false
narratives and conspiracy theories about Ukraine and the West's role there. This includes
allegations of fascism in the Ukrainian government, a Western-backed coup in 2014, and
the downing of flight MH17 being a false flag operation.

e COVID-19 Pandemic: Russian state media and social media accounts heavily promoted
misinformation about COVID-19, including the virus's origins and false treatment claims.
This was seen as an effort to sow distrust in public health efforts and institutions.

e Anti-Western Narratives: Russian state media frequently promotes anti-US and anti-
European narratives, criticizing the decline of Western values, social tensions related to
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issues like immigration, and alleging Western aggression toward Russia. These aim to
portray Russia as morally superior.

e Syrian Civil War: Russia provided significant material support to Syria while also running
targeted disinformation campaigns to bolster the Assad regime, criticize Western
involvement, and attempt to shape perceptions around chemical weapons use and war
crimes allegations.

e Domestic Control: Inside Russia, the government employs censorship, surveillance,
restrictive internet laws, and propaganda to control narratives and suppress opposition
voices. Independent media outlets have faced severe restrictions.

The Wagner Group has been linked to some Russian information and disinformation operations,
especially in Africa. While Wagner mercenaries conduct physical military-style operations,
coordinated online propaganda and disinformation campaigns often boost their narrative as
part of Russia's hybrid warfare strategy globally. Attribution comes from analysing patterns of
inauthentic account networks supportive of Wagner and the Kremlin's geopolitical goals. Here
are some examples of their attribution:

1) Central African Republic (CAR) - In CAR, where Wagner operatives have been active since
2018, social media disinformation has been used to whitewash their activities and
reinforce a pro-Russian narrative. Researchers found fake Facebook and Twitter accounts
pushing pro-Wagner propaganda, while attacking France and other European actors.

2) Libya - Similar patterns were seen on social media in relation to Wagner activities in
support of Russian ally Khalifa Haftar in eastern Libya. This included fake accounts as
well as coordinated messaging between authentic pro-Haftar accounts. These promoted
Russia's role in Libya and dismissed human rights criticisms.

3) Mozambique - Observers have highlighted a Russian disinformation and propaganda
campaign supporting the deployment of Wagner forces to Mozambique to combat an
Islamic extremist insurgency. Fabricated accounts and suspect websites circulated false
allegations against Western involvement.

4) Sudan - Wagner contract soldiers are reportedly operating in Sudan, while Russian
campaigns promote closer Russia-Sudan ties. In 2020, Facebook took down a Russian
influence operation focused heavily on Sudan that featured Wagner-linked fake accounts.
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