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Exposing andnalyzingNegotiationswith the CONTGroup and Wallets
Associated with the Ransomware

Preface

During our routine monitoring of ransomware groups, we detected a samfie GONTFansomware uploaded to
Virus Total from Canad€learSkyand Whitestreamwere able taaccess the entire negotiation process between the
company and the extortion group real timeby analyzing the sampld-urthermore, we succeeded in following the
ransom payment, tracking all of the involvedcoin blockchain transactionsThe revealedbitcoin transactions
allowed ugto associateCONTiwvith Wizard Spider, @Ryukwas previously associated with the group. This association
confirms the common theory that CONTI and Ryuk are conneételbwing the negotiatiorddosely assist# learning
how toproperly engage with the attackers, managihg most sensitive part @fransanware attack.

ShortBackground orthe Conti Ransomwar&roup

TEE,EQ| 62® ©p O0A2 bsEA| é® cxE®2¢éB boeeE| d Al «OEQ¢ ¢
successful ransomwar@&Ryuk. CONTI is a more accessible version of, Ryiltkfor distribution by affiliates in a
bb| déeUxu| é2 | é& | é2¢éuE«2B xU®20F , TRhE ¢é| @éeUxi| é2
to have over 156uccessfuéxtortion attacks by the end of 2020, with at least $20M in revenues ph&\bgtims.

Wizard Spider Group

CONTI

. Affiliate

Victim

During our routine monitoring of ransomware groups, we detected a sam@i®NiT ransomware uploaded t¥irus
Totalfrom CanadaFrom analyzing the sample/e were able to track all negotiations between the company and the
extortion group. Furthermore, we succeeded in following the bitcoin transactions of the paid ransom.
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We estimate that during the comingpnthsmanycompanies will be targeted by this grogoiggesting that analyzing

8 Az

g2 ; UBE| dEUDes | & | O EQ®E«| dEU® 88U , TRhEBée ©2A| G

Analyzing the sample allowed us to re&0ANTB &ebsite, in which the attackers were negotiating with aniati real
time (a Canadian energy company).

This article surveys and analyses the correspondence, providing insights regarding some of the negotiation metho
employed. It is apparent that the Canadian company was initiated represented by an executiveyastreplaced
after approximately 6 days by a professional negotiator who led the communication towards an agreement.

We have several insights from tterespondenceWe want to thankoty Cristal from NESWho reviewed and added
insights:

The blackma#r uses serviceriented rhetoric, attempting to create a false pretense of a supplier and
customer debating a legitimate dé&l d A2 | 86| «02¢é | ®®é2éé2¢é& oOSA2 UGE«
7éo®eUédl F hA2 | 88| «02 é arést damldss of thdrillegitirdate inkobemerd, |
with them offering security and decryption services. The attacker leads the victim to a user interface that seer
professionallyestablishedfor customer management and support.

Clear negotiation rhetoricboth the attacker and the victim are skilled and professional negotiation personnel,
exhibitingexperienceE @ 2 B¢ | ¢ E@¢ UESOA OSAEé éeUéd U¥% «Uééz2éael
UAED2 ¢é2e@x2«dEQ¢ 08A2 «UQleyotiadidnd IBNJuadRés cinipletélyd Bisings® ®
UéE2 @02 ®5 | ExE@¢ U «OUeé2 | ®2| 0 2yx2®EJdEUHE0ODT
structured, reputationatechnologically advanced and ranseimdustry oriented.

The necessity of lggling: like in other businesses, the attacker sets aigheeUé é E© 02 @&| b x 2 O
requirement as negotiations initiate. However, during the correspondence the attacker lowers the price
showing flexibility towards the victim. It is safe to asstima¢ the attackers know what the organization can
afford before negotiations begin, considering the extent of intelligence gathering that commonly precedes
0| é¢202® é| PéUxiu| é2 | 08| «0é UEG«OOR®EQ: 0 Azxginslé¢| ¢
Eé | x| é200 o0A| 06 oAz @2 ;U0E| dU¢é ¢é2 xé2862 QPdED; 0dA>
documents used to calculate the ransom. It is inevitable that in this case the CONTI team has chosen, for cert
2| evges oaghz x2 ARYUBOE ¢ | o Adt-brleadvdE|0d x@BARU®IS DRA|E@2A
sophisticated threat actors.

At this point, it appears that patience pays off: the negotiations were initiated in 30.12.2020, lasting up un
19.01.2021: the holidagason in the Western world as well as in the Christian Orthodox cultures. A factor tha
added to the morale of both sides. Both sides exhibit patience while conducting the correspondence. |
appears that the nature of the stolen files and the level byhnihie organization was disabled are the main
causes for the exhibited patience.

Page4

(c) All rights reserved to ClearSky Cyber Sed&l#itestream 1td202L

www.clearskysec.com TLP: White www.whitestream.io/


http://www.clearskysec.com/

CLE RST&Y

Cyber Security

Locating andAccessinghe Negotiations

Background

During January 21, a CONTIsample was detectedby usin VirusTotal The sample wadetected and signed by
numerous AV engines:

49 (1) 49 engines detected this file vy = v El;
198667bleda010a431dfb051a101cc73ead1d45ba8d0fé641ecicidbead 10463 191.00 KB 2021-01-13 09:58:35 UTC %L
’ locker.exe Size 2 hours ago EXE
direct-cpu-clock-access  invalid-rich-pe-linker-version  peexe  runtime-modules
% Community
Score
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o
Antivirus results on 2021-01-13T09:58:35 0
Ad-Aware (D) Gen:Variant.Zusy.356529 AegisLab (1) TrojanWin32.Encoderjlc
AhnLab-V3 (1) Malware/Win32 Generic.C4270607 Alibaba (D) RansomWin3Z/CONTI.e4ce8956
AlYac (D) Trojen.Ransom.Conti Antiy-AVL (@ Trojen[Ransoml/Win32.Conti
SecureAge APEX (D) Malicious Arcabit (D) Trojan.Zusy.D570B1
Avast (D) Win32:Trojan-gen AVG (1) Win32:Trojan-gen
Avira (no cloud) (1) HEURAGEN 1138121 BitDefender (1) Gen:Variant.Zusy.356529
BitDefenderTheta (1) Gen:NN ZexaF.34760.uW@aazOSIdi Bkav () W32 AlDetectVM.malwarel

One of the associated files was the ransom message, ordering the company to ectartitezovery[.]bestvebsite
and establish communications with the attacker. The message entails a unique victim identifier.

E1l of your files are currently encrypted by CCONTI atrain.

Ez you know {if you don't - just "google it"), all of the dats that hss been encrypted by our software cannot be recoversd by any means without contacting
our team directly.

If you try to use any additional recovery szoftware - the files might be damaged, 20 if you are willing to try - try it on the dataz of the lowest value.

To make sure that we REALLY CEN get your data back - we offer you to decryet 2 random files completely free of charge.

You can centact our team directly for further instructions through our website :

TOR VERSICH @

(you should downlead and install TOR browser first https://torproject.org)

ntrp://m232fdxpfrbreshbrisiayinxnggfénigfjfxdiedrgtabdqupzilaid.onion

HTTPS VERSICN :

https://contirecovery.best
TOU SHOULD BE RAWARE

Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are ready te publish it on out news website if you do not respond.
So it will be ketter for both sides if you contact us a3 socn as possible.
---BEGIN ID---

---END ID---

A message containing a unique identifier is routine in ransomware proceedgentereONTB & (i 2o@lénkfy 2
the victim, which displayed an interface requestingrfmesommessagdo begin communicating witthe attackers.

Pageb
(c) All rights reserved to ClearSky Cyber Sed&ultitestream 1td202L

www.clearskysec.com TLP: White www.whitestream.io/


http://www.clearskysec.com/

CLE RST(Y

Cyber Security

N\ J
A

CONTI recovery service
HOW [ GOT HERE?

If you are looking at this page right now, that means that your network was succesfully breached by CONTI team.

All of your files, databases, application files etc were encrypted with military-grade algorithms.
If you are looking for a free decryption tool right now - there's none.

Antivirus labs, researches, security solution providers, law agencies won't help you to decrypt the data.

If you are interested in out assistance upon this matter - you should upload README. TXT file
to be provided with further instructions upon decryption.

Choose file [URIERLER]

Analyzing theCorrespondence

hAz «Uéé2exU0®2 F«2 Eé «UQB®O6«d2® ©208022 @ &Supporféy AR i
UE«BEx «Uxea| OpBé | exmUE@a2 @ ¢ @0 ¢ Uy ydhemRedl Coir&mondenge is?
added at the ad of this document.

The conversation begins with a genesgeming messagiom ZSupporf{ in which they define their demands and the
rules of the negotiations directiin A2 E¢ 06 &%é UZd éd| 62 x2@8S 2z ¢é2 pUbd ¢é2
invitatE U@ o8 U | 7 AThe att@dke®2 y &P |xR@eF 0A| &8 A2 UE«dExBé éodU
decrypted if the $8.5 million ransom is paid in full. The attacker continues to state that they will release their hold «
the organization once theansom is paid, adding security advice to better protect the organization in the future. The
attackers threaten to leak the stolen files publicly in the ransom is not paid.
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Support: Hello
© 30/12/2020, 16:56:23

Support: Are you ready to negotiate?
© 30/12/2020, 16:57:23

Support: As you already know - your network and all of your data were encrypted by CONTI
team. Besides the encryption process we've downloaded a large pack of your internal
documents and files that will be published in case our negotiations fail. How it happens can
be seen on our website https://continews.best/ (TOR mirror: http://fylszpcqfelZjoif.onion).
The recovery price is $8500000 {302.5 BTC). This initial offer is based on the details about
your revenue and internal financial documents we currently have access to. If you want to
make sure we can recover all of your data - you can send us the two files of your choice and
we will decrypt them free of charge.
If we reach mutual agreement your will be provided with decryption tool, none of your
internal data will be published, all the backdoors will be removed from your network and you
will be provided with security tips on how to avoid further breaches.
We strongly recommend to review our offer in a timely manner to avoid additional expenses
from your side on security software and on building the new network from scratch.

® 30/12/2020, 17:07:43

The victim expresses surprise when confronted with the high radsamand,doubtingd A2 | 8 8| « OUsng B «
| @ | 60A2 B E« Olcrazpedé|Eie? [BY «2U0A)R BNeE o o0A| & d0A2 %Eééed
victim is not a professional negotiator.

The attackers offer to decrypt two files free of chémgeove their intentiong-ollowing this, the attacker provides the
«Uxee| OpBé EQ«UR3 dd&0&dpubd208pgeUx | xU6@6F hA2 GEc«
not represent its profits, invalidating the ransom calculation.

Amy Lynn: That's a crazy price. How do we even know if this will work?
® 30/12/2020, 17:14:33

You can send 2 files for decrypt. Its free.
® 30/12/2020, 17:15:25

In addition, we have stolen more than 1 terabyte of information from your network.
® 30/12/2020, 17:17:52

Amy Lynn: We have a lot of questions. Maybe you've got the wrong price because we have no
idea what internal financial documents show that we can pay $8,500,000.
@® 30/12/2020, 17:21:06

BS Hours ond Revenue analysis November 2020 YTD (2).xlsx [ 52kB ]
® 30/12/2020, 17:31:45

Amy Lynn: I'm not in finance but those look like revenue numbers, not profits. Can you share
the files you've taken so that our team can verify?
@® 30/12/2020, 17:35:55

Yes. Please wait.
® 30/12/2020, 17:37:42

Amy Lynn: Thanks. [ should have 2 files for you shortly.
@® 30/12/2020, 17:38:06
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Asthe« Ué €2 6 2UQP®2 B«2 «UQPOE@O2¢é& 0O6A2 UE«BEx é2¢0628e0é aél
credibility. Once the attacker provides the files, they also send a list of all the stolen files, implying their cbhgdibility
offering the victinto choose any file for decryption.

Amy Lynn: While you're pulling the file tree, can you send us this file? 05/07/2020 02:55 PM

106,323 Return to Office - Draft 2020 05 06 v2.docx
@© 02/01/2021, 18:06:21

Yes, will upload soon
® 02/01/2021, 19:08:27

B return-to-office—draft-2020-05-06-v2.docx [ 104kB |
® 02/01/2021, 20:43:36

%90 ready
(® 03/01/2021, 08:25:38

Amy Lynn: Thanks, still here and checking in.
( 03/01/2021, 18:38:25

100% ready.
Wait listing
@ 03/01/2021, 19:18:45

BS listing_Itb.zip [2.2MB ]

© 03/01/2021, 19:24:33

You can choose ANY file from the listing above and we will discard it as proof
(® 03/01/2021, 19:25:13

hA2 (GE«JdEx | 8382 xaxdé& o8U G2 éE,puesing thathedtfa¢kershaieB@ methdd bp E €
which they stole over 1TB from the organizatibne attacker succinctly explains t@mpression system that allowed
them to compress the stolen information by more than 95%. Quickly changing the subject, the attacker returns 1
negotiate, and states that if the victim pays the ransom, an explanation as to preventing this sort of dttaek wi
provided. The victim tests the attackers limits again by asking for proof that the information will not be sold after the
ransom is paid.
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Amy Lynn: Thanks. We are looking now
® 04/01/2021, 18:21:12

® 04/01/2021, 21:25:14

Army Lynn: This is a lot of data to review. How did you get these files off our network?
(© 05/01/2021, 00:12:32

Packing data into an archive provides compression up to 95%
(© 05/01/2021, 00:16:59

After the deal is concluded, we will give recommendations on how to prevent this.
(© 05/01/2021, 00:18:35

1 propose to return to the discussion of the agreement
(© 05/01/2021, 00:19:03

After the conclusion of the agreement, we overwrite the data
(® 05/01/2021, 00:27:23

Amy Lynn: Yes, we want to discuss the agreement. $8,500,000 is a lot of money. We're just
trying to see all the details because that is still an unexpected amount.
(© 05/01/2021, 00:44:43

Amy Lynn: BEven if we had that much money, how do we know you won't just take the money
and resell the data?
(© 05/01/2021, 00:47-05

One of the correspondence segments entails the attacker explaining that refraining from upholding the pgreed u
conditions contrasts their interests, as their reputation will be harmed (also harming future negotjaimasjument
«UxxU@0Op 06é2® op 202| ®E@;, x2x02éél EQ@ 8A2 é| @éeUxu| é

We will show the cleaning logs
(© 05/01/2021, 00:4%-:20

This price is indicated for restoring ALL data in your network and deleting data on
our servers

( 05/01/2021, 00:53:38

We will give a decryptor and you will restore all the work
(® 05/01/2021, 00:54:46

We value our reputation and never leak any data after the deal is closed
(® 05/01/2021, 08:39:28

Once the victim is convinced, they explain that the company doegossess the funds to pay the demanded ransom.
The attacker suggests that the victim takes a IoEme victimprobably at that point led by a professional negotiator,
explains that the company does not require decrypion | @® | & | @24 U3R|Id U eUR|eEx
7 | 9«8 ¢ 6$25030086lely to prevent information leakage
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Amy Lynn: Yes, but how do we pay if we don't have the cash?
® 06/01/2021, 00:02:26

There are plenty of ways to get the cash, like insurance or a corporate loan.
(© 06/01/2021, 09:48:31

Amy Lynn: If those were option we would have pulled those levers alreadyl
(© 06/01/2021, 09:53:21

We are ready to hear your proposal which is based on your abilities, but it should
be relevant to the initial offer.
(® 06/01/2021, 09:58:29

Amy Lynn: We are treating this as a data leak, no matter what. However, there is some
upside to getting the files deleted (even though there are no assurances). Millions of dollars
is excessive for this type of data and we don't have much need for a decryptor. Our
proposal is $250,000.

© 06/01/2021, 21:22:39

The next morning, &t1:00 AM, the attacker replies. They are prepared to lower the initial blackmail demand by 709
to $2,125,000. The conversation enters haphiatus.

We've discussed internally, and taking in consideration the facts that you are trying
to work this through and the fact that you don't need the decryption tool ['ve managed to
convince my boss to provide you the huge discount by going down to $2125000 (70%
discount). If we close the deal this way we have to intention to sell or publish your data of

course.

(® 07/01/2021, 10:55:46

Amy Lynn: We are still far apart but we view this is a positive step. Thank you.
(© 07/01/2021, 21:41:23

Amy Lynn: Can we discuss with our team?
(© 07/01/2021, 21:41:34

(® 07/01/2021, 21:41:54

Amy Lynn: This reduction is interesting. It's almost end of week here and some of our
management wants to discuss. Can we reach out next week?

(® 08/01/2021, 15:41:55

Yes, sure, let’s get back to this on Monday. Just keep us updated on the progress.
(@ 08/01/2021, 15:46:38

Amy Lynn: Ok
(® 08/01/2021, 21:53:02

Amy Lynn: We're connecting on this topic later today and tomorrow morning. We may be able

to increase the dollar amount.

® 11/01/2021, 20:15:35

The conversation is renewed as the weekend ends. The victim informs the attacker that the possible damage that
be caused by the stolen documents in not estimated by millions of dollars. The®iétim @2 ;stdtésEHatdthe é
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company cannot pay the demandednsom andmaintain the haggling dance by stating titaey are prepared to

immediately transfer $400,000 if the attackers will compromise further. The atidcket) @& 6 08 UG E® A 8 A
informs the \étim that the group decided to lower the ransom to $600,000, providing insights regarding the, breach
®2 02 0E@;, o0A2 3%EO2é %éUx oAz | 80| «02¢ééB @2ouUe038 | @O®

Ok, will be waiting for further details
@® 12/01/2021, 10:45:38

Amy Lynn: We have reviewed the data and while the files contain company information, they
will not cause millions in damage. Even if they did, we'd have to live with that because we are
on a tight budget in 2021. However, we think there is some value with your cooperation and
we're prepared to pay $400,000 immediately. We can work out the details if you want to make
a profit. Otherwise, we may be out of opportunities.

@ 13/01/2021, 00:32:48

We will discuss internally and get back to you soon.
( 13/01/2021, 01:38:56

Amy Lynn: great, ok thank you.

(® 13/01/2021, 10:13:13

We've discussed, despite the fact that my boss considers our last offer reasonable
I managed to convince him to review it. He agreed to go down to $600k if the deal will be
closed by the end of this week. Once the transfer is made you will be provided with security
recornmendations on network improvement, breach details, all you files will be completely
wiped from our servers once and for all.
Also we can upload your files to mega.nz secure share and provide you with full access to it.
That's a fair offer and [ did everything possible to make it work. Hope you appreciate.

(@ 13/01/2021, 12:58:09

The negotiations are somewhat derailed as tietim requests confirmation that a decryption keill be provided
alongsidethe agreed upon terms. The attacker explains that maybe they have misunderstood, but the conversatio
thus far concluded that the victim does not need to decrypt their files.

Thevictim attempts to facilitate another decrease of the ransom, which the attacker appadesgynotappreciate.

hAz | 88] «02¢ééB dU@2 «A| @268 &22xE@;0p ©2«UxE@¢ xUé
The attackes adviseavading basing terms on previously reported deals with B®NTIgroup, as 75% of their
transactions were not reported publicly. The attagset anultimatum wthe victim has one day to decide whether
they want to pay $600,000 for the files, or a higher price for the entire package.
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we have at the moment. Before we discuss, can you also confirm that we would receive a
decryption tool in addition to the above deliverables?
(® 13/01/2021, 20:24:56

As | remember you do not need a decryption tool. Am I mistaken? Most of the
discount was provided based on the fact that you do not need the decryption.
(® 13/01/2021, 22:08:47

Amy Lynn: There are some files that would save us time. $400,000 is not a small amount.
(® 13/01/2021, 22:16:03

That is way below our offer. Yes, surely the decryptor would save you some time,
and time means money. The $600k offer was for the data we hold. As you must understand
we have some experience in negotiations, and you are trying to put us in the position that
you think we accept, based on the basic information that is in the the press about usual sum
we get. Relying on the press or public opinion is a mistake. About 75% of our deals are never
leaked to the public or revealed. We will be waiting for your decision by tomorrow. $600k for
the files or something better for full pack.

® 13/01/2021, 22:27:04

It appears that the victim realizes that they crossed a line in attempting to decrease the price further. Dgsihigg/ thi
insist on $80,000 as the final amount, explaining that they are unable to pay bsirey professional communication

x2 g AU®e o8A2 @2 ;UBE| dUé x| @| ¢2é& 00U éd««2eenuolO0p «UGL
U] 0621 FTO2 pP@ROUVAE«A 8A2 @RrPEHE N Cd&263| &E 12 72 @U

The attackes| ¢ €22 dU | %EDB| O | «d U¥% «UxxeéUxEeé23 & adaltdn@g: o
and convince them to include file decryption in the $600,000 offer. Tt \emphasizes that an offer including
decryption will be seriously considered.

Amy Lynn: Yes, we know you are very experienced. We can sense it. All we're doing is seeing
how much money we can spend, and $400,000 is an large sum. If we go down this path, then
we certainly want all of the items that are available.

® 14/01/2021, 00:28:14

Amy Lynn: We've read about you in the press but we have no idea about the usual sum that
you get. No one here wants to play gomes, and that's why we're trying to finalize the
deliverables in advance. We want a solution and we assume you want to get paid. But
$400,000 is only available if we can get everything. How else can we afford to pay that much?
(® 14/01/2021, 00:30:33

The $400k is too low anyways. [ will talk to my boss and try to get an offer for $600k

that will contain the decryptor. Give me few hours.
(® 14/01/2021, 07:24:58

Amy Lynn: Alright - your best offer that includes the decryptor will be taken under very
serious consideration. Thank you.
(© 14/01/2021, 09:58:23

In 20/1/21 450,000 US$ were paid to Conti.
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