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Exposing and Analyzing Negotiations with the CONTI Group and Wallets 
Associated with the Ransomware 

Preface  

During our routine monitoring of ransomware groups, we detected a sample of the CONTIransomware uploaded to 
Virus Total from Canada. ClearSky and Whitestream were able to access the entire negotiation process between the 
company and the extortion group in real time by analyzing the sample. Furthermore, we succeeded in following the 
ransom payment, tracking all of the involved bitcoin blockchain transactions. The revealed bitcoin transactions 
allowed us to associate CONTI with Wizard Spider, as Ryuk was previously associated with the group. This association 
confirms the common theory that CONTI and Ryuk are connected.  Following the negotiations closely assists in learning 
how to properly engage with the attackers, managing the most sensitive part of a ransomware attack. 

Short Background on the Conti Ransomware Group 

TéÊ¿ÊØ|ð²® ©þ ðÅ² ƀsÊĂ|é® cæÊ®²éƁ bôêêÊ|Ø Å|«ÒÊØ¿ ¿éÚôæš ,TRhE é|ØêÚ×ü|é² Êê |Ø ²úÚÕôðÊÚØ Ú¾ ÚØ² Ú¾ ðÅ² ¿éÚôæƁê ×Úêð
successful ransomware ŵ Ryuk. CONTI is a more accessible version of Ryuk, built for distribution by affiliates in a 
ƀb|ØêÚ×ü|é² |ê | ê²éúÊ«²Ɓ ×Ú®²ÕŦ ,TRhE é|ØêÚ×ü|é² ü|ê ¾Êéêð êæÚðð²® ©þ «þ©²éê²«ôéÊðþ ð²|×ê ÊØ Q|þ ōŋōŋ |Ø® «Õ|Ê×
to have over 150 successful extortion attacks by the end of 2020, with at least $20M in revenues paid by the victims. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

During our routine monitoring of ransomware groups, we detected a sample of CONTI ransomware uploaded to Virus 
Total from Canada. From analyzing the sample, we were able to track all negotiations between the company and the 
extortion group. Furthermore, we succeeded in following the bitcoin transactions of the paid ransom.   
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We estimate that during the coming months many companies will be targeted by this group, suggesting that analyzing 
ðÅ² Ø²¿ÚðÊ|ðÊÚØêš |ê |Ø ÊØ®Ê«|ðÊÚØ ðÚ ,TRhEƁê ©²Å|úÊÚé|Õ æ|ðð²éØêš êÅÚôÕ® æéÚú² ©²Ø²¾Ê«Ê|Õ üÅ²Ø ¾|«ÊØ¿ ¾ôðôé² |ðð|«ÒêŦ 
Analyzing the sample allowed us to reach CONTIƁê  website, in which the attackers were negotiating with a victim in real 
time (a Canadian energy company). 

This article surveys and analyses the correspondence, providing insights regarding some of the negotiation methods 
employed.  It is apparent that the Canadian company was initiated represented by an executive, who was replaced 
after approximately 6 days by a professional negotiator who led the communication towards an agreement. 

We have several insights from the correspondence. We want to thank Moty Cristal from NEST, who reviewed and added 
insights: 

- The blackmailer uses service-oriented rhetoric, attempting to create a false pretense of a supplier and 
customer debating a legitimate dealŠ ðÅ² |ðð|«Ò²é |®®é²êê²ê ðÅ² úÊ«ðÊ× |ê ž«ôêðÚ×²éſš |Ø® ðÅ²×ê²Õú²ê |ê
žêôææÚéðſŦ hÅ² |ðð|«Ò²é æé²ê²Øðê ðÅ² |ðð|«Ò |ê |Ø Êêêô² ðÅ|ðarose regardless of their illegitimate involvement, 
with them offering security and decryption services. The attacker leads the victim to a user interface that seems 
professionally established for customer management and support. 

- Clear negotiation rhetoric:  both the attacker and the victim are skilled and professional negotiation personnel, 
exhibiting experience ÊØ ²Ø¿|¿ÊØ¿ üÊðÅ ðÅÊê êÚéð Ú¾ «Úéé²êæÚØ®²Ø«²Ŧ *ÚðÅ êÊ®²ê êæ²|Ò žØ²¿ÚðÊ|ðÊÚØêſ ¾Õô²ØðÕþ
üÅÊÕ² é²êæ²«ðÊØ¿ ðÅ² «ÚØú²éê|ðÊÚØƁê ÕÊ×Êðê |Ø® éôÕ²êŦ hÅ² Øegotiations language is completely business-
ÚéÊ²Øð²®š |Ê×ÊØ¿ ðÚ «ÕÚê² | ®²|Õ ²ýæ²®ÊðÊÚôêÕþŦ æ|ðð²éØ üÅÊ«Å Êê «Ú××ÚØÕþ ê²²Ø ©þ žEúþ Õ²|¿ô²ſ |ðð|«Ò ¿éÚôæêŠ
structured, reputational, technologically advanced and ransom-industry oriented. 

- The necessity of haggling: like in other businesses, the attacker sets a nigh-Ê×æÚêêÊ©Õ² æ|þ×²Øð Ųž|Ø«ÅÚéÊØ¿ſų
requirement as negotiations initiate. However, during the correspondence the attacker lowers the price, 
showing flexibility towards the victim. It is safe to assume that the attackers know what the organization can 
afford before negotiations begin, considering the extent of intelligence gathering that commonly precedes 
ð|é¿²ð²® é|ØêÚ×ü|é² |ðð|«Òê ŲÊØ«Õô®ÊØ¿ ðÅ² Úé¿|ØÊĂ|ðÊÚØƁê êÊĂ² |Ø® ÊØ«Ú×²ųŦ ê ðÅ² «Úéé²êæÚØ®²Ø«² ©egins, it 
Êê |ææ|é²Øð ðÅ|ð ðÅ² Ø²¿ÚðÊ|ðÚé é²æé²ê²ØðÊØ¿ ðÅ² úÊ«ðÊ× Êê |ü|é² Ú¾ ðÅ² |ðð|«Ò²éêƁ ×²ðÅÚ®êš |ê ðÅ²þ é²èô²êð ðÅ²
documents used to calculate the ransom. It is inevitable that in this case the CONTI team has chosen, for certain 
é²|êÚØêš ðÅ² žÅ|¿¿ÕÊØ¿ſ ×²ðÅÚ®š é|ðÅ²é ðÅ|Ø ôêÊØ¿ | žð|Ò²-it-or-leave-Êðſ ×²ðÅÚ®š üÅÊ«Å «Å|é|«ð²éÊĂ²ê Õ²êê
sophisticated threat actors.  

- At this point, it appears that patience pays off: the negotiations were initiated in 30.12.2020, lasting up until 
19.01.2021: the holiday season in the Western world as well as in the Christian Orthodox cultures. A factor that 
added to the morale of both sides. Both sides exhibit patience while conducting the correspondence. It 
appears that the nature of the stolen files and the level by which the organization was disabled are the main 
causes for the exhibited patience.  
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Locating and Accessing the Negotiations 

Background 

During January 21, a CONTI  sample was detected by us in VirusTotal. The sample was detected and signed by 
numerous AV engines: 

 

One of the associated files was the ransom message, ordering the company to enter the contirecovery[.]best website 
and establish communications with the attacker. The message entails a unique victim identifier. 

 

A message containing a unique identifier is routine in ransomware proceedings. We entered CONTIƁê ü²©êÊð²to identify 
the victim, which displayed an interface requesting the ransom message to begin communicating with the attackers.   
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Analyzing the Correspondence 

hÅ² «Úéé²êæÚØ®²Ø«² Êê «ÚØ®ô«ð²® ©²ðü²²Ø ðÅ² é|ØêÚ×ü|é² Úæ²é|ðÚéê Ųé²¾²ééÊØ¿ ðÚ ðÅ²×ê²Õú²ê |ê žSupportſų |Ø® ðÅ²
úÊ«ðÊ× «Ú×æ|ØþƁê |ææÚÊØð²® Ø²¿ÚðÊ|ðÊÚØ Å|Ø®Õ²r Ųé²¾²ééÊØ¿ ðÚ ðÅ²×ê²Õú²ê |ê žAmy Lynnſ). The full correspondence is 
added at the end of this document. 

The conversation begins with a generic-seeming message from žSupportſ in which they define their demands and the 
rules of the negotiations directly. hÅ²Êé ôæ¾éÚØð êð|ð²×²ØðŠ ž é² þÚô é²|®þ ðÚ Ø²¿ÚðÊ|ð²ŧſ ê²éú²ê |ê | ôØ®Úô©ð|©Õ²
invitatÊÚØ ðÚ | žÅ|¿¿ÕÊØ¿ ¿|×²ſŦThe attackers ²ýæÕ|ÊØê ðÅ|ð ðÅ² úÊ«ðÊ×Ɓê êðÚÕ²Ø |Ø® ²Ø«éþæð²® ¾ÊÕ²ê üÊÕÕ ÚØÕþ ©²
decrypted if the $8.5 million ransom is paid in full. The attacker continues to state that they will release their hold of 
the organization once the ransom is paid, adding security advice to better protect the organization in the future. The 
attackers threaten to leak the stolen files publicly in the ransom is not paid. 
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The victim expresses surprise when confronted with the high ransom demand, doubting ðÅ² |ðð|«Ò²éêƁ «é²®Ê©ÊÕÊðþŦUsing 
|Ø |ôðÅ²ØðÊ« Õ|Ø¿ô|¿² Ú¾ žhÅ|ðƁê |crazy æéÊ«²ſš «ÚôÕ® ÅÊØð ðÅ|ð ðÅ² ¾Êéêð Å|Ø®Õ²é Ú¾ ðÅ²ê² Ø²¿ÚðÊ|ðÊÚØê ÚØ ©²Å|Õ¾ Ú¾ ðÅ²
victim is not a professional negotiator.  

The attackers offer to decrypt two files free of charge to prove their intentions. Following this, the attacker provides the 
«Ú×æ|ØþƁê ÊØ«Ú×² é²æÚéð ¾Úé ōŋōŋðÚ ÑôêðÊ¾þ ðÅ² é|ØêÚ× |×ÚôØðŦ hÅ² úÊ«ðÊ× ²ýæÕ|ÊØê ðÅ|ð ðÅ² «Ú×æ|ØþƁê ÊØ«Ú×² ®Ú²ê
not represent its profits, invalidating the ransom calculation. 
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As the «Úéé²êæÚØ®²Ø«² «ÚØðÊØô²ê ðÅ² úÊ«ðÊ× é²èô²êðê æéÚÚ¾ ¾Úé ê²ú²é|Õ é|Ø®Ú× ¾ÊÕ²ê ðÚ ¾ôéðÅ²é æéÚú² ðÅ² |ðð|«Ò²éêƁ
credibility. Once the attacker provides the files, they also send a list of all the stolen files, implying their credibility by 
offering the victim to choose any file for decryption. 

 

hÅ² úÊ«ðÊ× |ðð²×æðê ðÚ ú²éÊ¾þ ðÅ² |ðð|«Ò²éƁê «é²®Ê©ÊÕÊðþ ²ú²Ø ¾ôéðÅ²é, requesting that the attackers share the method by 
which they stole over 1TB from the organization. The attacker succinctly explains the compression system that allowed 
them to compress the stolen information by more than 95%. Quickly changing the subject, the attacker returns to 
negotiate, and states that if the victim pays the ransom, an explanation as to preventing this sort of attack will be 
provided.  The victim tests the attackers limits again by asking for proof that the information will not be sold after the 
ransom is paid. 
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One of the correspondence segments entails the attacker explaining that refraining from upholding the agreed upon 
conditions contrasts their interests, as their reputation will be harmed (also harming future negotiations), an argument 
«Ú××ÚØÕþ ôê²® ©þ žÕ²|®ÊØ¿ ×²×©²éêſ ÊØ ðÅ² é|ØêÚ×ü|é² ÊØ®ôêðéþŦ 

 

Once the victim is convinced, they explain that the company does not possess the funds to pay the demanded ransom. 
The attacker suggests that the victim takes a loan. The victim, probably at that point led by a professional negotiator, 
explains that the company does not require decryptionš |Ø® |ê | Ø²¿ÚðÊ|ðÊÚØ ð|«ðÊ« ž¾é|×²êſ | æÚêêÊ©Õ² ®²|Õ |Ø®
ž|Ø«ÅÚéê-©|«Òſ ¾Úé$250,000 solely to prevent information leakage. 
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The next morning, at 11:00 AM, the attacker replies. They are prepared to lower the initial blackmail demand by 70%, 
to $2,125,000. The conversation enters another hiatus. 

 

The conversation is renewed as the weekend ends. The victim informs the attacker that the possible damage that may 
be caused by the stolen documents in not estimated by millions of dollars. The victimƁê Ø²¿ÚðÊ|ðÚéstates that the 
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company cannot pay the demanded ransom and maintain the haggling dance by stating that they are prepared to 
immediately transfer $400,000 if the attackers will compromise further. The attackers ž«ÚØêôÕð üÊðÅ ðÅ²Êé ©Úêê²êſ |Ø®
informs the victim that the group decided to lower the ransom to $600,000, providing insights regarding the breach, 
®²Õ²ðÊØ¿ ðÅ² ¾ÊÕ²ê ¾éÚ× ðÅ² |ðð|«Ò²éêƁ Ø²ðüÚéÒš |Ø® æÚð²ØðÊ|ÕÕþ ôæÕÚ|®ÊØ¿ ðÅ² ²Ø«éþæð²® ¾ÊÕ²ê ðÚ ×²¿|ŦØĂŦ 

 

The negotiations are somewhat derailed as the victim requests confirmation that a decryption key will be provided 
alongside the agreed upon terms. The attacker explains that maybe they have misunderstood, but the conversation 
thus far concluded that the victim does not need to decrypt their files. 

The victim attempts to facilitate another decrease of the ransom, which the attacker apparently does not appreciate. 
hÅ² |ðð|«Ò²éêƁ ðÚØ² «Å|Ø¿²êš ê²²×ÊØ¿Õþ ©²«Ú×ÊØ¿ ×Úé² |¿¿é²êêÊú²š êð|ðÊØ¿ ðÅ|ð ðÅ² úÊ«ðÊ×Ɓê žðéÊ«Òêſ üÊÕÕ ØÚð êô««²²®Ŧ
The attackers advise avoiding basing terms on previously reported deals with the CONTI  group, as 75% of their 
transactions were not reported publicly. The attackers set an ultimatum ŵ the victim has one day to decide whether 
they want to pay $600,000 for the files, or a higher price for the entire package. 
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It appears that the victim realizes that they crossed a line in attempting to decrease the price further. Despite this, they 
insist on $450,000 as the final amount, explaining that they are unable to pay more. Using professional communication 
×²ðÅÚ®ê ðÅ² Ø²¿ÚðÊ|ðÚé ×|Ø|¿²ê ðÚ êô««²êê¾ôÕÕþ «ÚØú²þ ðÅ² ×²êê|¿² ðÅ|ð ðÅÊê ƏŏŐŋšŋŋŋ Êê |Ø |ôðÅ²ØðÊ« žé²ê²éú|ðÊÚØ
ú|Õô²ſŦ Øô×©²é ©²þÚØ® üÅÊ«Å ðÅ² úÊ«ðÊ× æé²¾²éê ðÅ² žØÚ-®²|Õſ |Õð²éØ|ðÊú²Ŧ 

The attackers |¿é²² ðÚ | ¾ÊØ|Õ |«ð Ú¾ «Ú×æéÚ×Êê²š êð|ðÊØ¿ ðÅ|ð ðÅ²þ üÊÕÕ «ÚØêôÕð üÊðÅ ðÅ²Êé ž©Úêêſ ÚØ«² |¿|ÊØ to attempt 
and convince them to include file decryption in the $600,000 offer. The victim emphasizes that an offer including 
decryption will be seriously considered. 

 

In 20/1/21 450,000 US$ were paid to Conti. 
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