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Introduction

Executive Summary

During 201-2019,Clearskyhad published severalreports about the Iranian APT grod@harming
Kittel¥ T@2 U% 8A2 éUb@Bé isidgedonatingjpundligls gardichlarly O G 2 « 8
thosefromthe Germar#Deutsche Wellebroadcasting compangndthe ZJewish Journdl x| ¢L| AE @2

StartingJuly 2020we haveidentifiedanew TTP of the groupmpersonating / 2 6 d\eld Arfd the

7z K2 i Eé A ustgleinéisalor@sideWhatsAp messagesis their main platform to approach the
target and convincéhemto opena maliciouslink. To gain the victins trust and ensure the opening
of the link the attackes use fakeLinkedInprofilesas well.This is the first time we identified an attack
by Charming Kitten conductetiroughWhatsApmand LinkedIn, includingttempts b conductphone
calls between the victim and the Iranian hacke@harming Kitten chooses to impersonate Persian
speaking journalists, tneutralize detection through accent while having the phone kathis report,
we expose for the first timine full conversation i@veen Charming Kitten to a victim, conducted on
WhatsApp.

The malicioudink is embeddedin a legitimate, compromisedii / 2 & 8 & « Aémais. EdoOvctim
receives a personalized lirtkiloredto their specificemail account\We identified an attempt to send
amalicious ZIP filéo the victimas wel] additional to a message that was sent to the victinavéke
LinkedIn profile. Wassesghat in some cases, Charming Kitten would try to infect the victim with
malware instead oftealing its credentials.

ZCharming Kitteh, also known as APT35 Z&jax, is an Iranian cyberespionage group active since

2014 Their primary targets are Iraniacademiaexperts, human riglstactivists, andgournalists In the

pastfew months, it sems thatCharming Kitterhas2 y ®&| d®2 ® 8 A2 Eé o ¢ &A1 BBe O
community?, high-ranking Americancivil servantsand officials(including ambassadors and former

employees of the US Staf@epartment),and COVIEL9 related organizatia(such as Giledgdand

WHOQO). Inthe currentcampaign, we identified attempts to attadkrael scholars(targeting their

institutional email account), and USjovernmentemployees.

Here is a timeline of their operatioits/olvingZDeutscheWelld and zZJewish Journdlin the past 3
years:

Iclearskysec.conwharmingkitten/
2docs.google.com/document/d/1oYX3uN6KxIX_StzTHOsOyFNNoHDNnV8VgmVqU5WoeErc/edit#heading=h.1mxv
ns31lypem

Sreuters.com/article/ushealthcarecoronavirusgileadiran-ex/exclusivaran-linked-hackersrecentlytargeted
coronavirusdrugmakergileadsourcesidUSKBN22K2EV
‘bloomberg.com/news/articles/20205-07/hackerstargetwho-by-posingasthink-tank-broadcaster
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sCharming Kitten: Iranian Cyber Espionage Against Human Rights Activists, Academic Researchers and Media Outlets
(Clearsky's report)
DE;ET;’e' eJewish Journal breached, embedding a "watering hole"
S
'\
sCharming Kitten attempted to attack ClearSky and our customers directly via a fraudulent Clearsky replica website,
embedding the same phishing kit that is used in this campaign, additional to Jewish Journal phishing embedded in the
fake website.
J
\
sThe Kittens Are Back in Town Charming Kitten — Campaign Against Academia Researchers (Clearsky's report)
Sach o *'Deutsche Welle" impersonation via email; using a fake "Jewish Journal" website
2019 )
\
sFake Interview: The New Activity of Charming Kitten (CERTFA report)
) T +"Deutsche Welle" impersonation via email, the subject being "Dimensions of Iran's response to Soleimani's death”
ELUETY
S
™
*The Kittens Are Back in Town 3 (Clearsky's report)
¢"Deutsche Welle" and "Jlewish Journal" impersoantion and water-holing
August 2020
J

Clearskyalerted ZDeutsche Welleabout the impersonatiorand the wateing hole intheir website A
7Deutsche Welle é 2 aé 2 corflir@éd|that Ehé reporter which Charming Kitten impersonadiidi
not send any emails to the victim nor any otheademicresearcher in Isra@h the pastfew weeks.
Note that part ofDeutsche Wellaeporters are originiyy from Irandafact that helps Charming Kitten
to hide the accent of theoperatorsduringa phone call.

It should benoted that this attack vectois unique to Charming Kitten, but it has not the only attack
vector that has been used in recambnths by this threat actorMore information about recent
campaigns by thgroupcan be found in our raw threat intelligeice on our blo§

Deployment\ector. WhatsApp and LinkedIn

In recent months, we identify an increasethe use of WhatsApp and.inkedIn as platform®f
communicationbetween threat actors and victims. In the last three years, Charming Kattebeen
operatng their campaignsnainly by emails and SMS. These two platforms enable the attacker to
reach the victim easily, spending minimum time in creating the fictitious social media profile. However,
in this campaign Charming Kittdras useda reliable, welldevelopedLinkedin acount to support

their email speaphishing attacks.

In thiscampaign,we observed a willingness of the attackers to speak on the ptiioeetly with the
victim, using WhatsApp calls, and a legitimate German phone number. This TTP is uncommon and
jeopardizesthe fake identity of thattackerg(unlike emails for example). However, if the attackave

5> docs.google.com/document/d/10YX3uN6KxIX_StzTHOsOyFNNoHDnV8VgmVgU5WoeErc/
6 clearskysec.com/théittens-are-backin-town-2/
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successfully passetie phone calbbstacle, they can gain more trust from the victim, compared to an
email message.

Charming Kitten is not the first threat actwho uses WhatsApp phone call in recent months. In
Ox2 ¢| 0EUG Db/ é2| x KUOBS i’AHe kadarus group (Namtkore® uskddhe 6 ¢ 6 &
same methodo gainthe victim'strust.

7 clearskysecom/operationdreamjob/
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Attack Vector

Introduction

This latest campaign of Charming Kittenuses enhancedsocial engineeringechniques already
discoverednouré 2 ®Ué o6 zhA2 L ES& dih 2089 Inthe 20195cenar(, tHe @ttadkesii @ [
hadimpersonatal a known journalistalmostalways fronDeutsche Welleln 2020Charming Kitten
offers the victim to participate in an onlimeebinar/meeting about Iran and other subjects of interest
for the target (e.g. recent discourse between Iran and theld&Fharming Kittemmperatorsintroduce
themselvess journalissandaskthe victimwhether theyareinterested in participatingh thewebinar.

If sothey arerequested to reply in order to receive the following details

1. Afulllist ofother participants
2. Date and time for thevebinar
3. Details regarding the paymefur attending thewvebinar.

This attack vector wasarried outby Charming Kitterbetween 2018 to early 2024ere isan example
for the email sent allegedfyom Keyarash Navidpour, a reporter in Dd\an Israeli acaderaischolaf:

8 clearskysec.com/théittens-are-backin-town/
9 ru.reuters.com/article/idUSKBN1ZZ1MS
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From: keyarash navidpour <keyarashnavidpour@deuteschewelle com=
Date: Sat, 4 Jan 2020, 18:45

Subject: Dear Mr. _

To

Dear -

| am Keyarash Navidpour from Deutsche Welle(www dw de).

This is an invitation to request you to participate in DW Webinar.

The subject of webinar is " Dimensions of Iran's response to Soleimani's death”.
Most three important topics of webinar are:

. Iran's military capabilities and possible goals.

. Iraq's political and military response and its consequences.

. The Impact of Future Behaviors on Security and Peace in the Middle East.
The participants of webinar are:

. Experts on security, terrorism, Irag and Iran.

. Military experts in the Middle East.

. High profile politicians from around the world that research on Middle East.
. Professors and students that have deep study on Iran.

. Students of DW Akademie

This webinar is holding by DW Akademie and is supported by Google.

We are glad to meet you in our webinar.

| am looking forward to hearing from you.

Best regards
Keyarash Navidpour
https://www dw com/fa-ir

However, n August 2020 whaveidentified a changen attack methods which will be presented in
detail in the following chapter

Social EngineerinljlethodsUsed to Establish a Credib@mmmunication

Firststagewapproachingthe victim by email

In most of the casethat we handledin the past several monthghe targeted academia researchers
had highawarenesandsuspectedthat they argrobablyunderanIranianattack Theirsuspicia led
themto contactus andfurther contactwith Charming Kitterunderour guidance(i.e.not openingthe
emails sent to them Overthe course of thpast severalveels, one of theargetswas lured to respond
to the attackers. The subject of impersonativas an Iraniajournalist that speaks fluent Farsi with a
local accent.

The orrespondencebegun with an ema#entto the targetinitiating a conversation. Unlike previous
attacks, the attackergid not display details regarding tfalegedwebinar, instead they asledto start
a onversation.

Several attempts were made to comtdsraeliresearchergrom Haifaand Tel Aviv Univeri@s email
addresseshosted on a Microsoft email serv@uilook).
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From: Yalda Zarbakhch <yaldazarbakhch@gmail.com>
Date: Wed, 5 Aug 2020 at 10:56

Subject: Discussion

To: <|Jjjjf-esearch.haifa.ac.il>

Dear Dr. I

May | have a minute of your time?

Yalda Zarbakhch
Deutsche Welle

From: marcy oster <marcy.oster jta@gmail. com=
Date: Mon, Aug 10, 2020 at 6:04 PM

I'm sorry, Dr. | NG

An error occurred. | apologize.

| am Marcy Oster from Jewish Journal (jewishjournal.com).

We are going to hold the webinar with journalists and experts in the field of "Citizenship and freedom of girls and women in Iran and its future”
If possible, | would like to invite you to participate in our online webinar.

Best wishes

In another case, the attacker impersonated an Issa#lolarfrom Tel Aviv Universignd invitedthem
to analleged'Zoom" meetingin Hebrew

From: [ @ ta e tau.ac.il>

Sent: Sunday, August 2, 2020

Subject: Read: OIT IUNANI DQINT-TITOIM 7030 TUI 2020 TUI Do

Your message
To:
Subject: DIT NIVYNIND NDINT-MTNIND 70210 TV 7000 TV Do

Sent: Sunday, August 2, 2020 12:10:40 PM (UTC+00:00) Monrovia, Reykjavik

was read on Sunday, August 2, 2020 12:10:36 PM (UTC+00:00) Monrovia, Reykjavik.

After a short conversation with the target, tBearming Kitterattacker requestsfor the first timeto
move the conversatioto WhatsApp. This is not the first use of a mobile messaging service (for instance
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phishing using SMS)ubthefirst casewhere we have sedhe use of WhatsApp. If tkerget refuss
to move to WhatsApp, the attacker will send a message¥ip 02 OE@02 ®EQZ &é URUEO2 ¥
of ZMarcy Ostdnvafake profile used by the Iraniam their attack.

C & linkedin.com/in/marcy-oster-aa71821b4/ T ra » ° H

L ]
in (LR

‘ & Message || More... |

marcy oster 0 Jewish Journal

Journalist at Jewish Journal

Greater Nuremberg Metropolitan Area - 3 connections -
Contact info

Experience

Journalist
Jewish Journal

To convince the victim to join thallegedwebinar, the attackerdried to entice the victim with
nominatingthem asits main speakerchosen frommore than a hundred participants. They claimed
that further information about thallegedwebinarwill be shared afteapprovingthe invitation.The
subject of the webinar is changed Bharming Kitterfrom one victim to another, based on their
expertise.

From: marcy oster <marcy oster jta@gmail.com>
Date: Tue, Aug 11, 2020 at

pear Dr. N

First | have to thank you for sharing your time with me

The subject of the webinar is

"Iran-Israel cultural diplomacy with a focus on the role of women "

Also Any other issues that you think may be important.

We invited you as the main speaker.

We host about 170 participants.

Details of the webinar and CVs of participants will be sent to you automatically after activating your invitation.
The world's top politicians as well as the top professors of the world's top universities will be our guests.
Since you are the main speaker, the webinar time and date will definitely be set with you.

| must respectfully say that we definitely have honorarium. Also, since you are the main speaker, the highest honorarium is for you.
Payment details and payment method will be sent to you automatically after activating the invitation.

The webinar will be online.

| need to ask you to activate your participation in DW Akademie website.

I'm looking forward to hearing from you.

Best wishes,

Marcy Oster
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Second Stag@WhatsAp@and LinkedIn

After this conversation with the target, the attackeruests that they switch to WhatsAfip further
conversation.

Charming Kittersert multiple andrepeating messages, sometimes in vegrt time until thetarget
responded. The messageseresent from a German number (prefix +49) to create a sense ifiligd

and the WhatsApp account bears the image of the journalist being impersonated. Unlike other groups,
Charming Kitten chooses to imperson#tersian speakingurnaliststo neutralize detection through

4 \W

theaccent

%——__ﬁ.

Jmiiiimmm il " dﬁi

First Day

Hi.

Dear Dr, **xxxrx

May | have a minute of your time?

Dear Dr, **xxxrx

I am Yalda Zarbakhch from Deutsche Welle
Attempt at a voice call

Second Day

DearDr *kkkkkk
| am Yalda Zarbakhch from Deutsche Welle

Third Day

Dear Dr *khkkkkk

Hi Yalda. What is it about?

Dear Dr. **#ixkk

Firstl have to thank you for sharing your time with me.
If possible, | would like to invite you to participate in our upcoming webinar as a special spei
Please provide details Victim
Many thanks. Sure

Fourth Day

DearDISSSSSS
First | have to apologize for this belated message. This delay was due to weekend. Thank y,
sharing your time with me.

We host about 114 participants.
Details of the webinar and CVs of participants will be sent to you automatically after activatiy
your invitation.

We invited you asspecial speaker

The webinar will be online.

The subject of the webinar is:

JEé| @D | o® Eéé| 208 ,A| ds2 Ué éo| oEOEsDp EO
Also:

7Eéé| 2 0Be It |AEH UG 560 25xR208 1 F
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| need to ask you to active your participation in DW Akademie website.
The webinar is on DW Akademie website. | provide you with the invitation link.
If you would like let me know, | will send you the link.

Best Regards,
Yalda

Fifth Day

Dear Dr *kkkkkk

I look forward to your reply with great respect.
Best

Yalda

Dear Dr *kkkkkk

Dear Dr *kkkkkk

May | have your email address?

Dear Dr *kkkkkk

The victim sent his email address
Seventh Day

Hi
Many thanks
Are you available now?

Eighth Day

Dear Dr *kkkkkk

| sent an email to your email address.
Best

Yalda

AE u| 6®| T EBxindféwdays | 9® ©2 ©] «O
Many thanks
Respectfully

Ninth Day

Dear Dr_ *kkkkkk

I am looking forward to hearing from you
Dear Dr *kkkkkk

Any updates?

Hey Yaldal am inundated with worthis week What exactlgo you need?
I really understand you and | apologize a lot foritiienvenience ¥
The subject of the webinar3s

dran and Israel, Change or stability in the strategic and security equations of the MiddI& Eas
Also S

lisrael's reaction to the IraB@hina agreement ¥ U
We invited you as theain speakef

We hostbout 114 participant®

Details of the webinar and CVs of participants will be sent to you automatically after activatir
your invitationf
The world's top politicians as well as the top professors of the world's top universities will be
guests T

Since ypu are the main speaker, the webinar time and date will definitely be set withfyou
I must respectfully say that we definitely have honorarium. Also, since you are the main spe
the highest honorarium is for yau

Payment details and payment method vii# sent to you automatically after activating the
invitation F

The webinar will be online¥

| need to ask you to activate your participation in DW Akademie website

The webinar is on DW Akademie website. | provide you with the invitatiorFlink

If you wouldike and let me know, | will send you the lirfk
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Please send me the link Victim
The attacker sends the link to the victim and attempts to call them under the pretense of tak
them through the steps of connecting to the webinar

Thevictimtries to enter fake password, thenmplains about a password error message received after entering t
credentials

Dear Dr. **xxk*

Did you activate your participatioriPhe link expires after half an hour
Dear Dr, **rrkk

Why?

Did you receive any error?

What was the problem?

Tenth Day of Correspondence
The victim, repeats their issue to the attacker and requests the link through email

Dear Dr *kkkkkk
The webinar will be online and is secured by Google and Used Google OpenlD to verify
participants identification.
Read more about Google OAuth 2.0:
https://developers.google.com/identity/protocols/OAuth2
Therefore, it isot possible for us to activate
The victim requests a different link to the webinar
Let me coordinate with the technical team
The attacker sends the link to the victim
The link is set for your email addre¥sogin%@univ.haifa.ac.il
| amin, thank you. What is the next step?
Great. After successful authentication, everything will be sent to you automatically by the sy

The Charming Kitterattackersimplore the victim to respond repeatedly for ten dagsd theyare

prepared to engage indirectphone call with theno cajolethe victimind U 7 ing®AE208 & | « « Ub B¢
with the site'Akademie DWused as thi phishingpage). Duringour investigation we addressd DW
whichconfirmed thatthe reportemever contacted the victim and that the allegeebinaris fake The

U2 OEQ@| éBé é00N2«dé U2é2 a@éhmMdya@@FoDéxamplé th@gra@p & A2
impersonated thdNSSandlured victims to a webinar regarding Chiredated research.

If the victim is not willing to shatkeir personal phone numbethe attacker will send him a message

from the fake LinkedIn account. This message will contain a promise that the webinar is secured by
Google, atheysentto the victimon the tenth day

www.clearskysec.con© All rights reserved to ClearSky Cyber Security 12020
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marcy oster
You haven’t connected with marcy oster
THURSDAY
a marcy oster « 2:20 AM
Hi Dear I
The webinar will be online and is secured by Google and Used
Google OpenlD to verify participants identification.
Read more about Google OAuth 2.0:
https://developers.google.com/identity/protocols/OAuth2
[ Dear marcy ] [ Yes, marcy J [ Yes ]

Third StagevApprovingattending inthe webinar

The malicious linkvas on the Deutsche Welle legitimate doméitw[.]de). A previouslyreported in

zhA2 LEdd2@ée | é2 *| «O E@ h UiligkifoF thed pwa BAmail delcrediE x € 2 « 2
the word ZAd=l, following by the wat SSH and 3 sets of 5 letters aninbers Here®B an example for

the format:

hxxp://akademie.dw[.]Jde/lecture/?2id=SSp*** itk dkkkik

@ Akademie Webinar | DW.COM x  +

C @ Notsecure | akademie.dw.deflectuire/?id=5S5H-589053-FER345-12378

&  Google Chrome isn't your default browser @ Set as default

@ Akademie Made for minds. Search DV AKADEMIE

ABOUT US MEDIA DEVELOPMENT MASTER'S DEGREE TRAINEESHIP TRAINING

NEWS WHO WE ARE #MEDIADEV PUBLICATIONS EVENTS JOBS FAQ CONTACT

Deutsche Welle Abtivate your Invitation

We b Inar Accessing to webinar is allowed for who is invited If your are invited please activate your invitation via

logging in with your emnail,
Sign in using your account with:{Click on your service provider icon)

Active webinar :
The Future Of The Region

PO“CY L~ !ed
esch ¢
A P°“ rnme p%‘

r OV TN

in with Google

5 v viicrosoft
A Cicin inwith Annla

A screenshot from theatenng hole page
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In 2018the Charming Kitten groupadimpersonatedClearskyembedding the samghishing format
in the malicious imposter domaif

www.clearskysecurity.net

CLEAR

Cyber Security

Empower your cyber defense shield with Actionable
threat Intelligence

Sign in with Google

ClearSky is comprised of Intelligence researchers and cyber experts, who monitor, analyze and categorize attack groups
and cyberattacks around the globe. Our experts monitor and assess methods, infrastructure, tools and targets of APT
groups and other cyber attackers, 24X7 Sign in with Microsoft

Sign in with Yahoo!

We use our own set of unique tools going “deep down” into their gathering places and evaluate their cyber weapons and
their attack infrastructure. We serve organizations by going far beyond the company's perimeters, collecting relevant and

customer-specific data, giving them early warning alerts and actively helping them mitigate attacks
Sign in with Outlook Webmail

Sign in with NetworkSolutions

Attempting to access any service other than Outlook leads to a legitimate fpe. Accessing the
Outlook page displays a fictitious lagfield includinga victim-specific URI:

0] Gutiook Web App - Google Chrome o|B| =
O Notsecure | gkademie,dw,defectire /oo ==
Microsoft
Outlook' Web App
Secunity ( show explanation )

®  Thas is 3 public or shared computer
Thes 15 3 private computer

Use the light version of Qutiook Web App

Domasn\user name:

Password:

Connected to Microsoft Exchange

© 2010 Microsoft Corposation. All eights reserved.

The Clearskyimpersonation from 2018 presented the same phishing fageidentifyin the fake
websitea page impersonated ash Jairnal aswell). Both cases included a file namigdtopl.gifon
the domain, characterizing Outlook phishing pages. If the victim etitenscorrect password, they

0 securityaffairs.co/wordpress/74123/apt/charmikiten-clearskyphishing.html
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are sentto a 2FA page (as previousgenwith directinteractions by the group). A wrong password
produces an error message. The attackers will then presserei¢im to try again using their
university email.

<form action="login.php” method="POST" name="logonForm™ ENCTYPE="application/x-www-form-urlencoded"” autocomplete="off">
<input type="hidden" name="flags" value="@">
<input type="hidden" name="forcedownlevel” wvalue="8">
<table align="center” id="tblMain" cellpadding=@ cellspacing-@:>
<tr>
<td colspan=3»
<table cellspacing=0 cellpadding=@ class="tbllLgn">
<tr>
<td class="lgnTL"»<img src="lgntopl.gif" alt=""></td>
<td class="lgnTM"></td>
<td class="1gnTR":<img src="lgntopr.gif" alt=""»</td>
<ftrs
</tablex
</td>
</trs

This propagation vector is unique comparedotther,common vectors by thergup Guch as'.site"
TLD phishing websitesdnd he WhatsApp correspondence has not been exposed until this case.

11 citizenlab.ca/2015/08/iran_two_factor_phishing/
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Malicious file

Another example of a fake Linkedinad 6 @82 &% @ 7 ,aYdniezteéearshat Hudson Institute
(a think tank and resarch center dedicated titlie analysis of US and international economic, security,
and political issues Charming Kitten created a fake profile for the attack and deleted the account

later.

You have 2 new messages

Helen Cooper

Senior Researcher at Hudson Institute

After the initial message via the fake LinkedIn profile, Charniiten lsent thevictim two different
types oftompromiseattempts from thisaccount

1. An enail message with a malicious link
2. Anemail message with a malicious file attached

Unlikethe common TTPs of this threat actor, sending an attached malware is uniqueasmdt seen
in recent attacks by them. The victim deleted the file before we were able to analyze it. The following
screenshoshowsthe correspondencdetween the attacker andhé victim.
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cLeprsley The Kittens Are Back in Tou

Cyber Security

From: Helen Cooper <helen.cooper official@gmail com=
Date: Tue, Jun 23, 2020 at 3:43 PM
Subject: Re: Hi dear llllDid you receive my email?

| have completed the details of the project
FPlease read it
Drive-File-Sharing.zip

On Mon, Jun 22, 2020 at 5:11 PM Helen Cooper <helen.cooper.official@gmail com= wrote:
| sent it by another email
no problem
| will send you the details of the project again
Drive-File-Sharing.zip

On Mon, Jun 22, 2020 at 3:39 AM | ot

This is the first email I've received from you.

When did you send it?
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