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1. Executive Summary 
During the last quarter of 2019, ClearSky research team has uncovered a widespread Iranian offensive 
«|×æ|Ê¿Ø üÅÊ«Å ü² «|ÕÕ ž<Úý LÊðð²Ø ,|×æ|Ê¿Øſū ðÅÊê «|×æ|Ê¿Ø Êê ©²ÊØ¿ «ÚØ®ô«ð²® ÊØ ðÅ² Õ|êð ðÅé²²
years against dozens of companies and organizations in Israel and around the world. Though the 
campaign, the attackers succeeded in gaining access and persistent foothold in the networks of 
numerous companies and organizations from the IT, Telecommunication, Oil and Gas, Aviation, 
Government, and Security sectors around the world. 

s² ²êðÊ×|ð² ðÅ² «|×æ|Ê¿Ø é²ú²|Õ²® ÊØ ðÅÊê é²æÚéð ðÚ ©² |×ÚØ¿ Eé|ØƁê ×Úêð «ÚØðÊØôÚôê |Ø®
comprehensive campaigns revealed until now. Aside from malware, the campaign enfolds an entire 
infrastructure dedicated to ensuring long-lasting capability to control and fully access the targets 
chosen by the Iranians. The revealed campaign was used as reconnaissance infrastructure; however, 
it can also be used as a platform for spreading and activating destructive malware such as ZeroCleare 
and Dustman, tied to APT34. 

During our analysis, we have found an overlap, with medium-high probability, between this 
«|×æ|Ê¿ØƁê ÊØ¾é|êðéô«ðôé² |Ø® ðÅ² |«ðÊúÊðþ Ú¾ |Ø Eé|ØÊ|Ø Ú¾¾²ØêÊú² ¿éÚôæ _hŎŏ-OilRig. Additionally, we 
have identified, with medium probability, a connection between this campaign and the APT33-Elfin 
and APT39-Chafer groups. The campaign was first revealed by Dragos, named žParisiteſ and attributed 
to APT33; we call the comprehensive campaign revealed in ðÅÊê é²æÚéð ž<Úý LÊðð²ØſŦ 

We assess with medium probability that the Iranian offensive groups (APT34 and APT33) have been 
working together since 2017, though the infrastructure that we reveal, vis-à-vis a large number of 
companies in Israel and around the world. 

The campaign infrastructure was used to: 

¶ Develop and maintain access routes to the targeted organizations 
¶ Steal valuable information from the targeted organizations 
¶ Maintain a long-lasting foothold at the targeted organizations 
¶ Breach additional companies through supply-chain attacks 

The campaign was conducted by using a variety of offensive tools, most of which open source code 
based and some ŵ self-developed. 

The initial breach of the targeted organizations was performed, in most cases, by exploiting 1-day 
vulnerabilities in different VPN services such as: Pulse Secure VPN, Fortinet VPN, and Global Protect by 
Palo Alto Networks. Upon gaining foothold at the target, the attackers tried to maintain the access to 
the networks by opening a variety of communication tools, including opening RDP links over SSH 
tunneling, in order to camouflage and encrypt the communication with the targets. At the final stage, 
after successfully infiltrating the organization, the attackers have performed a routine process of 
identification, examination, and filtering of sensitive, valuable information from every targeted 
organization. The valuable information was sent back to the attackers for reconnaissance, espionage, 
or further infection of connected networks. 
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Our main insights: 

¶ The Iranian APT groups have succeeded to penetrate and steal information from dozens of 
companies around the world in the past three years. 

¶ The most successful and significant attack vector used by the Iranian APT groups in the last 
three years has been exploitation of known vulnerabilities in systems with unpatched VPN and 
RDP services, in order to infiltrate and take control over critical corporate information storages. 

¶ This attack vector is not used exclusively by the Iranians APT groups; it became a main attack 
vector for cybercrime groups, ransomware attacks, and other state-sponsored offensive 
groups. 

¶ We assess this attack vector to be significant also in 2020 apparently by exploiting new 
vulnerabilities in VPNƁêand other remote systems (such as the latest one existing in Citrix). 

¶ Iranian APT groups have developed good technical offensive capabilities and are able to 
exploit 1-day vulnerabilities in relatively short periods of time, starting from several hours to a 
week or two. 

¶ Since 2017, we identify Iranian APT ¿éÚôæêƁ ¾Ú«ôêÊØ¿ ÚØ Eh «Ú×æ|ØÊ²ê ðÅ|ð æéÚúÊ®²wide range 
of services to thousands of companies. Breaching those IT companies is especially valuable, 
because through them one can reach the networks of additional companies. 

¶ After breaching the organizations, the attackers usually maintain foothold and operational 
redundancy by installing and creating several more access points to the core corporate 
network. As a result, identifying and closing one access point does not necessarily deny the 
capability to carry on operations inside the network. 

¶ We assess with medium-high probability that Iranian APT groups (APT34 and APT33) share 
attack infrastructures. Furthermore, it can be one group that was artificially marked in recent 
years as two or three separate APT groups. 

¶ The time needed to identify an attacker on a compromise network is long and varies between 
months to not at all. The existing monitoring capability for organizations to identify and block 
an attacker that entered through remote communication tools, is difficult to impossible. 
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In this report, we survey the attack stages and tools used in the campaign by matching it to the MITRE 
ATT&CK model. The first part of the report contains a short review of the offensive tools found in the 
breached organizations or uploaded to public repositories for analysis. Throughout the attacks, no 
coherent scenario was identified. The attackers changed their modus operandi and thus the tools are 
not necessarily presented in their chronological attack vector. In the following chapters we expand on 
the techniques and methods used in analyzing the tools. After that, an attribution to the different APT 
groups is being made, and finally we present some recommendations and IoCs. 

We would like to thank Dragos 1researchers who found the first signs of the campaign (Called by them 
|ê ž_|éiêÊð²ſų |Ø®shared with us valuable information that helped us reveal the whole Fox -Kitten 
campaign presented in this report. 

Also, we would like to thank the companies that chose to share with us information. Without their 
sharing of malicious tools, the scale and depth infrastructure would not have been revealed.  

 
1 https://dragos.com/ 
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ŎŦ <Úý LÊðð²Ø ,|×æ|Ê¿ØƁê T¾¾²ØêÊú² hÚÚÕê 
In this chapter, we will shortly survey the offensive tools used during the campaign. In the first part we 
review the main tools used during the campaign. In the second part of the chapter we will match the 
tools to the cyber event kill chain. At the end of the chapter, we present a summary table with all the 
ÊØ®Ê«|ðÚéê ¾éÚ× ðÅ² ž<Úý LÊðð²Øſ «|×æ|Ê¿ØŦ 

3.1 Tools Used in Fox Kitten Campaign 

During the Fox Kitten campaign, the attackers have used many different offensive tools to maintain 
foothold at the organization they have infiltrated. Upon initial compromise of the corporate network, 
the attackers focused on establishing strong grip in the organization by installing a set of remote access 
and communication tools. 

After finishing the breaching process, the attackers establish ðÅ²Êé ž¿éÊæſ ÚØ ðÅ² Úé¿|ØÊĂ|ðÊÚØ ©þ
installing several backdoors at the systems they have compromised. Those backdoors allowed the 
attackers to connect to the network secretly and steadily. In many cases, the attackers have connected 
to the organization through a regular encrypted RDP connection. 

The attackers created for their self-developed tools versions that match the operational systems at 
target organizations. Thus, in 2017 the tools were developed and fitted to 32-bit systems, while in 2019 
the tools were developed for 64-bit systems. 

The tools used by the Iranian attackers can be divided into several groups: 

1. Self-developed tools ŵ tools developed by the attacker and fitted to the attacked. In this 
campaign we have identified a few self-developed tools. The most important tool is a 
backdoor that opens a SSH tunnel between the attacker and the target, and allows the former 
to connect to the latter through RDP. 
Following is a list of self-developed tools used by the Iranians in this campaign: 
¶ STSRCheck ŵ Self-development databases and open ports mapping tool. 
¶ POWSSHNET - Self-Developed Backdoor malware ŵ RDP over SSH Tunneling. 
¶ VBScript ŵ download TXT files from the command-and-control (C2 or C&C) server and 

unify these files to a portable executable file. 
¶ Socket-based backdoor over cs.exe ŵ An exe file used to open a socket-based 

connection to a hardcoded IP address.  
¶ Port.exe ŵ ðÚÚÕ ðÚ ê«|Ø æé²®²¾ÊØ²® æÚéðê |Ø E_Ɓê 

2. Open source-based tools ð|Ò²Ø ¾éÚ× ðÅ² ÊØð²éØ²ð |Ø® |®Ñôêð²® ðÚ ðÅ² |ðð|«Ò²éêƁ ôê²šeither by 
making changes to the tool or by using it as it is. 
Following is a list of open-source tools used by the Iranians in this campaign: 
¶ Invoke the Hash ŵ _Úü²écÅ²ÕÕ «Ú××|Ø®ê ÊØ Úé®²é ðÚ æ²é¾Úé× ž_|êê ðÅ² A|êÅſ

methods. 
¶ JuicyPotato ŵ Local Privilege Escalation tool. 

3. Seemingly legitimate tools used by the Iranians for their needs. Following are two examples 
for this kind of tools: 
¶ Ngrok, FRP, Serveo - Free Command and Control Protocol 
¶ Putty and Plink ŵ Remote services 

http://www.clearskysec.com/
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3.2 hÚÚÕê |Ø® ðð|«Ò h²«ÅØÊèô²êƁ ,Õ|êêÊ¾Ê«|ðÊÚØ ««Úé®ÊØ¿ ðÚ QEhb3 hhƲ,L 

hÅ² ðÚÚÕê |Ø® |ðð|«Ò ð²«ÅØÊèô²êƁ ð|©Õ²are divided into three types: 

1. Exploitation technique of q_R ðÚÚÕêƁ úôÕØ²é|©ÊÕÊðÊ²ê |ð ðÅ² ÊØÊðÊ|Õ «Ú×æéÚ×Êê² êð|¿² in targeted 
organizations. 

2. Tools designed for privilege escalation, foothold ensuring, and creating a gap for RDP 
connection and information theft. 

3. Post-²ýæÕÚÊð|ðÊÚØ ðÚÚÕê ôê²® ¾Úé ,ō ê²éú²é «Ú××ôØÊ«|ðÊÚØ |Ø® ¾ÊÕ²êƁ ²ý¾ÊÕðé|ðÊÚØš |¾ð²é ðÅ²
campaign has ensured its foothold on the target. 

The table presents an overlap between techniques and tools identified during the Fox Kitten campaign, 
|Ø® ðÅÚê² Ú¾ ðÅé²² Eé|ØÊ|Ø Ú¾¾²ØêÊú² ¿éÚôæêŠ _hŎŎ |Ø® _hŎŏš ðÅ² «|×æ|Ê¿ØƁê ×|ÊØ ¿éÚôæêš |Ø® _h
39, a sub-group of APT34 to which we have found matchings in several characteristics of the Fox Kitten 
campaign2. Malicious offensive tools are highlighted in red. 

Known Iranian 
group or tool (if 
exists) 

MITRE ATT&CK Title Techniques, 
Tools and 
Procedures 

Kill Chain 

Phase 

APT34 External Remote 
Services - T1133 

CVE-2019-11510 

CVE-2018-13379 

CVE-2018-1579 

Technique Exploit 

- Data Staged ŵ T1074 HEX in TXT files Technique Execute 

Legitimate tools, 
used by APT33, 
APT34 

Remote Services -
T1021 

Remote File Copy ŵ 
T1105 

Putty and Plink Tool 

APT33, APT34, 
APT39 

Credential Dumping ŵ 
T1003 

Mimikatz ŵ S0002 

Stealing credentials 
via Procdump to 
lsass.exe and 
Mimikatz 

Procedures 

APT34, APT39 Network Service 
Scanning ŵ T1046 

STSRCheck - Self-
development 
databases and open 
ports mapping tool 

Tools 

 
2 attack.mitre.org/groups/G0064/ 
attack.mitre.org/groups/G0049/ 
attack.mitre.org/groups/G0087/ 
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Known Iranian 
group or tool (if 
exists) 

MITRE ATT&CK Title Techniques, 
Tools and 
Procedures 

Kill Chain 

Phase 

Open Source tool. 
Techniques used 
by: 

APT33, APT34 

PowerShell ŵ T1086 

Pass the Hash ŵ T1075 

Invoke the Hash Tools + 
Techniques 

- Create Account ŵ 
T1136 

Local Admin / User Procedures 

APT34 Command-Line 
Interface ŵ T1059 

Accessibility Features 
ŵ T1015 

Accessibility tool 
(Sticky Keys) abuse 

Techniques 

Open Source Tool, 
also used by: 

APT33 

Exploitation for 
Privilege Escalation ŵ 
T1068 

JuicyPotato ŵ Local 
Privilege Escalation 
tool 

Tools 

Common 
mechanism, also 
utilized by: 

APT33, APT34, 
APT39 

Scheduled Task  Scheduled Task  Procedures 

APT34, APT39 Custom Command 
and Control Protocol ŵ 
T1094 

Remote Desktop 
Protocol ŵ T1076 

RDP connection (over 
SSH) 

Techniques 

 Network Service 
Scanning ŶT1046) 

Port.exe Tools 

Free tool Connection Proxy - 
T1090 

Ngrok Tools 

Open Source Tool Connection Proxy - 
T1090 

FRP Tools 

Free tool Connection Proxy - 
T1090 

Serveo Tools 

http://www.clearskysec.com/
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Known Iranian 
group or tool (if 
exists) 

MITRE ATT&CK Title Techniques, 
Tools and 
Procedures 

Kill Chain 

Phase 

APT34, APT39 Credentials in Files ŵ 
T1081 

Remote Services ŵ 
T1021 

Remote Desktop 
Protocol - T1076 

POWSSHNET - Self-
Developed Backdoorŵ 
RDP over SSH 
Tunneling 

Tools C&C 

APT34 Scripting - T1064 VBScript ŵ 
downloading files 
from C2 

Tools 

APT33 Uncommonly Used 
Port - T1065 

Socket-based 
backdoor ŵ cs.exe 

Tools 

APT33, APT34 Web Shell ŵ T1100 

Remote Services ŵ 
T1021 

External Webshell 
over the internet 

Techniques 

APT34 Web Shell ŵ T1100 Local Webshell ŵ Local 
IIS 

Techniques 

APT34 Web Shell ŵ T1100 

Connection Proxy ŵ 
T1090 

Local Webshell ŵ 
Virtual Directory 

Techniques 

APT33, APT34, 
APT39 

Web Service ŵ T1102 Communication with 
C2 

Techniques 

APT39 Data Compressed ŵ 
T1002 

Archives (WinRAR or 7-
ZIP) 

Procedures 
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4. Techniques and Methods 
This chapter presents a review of techniques employed in the Fox Kitten campaign. The techniques 
can be divided into four main categories: 

1. «ÅÊ²úÊØ¿ |««²êê ðÚ ð|é¿²ð Ø²ðüÚéÒ ðÅéÚô¿Å úôÕØ²é|©ÊÕÊðÊ²êƁ ²ýæÕÚÊð|ðÊÚØŦ 
2. Achieving persistent foothold on target Ø²ðüÚéÒ ôêÊØ¿ æéÊúÊÕ²¿² ²ê«|Õ|ðÊÚØ |Ø® ôê²éêƁ

credentials. 
3. Moving along the network by lateral movement. 
4. Different techniques for relevant ¾ÊÕ²êƁ ²ý¾ÊÕðé|ðÊÚØ ©|«Ò ðÚ Eé|ØŦ 

During research on the campaign, several techniques, aimed to maintain persistent foothold on target 
network and exploiting completely legitimate tools, have been identified. One of those is exploiting the 
Microsoft accessibility tools: the Iranians appear to exploit different accessibility tools built for the 
Windows OS, üÅÊÕ² ðÅ² ×Úêð ôê²® ×²ðÅÚ® Êê ²ýæÕÚÊðÊØ¿ ðÅ² žêðÊ«Òþ Ò²þêſ ðÚÚÕ ðÚ «é²|ð² | êÅ²ÕÕŦ The 
accessibility tools, originally designed to create an accessible environment for people with certain 
physical limitations, are used for privilege escalation on the targeted system3. 

4.1 ŵ Pre-access and Access Tools 

4.1.1 Main Attack Vector ŵ Exploiting Vulnerabilities in VPN Systems 

MITRE ATT&CK Tactic: Initial Access (TA0001) 
MITRE ATT&CK Technique: External Remote Services (T1133) 

 

Corporate network blueprint ŵ the infiltration zone is marked with red 

In most cases, the corporate networks were compromised by exploiting discovered and published 
vulnerabilities in VPN systems in order to access the target network. The main VPN systems exploited 
by the attackers are Pulse Secure Connect, Global Protect (by Palo Alto Networks), and Fortinet 

 
3 attack.mitre.org/techniques/T1015/ 

http://www.clearskysec.com/


 

____________________________________________________________________________________________________ 
                                          ©All rights reserved to ClearSky Cyber Security ltd.  www.clearskysec.com 

                                        TLP:White                                                                          info@clearskysec.com                                      
11 |  P a g e 

 

FortiOS. We assess with high probability that vulnerabilities in Citrix will be used by the attackers as 
well. 

Exploiting VPN gateway vulnerabilities on the targets, the group successfully acquires access to the 
ð|é¿²ðêƁ «Úé² êþêð²×êš ®ÚüØÕÚ|®êdifferent files, and continues with lateral movement and foothold 
ensuring. The main system exploited is Pulse Secure Connect, through the CVE-2019-11510 
vulnerability. 

Following are the vulnerabilities in different access systems used by the attackers: 

CVE-2019-11510 Pulse Secure 

In Pulse Secure ŵ Pulse Connect Secure (PCS) 8.2 before 8.2R12.1, 8.3 before 8.3R7.1, and 9.0 before 
9.0R3.4, an unauthenticated remote attacker can send a specially crafted URI to perform an arbitrary 
file reading vulnerability. 

CVE-2018-13379 Fortinet FortiOS 

An Improper Limitation of a Pathname to a Restricted Directory ("Path Traversal") in Fortinet FortiOS 
6.0.0 to 6.0.4, 5.6.3 to 5.6.7 under SSL VPN web portal allows an unauthenticated attacker to download 
system files via special crafted HTTP resource requests. 

CVE-2019-1579 Palo Alto Networks VPN 

This vulnerability in Palo Alto Networks VPN appliances affects PAN-OS 7.1.18 and earlier, PAN-OS 
8.0.11-h1 and earlier, and PAN-OS 8.1.2 and earlier with GlobalProtect Portal or GlobalProtect Gateway 
Interface enabled. An attacker who successfully exploits this vulnerability by sending a specially crafted 
packet can execute arbitrary code on the device. The vulnerability allows an attacker to modify the 
device and access sensitive information. 

Those vulnerabilities are still relevant and were recently used in a destructive malware attack on the 
national oil company of Bahrain4. 

4.1.2 Pre-access tool for unifying file chunks hex-encoded in TXT files into one executable 

MITRE ATT&CK Tactic: Execution (TA0002) 
MITRE ATT&CK Technique: Scripting (T1064) 
Upon gaining an initial access to the organization, some different files are downloaded to the 
compromised computer, in order to run additional tools. First, a few VBScript files will be downloaded 
from the C2 servers, designed to download additional files from different servers. The VBS files are 
generically named ŵ ÕÊÒ² ƀ®ÚüØƁ Úé ®Ê¾¾²é²Øð 3Ø¿ÕÊêÅ Õ²ðð²éêš ÕÊÒ² žúúúſš žúŌſš žúſ ²ð«Ŧŵ and those titles are 
not unique for this particular attack and can be found on the internet5Ŧ *|ê²® ÚØ ðÅ² ðÚÚÕƁê ®²ê«éÊætion 
©þ ðÅ² êÚôé«² «Ú®²Ɓê |ôðÅÚéš ðÅ² «Ú®² Êê ®²êÊ¿Ø²® ðÚ ®ÚüØÕÚ|® | ©ÊØ|éþ ôêÊØ¿ tQOAhh_Ŧ <ÚÕÕÚüÊØ¿ Êê |
ê«é²²ØêÅÚð Ú¾ ÚØ² Ú¾ ðÅ² ¾ÊÕ²êš «|ÕÕ²® ž/ÚüØſŠ 

 
4 zdnet.com/article/new-iranian-data-wiper-malware-hits-bapco-bahrains-national-oil-company/ 
5 blog.netnerds.net/2007/01/vbscript-download-and-save-a-binary-file/  
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Running different VBS scripts, one can download an array of files on the infected computer, and those 
will be used by the attacker to establish foothold and move laterally. As it can be seen in the code, the 
ž/ÚüØÕÚ|®ſ ¾ôØ«ðÊÚØ üÊÕÕ æ²é¾Úé× | =3h é²èô²êð ðÚ |Ø ÊØð²éØ|Õ |®®é²êê ôêÊØ¿ ðÅ² Ú©Ñ²«ð
MSXML2.ServerXMLHTTP in order to download a file. At the end of this process, throughout which 
several VBScript scripts will be run, several txt files will be created on the computer. 

Every such txt file contains a string of numbers and letter which are an encoded piece of code, in 
hexadecimal. Following is a screenshot of one of these files, followed by the hex decoded: 
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Several such files are downloaded to the computer, each one comprises a different piece of a 
©|«Ò®ÚÚéƁê «Ú®²Ŧ hÅ² æôéæÚê² Ú¾ ðÅÊê ®Êêê²«ðÊÚØ Ú¾ |Ø ²ý²«ôð|©Õ² ÊØðÚ ê²ú²é|Õ ¾ÊÕ²ê Êê ðÚ |úÚÊ® ®²ð²«ðÊon 
by anti-virus programs installed on the attacked computer. In addition, a batch file, named 
ž«Ú×©ÊØ²Ŧ©|ðſš Êê ®ÚüØÕÚ|®²® ðÚ ðÅ² «Ú×æôð²é |Ø® Êðê ¿Ú|Õ Êê ðÚ «Ú×©ÊØ² |ÕÕ ðÅÚê² ¾ÊÕ²ê |Ø® «é²|ð² |Ø
executable. Following is a screenshot of the entire EXE file represented in hex editor: 

http://www.clearskysec.com/
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Following is a summary of processes happening on the attacked computer: 

 

4.2 Local Privilege Escalation Tools 

After the vulnerabilities in the VPN systems have been used for initial access, the attackers perform 
several actions to ascertain their foothold in the network and maintain high privileges there. During 
ðÅ² |ðð|«Òê ðÅ|ð ü² Å|ú² Ú©ê²éú²®š ü² ®Ê®ØƁð Ê®²ØðÊ¾þ ÚØ² «ÚØêÊêð²Øð |ðð|«Ò ê«²Ø|éÊÚ |Ø® ÚØ² ÒÊÕÕ «Å|ÊØŦ
Therefore, the tools reviewed in this chapter do not necessarily comprise a continuous, chronological 
order. In this chapter, we will present the different tools and techniques based on the MITRE ATT&CK 
model, divided into the following techniques: 

Execution, Persistence, Privilege Escalation, Credential Access 
Discovery, Lateral Movement. 

Downloading and 
running of VBS files

Request to the server 
and downloading of 
text files containing 
hex-encoded pieces 

of code

Downloading a batch 
file named 

combine.bat which 
combines the text 

files into an EXE file
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ŏŦōŦŌ žKôÊ«þ _Úð|ðÚſ 
MITRE ATT&CK Tactic: Privilege Escalation (TA0004) 

MITRE ATT&CK Technique: Exploitation for Privilege Escalation (T1068) 

Juicy Potato is an open-source tool found on GitHub6 and based on RottenPotatoNG. It can perform 
local privilege escalation from NT AUTHORITY\LOCAL SERVICE to NT AUTHORITY\SYSTEM using the 
ž*Ehc c²éúÊ«²ſ |Ø® ž,TQ ê²éú²éêſ æéÚ«²êê²êŦ hÅ² ðÚÚÕ ê²|é«Å²ê ¾Úé ²ééÚéê ÊØ æéÊúÊÕ²¿²ê ¿Êú²Ø ðÚ ðÅ² ôê²éê
in the credentials manager in order to give a local user higher access. 

In order for this tool to run properly on the computer, the attacker has to have one of the following two 
permissions: 

¶ SeImpersonate ŵ to create a process with a certain token 
¶ Se AssignPrimaryToken ŵ to create a process as a certain user 

Following is an example of the tool being used, whereas the CMD window is activated under the Local 
c²éúÊ«² æ²é×ÊêêÊÚØêš |Ø® ðÅéÚô¿Å | «Ú××|Ø® ðÅ|ð |«ðÊú|ð²ê žKôÊ«þ _Úð|ðÚſ |ØÚðÅ²é ,Q/ Êê Úæ²Ø²®š
now with System permissions7: 

 

The tool is downloaded from the command-and-control server used by the attackers in this campaign 
ŵ 95.211.215[.]255. This file is 64-bit system compatible, and this in contrast with the one used in 2017 
and fitted to 32-©Êð êþêð²×êŦ hÅ² ¾ÊÕ² Êê ®ÚüØÕÚ|®²® ðÚ ðÅ² «Ú×æôð²é ôØ®²é ðÅ² ðÊðÕ² žæê²ý²«Ŧ²ý²ſš üÅÊÕ²
|ð ðÅ² ,ō ê²éú²é ÊðƁê «|ÕÕ²® žÑŦ²ý²ſ and found at the following address: hxxp://95.211.215[.]225/upd/j.exe. 

hÅÊê kbO |®®é²êê Õ²|®ê ðÚ ®ÚüØÕÚ|®ÊØ¿ | ¾ÊÕ² Ø|×² žKôÊ«þ_Úð|ðÚŦ²ý²ſ |Ø® êÚ×²ðÊ×²ê žÑæŦ²ý²ſŵ both 
are versions of this tool. 

 
6 github.com/ohpe/juicy-potato 
7 hunter2.gitbook.io/darthsidious/privilege-escalation/juicy-potato 
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In several versions of this file there is an embedded evasion technique through which the tool identifies 
úÊéðô|Õ ×|«ÅÊØ²ê |Ø® ®Ú²êØƁð |«ðÊú|ð²Ŧ hÅ² ž,_kE/ ðéÊ«Òſ |éðÊ¾|«ðš ôê²® ðÚ Ê®²ØðÊ¾þ úÊéðô|Õ ×|«ÅÊØ²ê |Ø®
perform an anti-VM trick, appears in the file downloaded to the computer: 

 

4.2.2 žProcdumpſ and žMimikatzſ 
MITRE ATT&CK Tactic: Credential Access (TA0006) 
MITRE ATT&CK Technique: Credential Dumping (T1003) 
MITRE ATT&CK Tool: Mimikatz (S0002) 

/ôéÊØ¿ ðÅÊê æéÚ«²êêš ôê²éêƁ «é²®²ØðÊ|Õê |é² êðÚÕ²Ø ¾éÚ× ðÅ² Oê|êêŦ²ý² æéÚ«²êê ôêÊØ¿ _éÚ«/ô×æ |Ø®
Mimikatz. In order to perform this process, the attacker needs to have admin permissions on the target 
computer. 

In this attack scenario, after gaining initial access to the computer, ProcDump, a legitimate Microsoft 
tool that dumps the Lsass.exe process, is run. This tool is not identified by anti-virus solutions, unlike 
Mimikatz. 

Following is an example of using this command as a local user (also executable remotely): 

C:\procdump.exe -accepteula -ma lsass.exe lsass.dmp 

At this point, a dump file of Lsass.exe which contains the relevant credentials, is produced. The file is 
passed to Mimikatz for further extraction ŵ an action which requires local admin privileges. 

http://www.clearskysec.com/











































