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About Charming Kitten 

See corresponding footnote for relevant references4.  

 

4 2015 -  https://www.clearskysec.com/thamar-reservoir/ 
2017 - https://www.clearskysec.com/charmingkitten/ 
2018 - https://www.bleepingcomputer.com/news/security/iranian-apt-poses-as-israeli-cyber-
security-firm-that-exposed-its-operations/ 
March 2019 - https://noticeofpleadings.com/phosphorus/files/Complaint.pdf 
September 2019 – https://www.clearskysec.com/the-kittens-are-back-in-town/ 
October 2019 - https://blogs.microsoft.com/on-the-issues/2019/10/04/recent-cyberattacks-require-
us-all-to-be-vigilant/ 

https://attack.mitre.org/groups/G0058/
https://www.clearskysec.com/thamar-reservoir/
https://www.bleepingcomputer.com/news/security/iranian-apt-poses-as-israeli-cyber-security-firm-that-exposed-its-operations/
https://www.bleepingcomputer.com/news/security/iranian-apt-poses-as-israeli-cyber-security-firm-that-exposed-its-operations/
https://noticeofpleadings.com/phosphorus/files/Complaint.pdf
https://www.clearskysec.com/the-kittens-are-back-in-town/
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Attack Vector 

 

 

 

Impersonation Vectors  

First Vector - A message with a link pretending to be Google Drive  
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Second Vector – An SMS message 
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Third Vector – Login attempt alert message 
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Fourth Vector – Social Networks imperonation 
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Note that the domains that are presented in the directory are related to the impersonation subject 

and not the malicious domain. 
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5 https://www.niacouncil.org/about-niac/staff-board/nooshin-sadegh-samimi/ 
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Digital Infrastructure 
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6 https://blogs.microsoft.com/on-the-issues/2019/03/27/new-steps-to-protect-customers-from-
hacking/ 

https://blogs.microsoft.com/on-the-issues/2019/03/27/new-steps-to-protect-customers-from-hacking/
https://blogs.microsoft.com/on-the-issues/2019/03/27/new-steps-to-protect-customers-from-hacking/
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Indicators of Compromise
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