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Preface

Thebelowreport provides an irdepth reviewreviewssignificant trends, as well as major attack eveirighe cyber
landscapethat took place on the first half of 2019. The report follows @yber Events Summary Repaift2018 and
presents changes and developmeninthe political andeconomicscenesas well as theséras had a crucial impact on the
cyber arena

In recent months we have observed multiple targeted ransomware attacks against major companies, including
international corporationsiwundoubtfully, this is the most significant attack vector thie first half of 2019The main
penetration vector in thesattacksincludes the use oflecoyemail carrying malicious contenand RDRRemote Desktop
Protocol) attack. In ourassessmentthis year RDP has become a significant vector through which computer systems are
infectedworldwide.

The most notable example aérgeted ransomware operation is the Norsk Hydro Attack which we classified antise
significant attack of the first half of 201Borensic investigations covering the attack on Norsk Hydro, as well as other
companies who suffered from similamcidents, revealed an extensive attagkrastructure aided by sophisticated, evasive
tools and designated zerday vulnerabilities And indeed, the LockerGoga ransomware infrastructure has managed to
infiltrate hundreds ofcompanies worldwide and extotiens of millions of USINorsk Hydro alonetatedthat the damage
causedby the attack is estimated around 75 millionUSD

Significant increase of targeted ransomware attacks on large companieglaballgrganizations

Behind several of these attacks are natistate actors that execute ransomware attacks with the end goal of causing harm
rather than financial gain. Several of the most notable ransomware attacks so fawdogsk Hydro, ASCO, SonAngol and
Verint. In cottrast to the rising popularity of targeted ransomwarmestructiveransomware attacksvin which the files are
corrupted without a recovery optiowere not reported during the first half of 2019. This could be the result of intense
hindering collaborati;ns between agencies worldwide.

Increase of BEC (Business Email Compromise) attacks

This type of an attack, in which the attacker traditionally impersonates an executive in the company or gtrisd

provider, is the most common type of attack globalAccording to the latest data from the FBI, as of June 2018, BEC scams
have compromised over 12 Billion dollars globaliyhis figure is expected to continue rising in 2009. the past two

months, attackers begun leveraging Al (Artificial Intelligence) systems to impersonate snjgdoyeesvoices and

execute financial transactions, resulting in immediate lossésnillions of euros.

MoreAtacksagaindtnancial instituts

In 2019 financialinstitutes and banking users are still a desiralibrgetfor tailored cyberattacks aimed at financial
revenue. However, while the trend continues, we did not sebarpincrease in the attack ratélhis appears to be a direct
result of the considerable effort and resources invested by the banks in mitigatibgrthreat conjunction with attackers
targeting more profitable and less secure targets such as crq@ioency platforms. I'2019these platforms continue
suffering hundreds of millions of dollars in lossézeing the most targeted financial platform @ate. Alongside that, a

L https://www.ic3.gov/media/2018/180712.aspx
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notable decrease in the rate of attacks targeting SWIFT system was obsémedt likely as a result of thgreat effort
invested by the security industry into protecting these systems.

Social media platf@onshahefakenewphenomena

We have seen over the last six months considerble efforts by social media platforms to identify and take doweviake
sources and actordy conducting both vast investigative efforts and routine take down actions, little by Iiilethis
actions don't fully neutralize the phenomena, they do play a crucial role in raising awareness.

Attack attempts against Internet of Things (loT) systems and SCADA Systems

Over the last six months we have seen alarming rise of threaitsthastrial 10T (Internet of Things) or ICS systems. Of note,
various threat actors targeting powegrids. The most prominent actors in this regard are the USA and Russia. For example,
Triton malware which was used in the attack on the Saudi oil refinésesirrently being attributed to Russia

Escalation of the Digital Cold War betiffeuastia and China

The recent developments of a "digital cold war" between the US, China and Russiangst others were a key event on

the global cyber arenauring the first half of 2019. Political conflicts resulted in immediate actions in the cyber landscape
and led to parallel efforts by many power countriesgossesslesignated SCADA malware, as well as the ability to cripple
their adversaries' power facilitein preparation for a time of need. For the first time, Trump administration employees
reported that a payload developed in the US was planted in Russia's power netwérk

One of the most outstanding results of this state his can be seen in the contineaganization of social media platforms
to propagate disinformation on a massive scale, and rapid proliferation of advanced malware. The latter in particular has
facilitated new threats against service providers, alongside critical infrastructure.

Accordindy, these nations and their allies have begun taking major mitigation actions; be them economic such as
embargoes and global trade restrictions, or technological such as new plans to implement an "internsiviitih".2 These
and other developments are largely reactionary backlash following lasgale campaigns on numerous industries and
sectors, including critical infrastructure, large industrial operations, and military organizations.

More and more coungtieslainmg almost direct responsibility for major attacks

This is likely in an attempt to create deterrence and signals the next stage in the digital coléi'wap is a bigger
threat/can cause the most amount of damageflongsidethe deterrence efforts weontinue to see exposures of Critical
zero-day vulnerabilities that pose a threat to global computer networkach aghe BlueKeepflaw. We believe that Russia
will likely attempt exploiting these vulnerbilities to execute a massive cyber attack irvétie of NotPetya.

Increase in Iranian cyber capabilities alongside the expansion of their cyber operations aga
countries
With this regard, we also saw Iran expanding their operation into new regions. The increase in Iranian offensive operation

in the cyber arena is aligned with the escalation of the conflict between Iran and the United States, concerning the Nuclear
deal violation, the US sanctions and more.

2 https://www.theguardian.com/world/2019/apr/11/russigassesbill-internet-cut-off-foreign-servers
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The Most Prominent AttackaaslkOHydro Corporation
and Other Companies AbiatieedockerGoga Ransomwa

On March 18019, Norsk Hydro, one of the largattminum manufacturers in the worldased in Norwayexperienced a
significant cyberattack using a ransomware called LockerGogdihe attack took place in the firmfactories in the US and
led to a shutdown of all their computer systems. It also parti@lgmaged the manufacturing systems auditional
locations around the worldAs a result, some factories had to switch to manual operatslowing the manufacturing
process and resulting in significafinanciallosses

This is the first LockerGoga ransomware attack to ggawbal public attention. Recent findings indicate that the over 1,200
companies were attacked by the ransomware to this point, most of them global corporations with multiple R&D and
manufacturing centes. Prior to these attacks, the known use of LockerGoga took plameJanuary 24, 2019, againtte
Francebased engineering firm Altrah.

It should be noted thatvhile the ransomware has successfully infected multiple targets, it was not always activated.
Nevertheless, infected companies may still be in dangeth&sattackershave gain access to their networks, aoduld
leverage it for additional malware infectioor offer it for sale to the highest bidder amdergroundforums. The damages
could me immenseThe companies whose files weemcryptedby Locker Gogauffered direct losses tens of millions of
USDand additional indirect lossedn the case of Norsk ldyo, for example, the estimated damage caused by the attack as
of the end of July is 75 million USD.

Attack Vector

According to the Norwegian Cert, "NorCettie Norsk Hydradansomwareinfection wasprobably conducted manually,
after the attackergyained accesand achieval persistencyon the company networkvan operation which probably took
several monthgo complete. On March 19, probably several minutes after midnigh& encryption process of multiple
computers and servers had begun.

As a result, some 9,000 machines were encrypted and ceased to function. The initial intrusion vector appears to have
included a large number of actions including Brute Force attacks on thepgany's RDP servers, SQL Injection attacks on
company sites, exploiting a number péro-dayvulnerabilitiesand privilegeescalation onsensitive systemsbtained
through sophisticated phishing attack®art of the attack included logging owff vital control systemsand locking
employees' accours. Consequently, the IT staff was unable to mitigate the event. The firm probably physically

3 https://lwww.bleepingcomputer.com/news/security/new -lockergoga-ransomware-allegedly -used-in-altran -attack /
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disconnected part of the network in an attempt to slow down the atkawhich made it more difficult to realize the full
extent of the damage

According to analysis by Nozomi Network Lathee ransomware is capable of encrypting the following type of files: DLL,
ppt, pot, pps, pptx, potx, ppsx, slédnd pdf.Similar cyberattacks using other ransomwariamilies, such as Ryuk and
MegaCortexhad also been observed

Cloud Email Serviceseétatation&urvivability

The firm's email serviceemainedprotectedthroughout the attackbecause theNorsk Hydraemail system is based on
Microsoft 3®, a cloud serviceConsequently, they were able to continue basic operations and mairgaitact with
clients. The employees logged in to their efhaccountsviapersonal smartphones and tablets, so some work flow was
maintained,and recent orders could be retrieved from the client$e manufacturing systems were disconnected from
the computers and were operated manually.

The Attackers

As of earlynid-July 2019 the common estimation is that avell-funded Russian threat group is responsible for the attack
An initial analysis released by Kaspersg&tates thatsome parts of the ransomware file can be affiliated to Russian
cybercrime group called GrimSpideThe investigation is still in process, howewsed on the attack stage®which
included preliminary network research, zeraay vulnerability exploit and eutralization of security system#éthere is no
doubt this was a targeted attack.

According to an estimation af research team for thButch governmentat least two threat groups collaboration together
are behind the attackTheir findings offer three possible motives for the attack. The first motive is financial, because after
the attack victimswere prompted to pay the ransom demand, and were threagerto have theaccess obtained by the
attackerssold to other attackersAnother assessmerguggests an espionage motiyeelying on the fact that some of the
attacks contained internal informationThethird assessment is that this campaign was carried @ar the purpose of
destroying and damaging critical infrastructure. It is important to note tizatrrentlythere are no definite findings

supporting this, but at this stage it cannot be ruled out.

Several days after the attack on Norsk Hydro was reparfatierican chemicals companies Hexion and Momentive

revealed that they too fell victim to a LockerGoga ransomware attack. The two companies, who are controlled by the same
investment fund "Apollo Global Managemeftioth suffered an attack on March 18ix days before the attack on Norsk

Hydro.

“https://www.computing.co.uk/ctg/news/3072839/norskecoverssomesystemsfollowing-confirmed-ransomwarebreach hips://www.nozominetworks.com/press
release/nozominetworks-expandsics-cybersecurityresearchwith-labs-launchU

5 https://twitter.com/JusticeRage/status/1109065147186847745?s=08

¢ https://www.apollo.comU
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Cyber Attacks On The Global Finacial Sector

Central Bank of Malta Brehloblgch SWIEack loss ©13 Millioarg

On February 13, 2019, the central bank of Malta (BOV), which also operatesrasarcial bank for half of Malta's

®Ux060| 6EUDS E®2 OOE%E2® o0A| 86 Eod %2 OO0 U E« dNAEethabthk aftackevps©2 é | o
detected by antifraud systems, and not by the security systems. Immediately after detgdtie theft, the bank decided

to shut down all of its systems: ATMS, credit card payment terminals, business owners' equipment, email and telephone
services, their website, even shutting down all of their branches in Malta. Thedshwat was in effect untithe attack was

neutralized and the affected systems were recovered.

The exact date during which the attack was executed is unclear as of early March. Nevertheless, it should be noted that
since the bank did not report that it was able to retrieve thelstofunds, the attack was most likely carried out at least

three days prior to the reveal (On Februaryh,0vhen the bank is closedpuring the attack, 11 transactions were carried

out, most likely via the SWIFT system, to accounts in the US, UK, CgpghliR and Hong Kong. The sum of the

transactions amounted to 13 million euros. Also, worth mentioning is that the finds were transferred to Western countries.
This is interesting as usually attackers try to transfer money to countries with less adeq@atéoring systems.

The indirect damage included total shutdown of the bank's services for over 24 Weaustuation which hurt all its clients
and credit card companies. Also, a significant amount of business owmszghe bank's services, arldeir systems were
shut down as well. The bank stated that its clients were not affected, as their funds and accounts remained unchainged.
also stated that it is working to "clean" its systems, and to bring back its services back to normal. On Feldthathd

app and website returned to full activity. This attack (the first of its kind in 2019) is reminiscent of Russian and North
Korean attack groups' ongoing attacks on core banking systems. Similar to other cases, these groups choose to attack
banks n countries with inadequate security systems.

LargesScar&poofing Campaign Impersonating Major US Banks' IP addresses

A report published in late April revealed a largeale spoofingampaigntargeting US banks. According to thesearches,
this campaigrnwas detected due to heavy internet traffic caused by broad scans of the internet. More interesting however

"https://www.maltatoday.com.mt/news/national/92964/bank_of valletta_shuts_down_operations_following_cyber_attack_#.XGew2yuWXDu
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is that the scans were conducted via spoofed IP addresses of big U.S. banks including JPMorgan Chase, Bank of America
and SunTrust Currently the eason behind this is unknown, but CyberScoop conjectures that this was executed in order
to disrupt the banks' security teams and cyber security companies' ability in mitigating malicious activity.

The campaign appears to have taken place between ApriRDd9vApril 23, 2019. The spike in traffipoofing started on
Friday the 19 and continued until late Tuesday the 23

Analysis of the attack

According to Security researcher Andrew Morris, the volume of traffic is too low to be a DDoS attackl hestdaims that

it is possible that a malicious actor attempted to fool firewalls and other security products into blocking traffic origgati

from the banks, with the purpose of embarrassing security vendbtsther, while Traffic spoofing are common attacks,

they rarely target specific entities, as was in this case. A list of the spoofed IP addresses was uploaded to Pastekin but ha
since been removed.

Initial investigation conducted by BRICA (BusinesskRigelligence & Cyberthreat Awarenedgyicates thatthe attackess
sent spoofed TCP packetsut made no attempt to complete the thregvay-handshake. This was because they only
attempted to flood security vendor with false positive. With that in mindsbd on this incident, security vendors could
use this attack in order to better their monitoring and blocking rules for each of their cli€nts.

Mitigating such attacks is problematic and complex. If a security service or product blocks internet scars)gudd verify

that the blocked IP addresses are the source of the scan. Note however that this is not an option with of SYN() and FIN()
packets. It is possible to creatghitelistsin order to prevent false positive, however it should be taken in to actdhat it

is impossible to create a global whitelist.

Childased Interbank Network Redbanc Attacked

Redbandsa Chilebased companyesponsible for connectinghe ATMs of all the banks in Chilen December 2018e
company was attacked using tHeowerRatankbanalware, affiliated withthe North Korean APT group Lazar&mdings
about the malware family were published on January"lfy Flashpoint:

The Lazarus APT group is commonly associated ®itheau 12ivthe cyber warfare unit of the Northdfean regime. The
group gained publicity thanks to its aggressive worldwide campaigns on 2009. It specializes in attacks targeting financial
institutions and services, includinganks and cryptocurrency exchange platforpmaany of them in South America and

East Asia

The attack begun when in IT expert at Redbaves infected by malware after opening on a message that was sent to him
via a social media platform, probably LinkedIn, allegedly containing a job offeanclickingthe link to apply for the job,

the IT expert was referred to a decoy job applicatiqng2 ¥ hU ¢| E@ 8A2 UE«JExBé 08¢é0eds
interview inSpanishwith the expert. A day later the company announced it had been breached.

Apparently, while attempting to apply for the jothe victim downloaded a file calledpplicationPDF.exB €2 2 x E@¢ Op
recruiting softwareThe executable is included in ThreadProc and SendUrl processes, which process parameters encoded
in Base64 and run the malicious code. The downledflle decodal the parameter code encoded in Base64,

communicated with the server andun the PowerShell codé a hidden window During the infection process, another PS

8 https://www.cyberscoop.com/spoofeebank-ip-addressgreynoiseandrew-morris-bank-of-america/

9 https://web.archive.org/web/2019022210240/https://pastebin.com/LrKKam3y
ohttps://brica.de/alerts/alert/public/1256953/recertbank-ip-addressspoofing-exposesproblem-with-how-somethreat-feedsare-generated/
1https:/ww.flashpoint-intel.com/blog/disclosurechileanredbancintrusion-lazarustiesU
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script is executed that decrypts a scripteated byPowerRatankbaThe malwareserves as &oth adownloader anda
spyware in charge of collecting information to be used in further attacks by Lazarus.

Atack on British Metro Baiaiting\dlnerability in thedactorAuthentication
System

OnFebruaryss Ed 1| & ¢é2 axUéd2 ®sfaldn|victim to b ®phistRatedl atidck that Bypassad the two

factor authentication (2FA) by exploiting a SS7 vulnerability. The authentication system sends SMS messages with codes
for confirming clients' financial transactions. It appears that the attacs reached clients' devicdsy remotely tracking

devices and monitoring clients' SMS messages that request confirmation for transactions.

SS7 protocol is used for routing calls and SMS and is used by telecommunication firms worldwide. By exploiting a
vulnerability on the protocol, attackers are able to intercept messages and thus obtain clients' location and personal
information through their cellphones. Metro Bank stated that only a few clients were affected, and no one lost money
from their accounts. Mtro Bank is cooperating with the relevant communication providers and the authorities to
investigate the attack. The bank advises its clients to be alert and report any activity which seems suspicious.

European Banking Authority Report eB&Se$ERAal Transactions

Following the attack the UK National Cyber Security Center stated that exploiting such vulnerabilities is a known method
which has already been used previously. It is a common attack vector used in fraud campaigns and in cellphonagspi
attacks. The website InfoSecurity reviewed a similar attack which took place in May 2017, and assessed that using SMS
messages for-Factor authentication is no longer reliable identification method. It is recommended to use authenticator
apps or Tine-based Onetime Password algorithnfTOTP) for Zactor Authentication in order to avoid such attaéks

Furthermore, in June the European Banking Authority (EBA) recently published an opinion report on the elements of
strong customer authentication systems for financial transactions. Below is an excerpt regardingp 8848 2FA
authentication.

"As stated inthe EBA Opinion on the implementation of the RTS (paragraph 35), a device could be used as evidence of
@2UEE2EE6EUDS ®EUUE®?2® dA] d dA262 Eé | bé2?0OE] ©02 x2 ] gé dU
validation element on the dewi? BF 3 UE®2 J«2 «U60®S ED JAEé «ULDI? wihd ©2 .
password (OTP), whether generated by a piece of software or by hardware, such as a token, text message (SMS) or push
notification. In the case of an SMS, and as highligh? ® E@ a U 0nORS JA2 xUEE2EEEUD 2
itself, but rather, typically, the SIM -« | é ® | éé U«E] 62 ® GEJA A2 é2éx2«dEU2 xUOE

Below are the 2FA alternatives suggested by the EBA (wmiast relay on biometric identifiers).

2https:/www.infosecurity-magazine.com/news/flawin-ssZlets-attackersemptyU
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Table 1 — Non-exhaustive list of possible inherence elements

Element Compliant with SCA?*

Fingerprint scanning Yes

Voice recognition Yes

Vein recognition Yes

Hand and face geometry Yes

Retina and iris scanning Yes

Keystroke dynamics Yes

Heart rate or other body movement pattern identifying that the PSU is Yes

the PSU (e.g. for wearable devices)

The angle at which the device is held Yes

Information transmitted using a communication protocol, such as No

EMV® 3-D Secure (for approaches currently
observed in the market)

Memorised swiping path No

*Compliance with SCA requirements is dependent on the specific approach used in the implementation of the elements.

Degite this report, several large banks in Germany have already began implementing stronger 2FA authentication process
for financial transactions, phasing out the less secure $MSed systemd®These new measures have been strongly
pushed by European regulators in recent years.

SMS Transaction Authentication Number (aka SMSN, or mTAN) is the most commonly used method by banks to
authenticate financial transactions by issuing temporary passd®via SMS messagé&sAttackers however have been
manipulating this procedure to unlawfully execute transactions from bank customers. Cryptocurrency companies have
also suffered from these attacks, losing tens of millions of dollars in recent months alone

Accordingly, over the last few years various governing bodies (such as the Germdaredi8tal Office for Information
Security) have warned financial institutions and customers from using this technology. The most attack vectors are
phishing or sim swaping.

New verification methods

Below are the new methods employed by German banks to verify transactions
1 ChipTANWissuing Tokens by the bank to verify transactions.
1 PhotoTANAWmobile apps that provide a unique barcode to work in conjunction with the SMS messages.
1 PushTANwerification via an app operating as a Token. For examBleggle authenticator and Microsoft
authenticator. It is unclear whether this method meets therBpean Banking Authority standards.
91 Digital Signaturaivusing smart encrypted cards.

65 Million USD From a Rankin

In late Marchrumorsbeganspreading on Twitter about a 65 million USD theft from a bank in Kuwait via its SWIFT system.
However, g of early July, no official announcement had been published by any b@wkr the course of the last few

weeks we have been trackirige case via social media, bank portals and VirusTotal, in which we used to detect malicious
files uploaded from KuwaitkRelated indicatorsand rumors that the bank in question is the Gulf Bank of Kuwagte

revealed in Twitter The bank published a stament on March 27 claiming its systems had run into technical difficulties

that damages its international money transfer systgprobably the SWIFT systenlNo cyberattack was mentioned.

Bhttps:/lwww.helpnetsecurity.com/2019/07/12/germabankssmstan/
Lhttps:/len.wikipedia.org/wiki/Transaction_authentication_number
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Cyber Attacks On Hie¢hrand Crypto Firms

AdvancesipyMalwee GampaighargetingnTedBbmpanies

On March 19 Palo Alto's research team Unit42 revealed a new attack campaign against FinTech firms via an espionage
malware (RAT) named Cardinal RAT. The campaign probably occurred over the last two years éinst detectedin
January 2019.

Malware Analysis

Cardinal RAT malware family was first identified in 2017 when Unit42 exposed a limited attack campaign (27 known
samples). Since then, the research team continued to monitor the malware and recently igghéifnew version (1.7.2)
with several changes, including advanced obfuscation functions which hinder detection and analysis.

The main obfuscation technique is based on steganography which obfuscates malicious content inside an embedded
Bitmap (BMP) imagélé. When the .NET based malware is executed, it extracts a malicious DLL file from the image's pixels.

It then deciphers it with a singieit XOR encryption key.
Like previous versiog) Cardinal RAT has many capabilities:
91 Data collection on the infectedystem.

1 Changing system settings.

1 Executing commands remotely in the infected system.
1 Downloading and executing files without permissions.
1 Exploiting the infected system as a reverse proxy.

1 Downloadingupdates to the malware.

1 Retrievingpasswords.

1 Keyloggingand screenshot capturing

1 Erasingcookies from browsers.

l

Deletingthe malware from the infected system.

Possible link to EVILNUM é&mathaakevector

When the researchers examined the samples uploaded to VirusTotal, they ig@eh#ifpossible connection to a malware
family named EVILNUM; a JavaScript based malware that collects information and achieves a foothold in the systems and
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networks before using Cardinal RAT. Note that this malware was identified in only arsunaier of firms, similarly to
Cardinal RAT.

In the campaigns of both of the malwares, the infection vector was carried out with a malicious phishing document which
were very similar to one another. This document usually contained lists of names and numbers (theftypmberswas
not mentioned, but possibly telephone numbers) of people who work in the forex and cryptocurrency sector.

Cryptocurrency Attacks 2.0

Inlate 2017, the cyber security community watched in awe as Crypto Mining malware, most notabipaseld scripts,

took the world by storm and climbed to the top of various Global Top malware charts. The frenzy begun with the infamous
case of The Pirate Bay. TheE é | 82 * | p Eé 08 A2 0 Uéit®&nB amaséMe énlire godircefoEdigttall é é 2 @0
content including movies, games and software.

Shortly after the first wekbased Crypto Miners spurred, it has been discovered that The Pirate Bay had pkantgdto
mining JavaScript that secretly utilizes the website visitors' computer resources to mine the Monero Cryptocurrency while
visiting the portal*®

Website owners nowadays depend on advertising revenue to survive; however the user experience agimype hi
interrupted by the appearance of multiple advertisements on the content page. The birth of JavaSagetd crypto
miners offered another solutiosinstead of burdening the users with flashy ads, a website owner can simply embed a
JavaScript within he website html page which mines a cryptocurrency using the visitor's CPU power and generate a
respectful revenue. While this tactic sounds effective, to separate it from malicious activities carried out on the user
browser unknowingly such as browser hijdng, transparency is required.

It is expected of a website owner to notify its visitors that an alternative process is taking place in order to spardéhem t
inconvenience of online advertisements. Unfortunately, the simplicity of the use of the sarlpth only required
embedding, rather than distribution and infection, led to giant wave of hackers that exploited legitimate, high profile
websites to embed a webased Crypto Miner without the website owner's knowledge.

Unlike website owners, attackersse as much as 90% of the user's CPU power to mine cryptocurrency. Top websites
exploited for mining in the past include a Los Angeles Times website and a Jerusalem Post website, as well as 4,000
government websites in the US, UK and Australia.

The succss of webbased crypto miners was boosted by two key trends:

1. The sharp rise in the value of many cryptocurrencies. The first cryptocurrency that gained popularity and led to a
significant market growth wagitCoin Its popularity led to the development of many additional digital currencies
such as Ethereum, Moneand Litecoin. Monero isften preferredby attackers due to the relatively lights
resources required to mine it.

2. Therise in the required resources. As time passed and crypto mining gained popularity, the computational
resources needed to mine new cryptoios grew higher. Specialized hardware, or a mass number of personal
computers combined became a necessity.

After a long period of Crypto Mining malware, especially ¥elsed scripts, dominating the cyber landscape, it seems safe
to say that the goldemge of this type of attack is behind us. As 2018 progreshedorices of BitCoin and along with it

Shttps:/ithehackernews.com/2017/09/piratéday-cryptocurrencymining.html
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most other coins, fell significantly, rendering the process of mining it unprofitable. As always, cyber criminals found
another way to leverage the cryptacrency market for monetization, taking the attack to the next level.

Lately, we have been observing a new vector of attack leveraging cryptoe@ingtocurrency exchange attacks.
Prominent attack vectors used recently to targétyptocurrency Exchangese the followingi

1. Distributed Denial of Service (DD0S) attacks, capable of shutting down the entire trading activity of the exchange
for a limited time thus preventing transactions, lowering the value of the coins and damaging the reputation of
the portal. In June 2018, one of the most prominent cryptocurrency exchanges suffered a DDoS attack that ceased
the activity of the exchange for three hours.

2. Phishing attacksisimple yet effective, phishing attacks can be useful in this case as well. Usiagethdontent,
attackers could lure an employee into granting them access to the exchange network, thus enabling information
and credential theft.

3. Transaction malleability attacks, in which the attacker alters the transaction ID of at&ifGaction and uses it to
carry out a transaction of his wish. If attackers are able to change a transaction ID without invalidating it, they
could perform a transaction of their own from the sender's wallet. The sender would think that the transaction
has failed, when in fact, it had already taken place before the failure.

4. Online Wallet attackgwvallets that are connected to the internet are often offered by exchange portals for
secured storage of private keys of cryptocurrencies. while many of thene dtety use offline resources to store
the keys it is not always the case, making them a tempting target.

Binance Data Breach leads to Thatlioof YSD

In May 2019, some 40 million USD worth of BitCoins were stolen from one of the most populaxat@nge portals,

Binance. The company admitted that 7,000 BitCoins were stolen from its storage, and that the attackers managed to
bypass twefactor authentication processes. Binance is considered as the biggest cryptocurrency exchange in the world in
terms of trading volume.

Shortly after in June 2019, the Singapdrased cryptocurrency exchange, Bitrue, reported a massive data breach which
led to losses of 4.5 million USD from customer funds. The hacker exploited a vulnerability in the company's security
procedures to steal private wallet information and to collect coins from approximately 90 wallets.

32 million USD Stolen in a Breach of the Japanese Exchange BitPoint

Just recently one of the biggest cryptocurrency exchange hacks took place as 32nulB® worth of cryptocurrency were
stolen from the Japanese exchange BitPoint in July. At least 23 million USD worth of coins were customers funds, and the
company admitted that coins were stolen from both its "hot wallets", used for trading, and its "¢eldllets, which are

used for secured storage and should be much less accessible.

Lastly, as of May 200earSkyhas been investigating a newdyiscovered extensive operation which targets

Cryptocurrency exchange portals using quality spgénishing techniques. The attackers use misspelled domains carrying
the names of Google and Amazon services to lure its taligétsvisiting their pages, as well as walritten and designed

Word documents with the logo of the attacked exchange and matching content, or alternatively, some general information
about cryptocurrency trading.

The Word files we found were password proted, but the password was attached inside the zip folder in a txt file. Upon
execution, the Word file reaches out to a URL shortened via the bit.ly service. Then, after gaining access to machines within
the cryptocurrency exchange network, we believe tinatltiple actions are conducted to steal as much funds as possible

from the exchange, causing immense damage to the company.
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ClearSkgpvestagiord Operation Crypto@dtack Infrastructiisagetingrypto
Firms

As part of our ongoing investigationge detected in May a password protected word file that references the
cryptocurrency exchange HitB¥t We found that it is most likely part of an infrastructure that contains numerous
addresses, domains, and sub domains with similar properties:

91 All the damains we detected in the infrastructure are disguised as Google services (drive, mail, sheets, docs) and
are written with spelling mistakes.

1 Most of the Doc files communicate with the URL shortening service bit.ly, most likely in order to try to coreceal th
communication attempts.

f Inthe address line, after the TLD this routing always appe#r&080/open?id

At this stage the penetration vector is unknown. When we pivoted the domain and the address it is stored on, we reached
other domains and addresseshich share identical properties.

As of now analysis of the files did not reveal the attack vector, but we can infer that it is based on a large and dedicated
infrastructure. We recommend adding the attached indicators into the organization's monitoringegsys. Moreover, since
the domains have names that appear legitimate but are actually malicious, we recommend presenting them to
employees, and make sure they are mindful of the links they open.

Additional files

In early July we identified new IP addressatributed to this infrastructure. After carrying out additional investigation, we
detected an empty word file sample that communicates to the domain named service[.]Jamzonnews].]club, which is
hosted on a server with the address 75[.]133[.]9[.]J84e filenamed "Introduction to the World Blockchain
Association.dot, was uploaded to VirusTotal from Brazil dnne 26", and was identified as miious by 5 antivirus
engines'’

6https://hitbtc.comU
7https:/iwww.virustotal.com/guiffile/583cf86894e47a81fa914fdc46fa6587807cf17f9196160625b149d47560f9b0/submissio
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ThéigitaColdVar

The Deterrence theory, which gained prominence during the Cold War, states that an inferior force, with lower destructive
capabilities, could deter a more powerful adversary as long as it maintains the ability to protect itself against a surprise
attack. t is based on the fear from reprisal, and as such, the deterrent weapon must be ready, but not necessarily used in
full force.

In the summer of 2017, a unique malware has hit the industrial safety systems of a petrochemical plant in SaudiArabia.
The malvare was designed to manipulate the Triconex Safety Instrumented SystemBiSjltering the system
controllers to a failed safe state the entire industrial system automatically shuts down.

The SIS controllers are the last line of defense against physisasters in Industrial Control Systems, meant to kick in if
danger is detected. Therefore, their proper detection capabilities are a key to the function of the entire system, ard if the
are not intact, real danger is posed to the facility employeesd anrrounding. Considering the dangers petrochemical

plant poses, makes the malware even more of a milestone in the cyber threat timeline. Dubbed Triton, in late 2018 the
malware was attributed to a Russian Governmédivned institutionWThe Central Scielific Research Institute of

Chemistry and Mechanics (CNIIH®1).

While the security community had been made aware of the threats posed to Industrial control systems, Triton follows a
small number of publicly exposed incidents in which a malicious softwarcegsfully infected an Industrial Control
cpbéeodz2x¥F hAz xUéos é2«2@8 U@2 1U60® ©2 EQ®O6EséUp2eés UAE«A
power for an hour. Some believe that the implementation of the malware was a test, in prepaiatieal need.

Industroyer followed the Notorious Stuxnet, that in 2010 damaged Iran's centrifuges in the process of separating nuclear
material.

The first half of 2019 demonstrates that The Deterrence theory is now more relevant than ever, with a nevnwepo
corewa full-power SCADA attack; the ability to cripple a national infrastructure by sabotaging its core systems, thus
preventing its civilians and leaders from accessing vital services and perform, daily functions.

In March 2019, it has beermparted that the authors of the Triton malware are now on researching additional targets in
North America and other parts of the worteWhile a big SCADA attack has not been observed, the attack timeline detailed
above makes it clear that it is only a mattof time until a radical move in the global political sphere will lead to a
precedent. It is now clear that an expanding number of entities, most of them governibacited, are possessing or in the
development process of malware capable of affecting sudhastructure.

Bhttps:/iwww.fireeye.com/blog/threatresearch/2017/12/attackersleploy-new-ics-attack-framework-triton.html
19 https://www.fireeye.com/blog/threa-research/2018/10/tritorattribution -russiangovernmentowned-lab-most-likely-built-tools.html
2 https://dragos.com/resource/xenotime/
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Just like the nuclear deterrence theory, we believe that powerful countWestably Russia and the United Statégre
now realizing that possessing such abilities, mainly on the systems used by their adversaries', as a key parpetbthe u
date global deterrence equation.

The escalation of the digital cold war

Cyber espionage capabilities have been a key part of silent, under the radar battles between power countries, including

the United States and Russia, for quite a few years nawvekample, the infamous Stuxnet malware uncovered in 2010 is

said to be a part of a joint Operation between The Unites States and Israel against Iran's nuclear program. In 2014, Ukraine
suffered a massiveyber-attack targeting its government networks, asell as a cyber attack against Ukrainian Army's

Rocket Forces and Artillery. Both of these attacks have been attributed to Russian actors.

Russia

Russia is known for its use of cyber espionage, Denial of Service (DoS) and destruction tools agsptrivdrial and
political conflictswthe diplomatic row with Estonia in 2007, the RusSeorgian War in 2008 and the Russian military
intervention in Ukraine as of 2014.

There is no doubt that the key turning point in the Rusklaited States cyber dpute was the 2016 United States

presidential elections. In 2015 an attack against the American Democratic National Committee (NDC) led to the leakage of
almost 20,000 private emaifslt was shortly followed by additional exfiltration attacks to the Dematic Congressional
Campaign Committee (DCCC), and Clinton campaign officials. These acts is affiliated with Russia's Main Intelligence
Directorate, commonly known as the GRU. Russian institutions are known for their vast interference in the 2016 elections
with the goal of harming the leading democratic candidate, Hilary Clinton, and boosting the president Donald Trump.

The main vector of intervention observed around the elections is undoubtfully disinformation campaigns, mostly referred

to as 'fake news'On the months prior to the elections, Russian companies and activists carried out an immense operation
social media campaign meant to distribute their propaganda. The campaigns used thousands of designated fraudulent
social media accounts and online adv&ing space to promote events in support of Trump, radical political groups and
Clinton opponents. These accounts were managed by a troll farm disguised under the name The Internet Research Agency
(IRA), most likely linked to the Kremlin.

Although the Rasian interference actions were widely investigated by the United States Congress and the FBI, similar acts
took place again on the 2018 presidential rtierm elections. However, this time, the United Scape Cyber Command
responded with an offensive campaicagainst the IRZ.The operation rendered the farm entirely offline during Election

Day and is considered one of the most aggressive publicly reported campaigns launched by the Cyber Command.

In late 2018ClearSkyinvestigators revealed an extensive anell-managed Iranian disinformation infrastructure used by

the to distribute modified content in over 28 countri&sThe Russian disinformation campaign filled an important role in

the global cyber landscape, as it raised great awareness to the unprecedeémpact of fake news campaigns. In 2019, we
can clearly state that the public knowledge of the presence of fake news on all social media channels is as high as it could
be.

The Cyber Command's takedown on the IRA marks a milestone in the history aof ¢ydsever, the first half of 2019 marks
in ever greater escalation in the use of cyber warfare as part of the United SRatssia tension. For the first time, Trump
administration officials reported that US software code was deployed inside Russia's ppgrigeand other target$*While

2https:/lwww.wired.com/2016/07/heresknow-russiadnc-hack/

2 https:/iwww.theverge.com/2019/2/26/18241600/«ybercommand-russiantroll-farm-attack-election-day-2018

% https:/lwww.clearskysec.com/globairanian-disinformation-operation/

2 https:/lwww.independent.co.uk/news/world/americas/ugpolitics/us-russiacyber-attacks-trump-power-grid-putin-kremlin-a8960681.html
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the operation is meant to display power and warn President Vladimir V. Putin, the Kremlin states that this act means there
is a hypothetical possibility of a cyber war.

To conclude, the below examination of the change i tbnited StatesRussia cyber conflict demonstrates that cyber
warfare acts, whether committed by hacktivists or natisponsored groups, have become an actual possibility, and an
integral part of the civilians' everyday lives.

China

China has been implemdimg aggressivepolitical and economic moves in recent years with the aim of becoming the
world's leading powercountrywithin the next decade. Three prominent Chinese programs in this regardheréollowing:

1 Made in China 202BAn aggressive government program that promotbg development toa China as &igh-
tech powercountry by developing, manufacturing andurchasinglocal technologies?®

T *2086 | 2® bU| ® Y| OWAgdbvar@rient prégarthat pibr@ctes theldpv@l@nent ofroad and
rail infrastructure across 152 countri@sAsia, Europe, Africa, and Latin America. This project has been criticized
by many parties around the world who claim corrupti@md exploitative conditions affecting longerm
countries,as well adlatant use of the projecto promote Chinese interestsraund the world at the expense of
various countries. For this reason, this program was called By diplomacy.

1 World Leading Programs in thdevelopment andsupplyof 5th Generation Mobile Internet TechnologiesG.

In light of these planswe have seen a spike in Chinese AR@ack campaigns targeting thprivate, political and security
sectors worldwideas of 2018n this context, we must mention the infamowsipply chainattack againstHPand IBM
carried out by APT1@he theft of sensitive British and US government military documefinéen military suppliers and the
theft of advanced commercial developments from technology companies and académstitutions around the world.

In October 2018 long-term espionagecampaignwhich took place fron2010 to 2015 was unveiled by the Chinese
government's intelligence agencyMSS (Ministry of State SecuriffpPuring the campaigrat least 12 aerospace
technology companies were hacked. Among other thingsellectual property hal been stolen with the aim of assisting
Chinese government companies in developing a new jet engine.imbidentis one of many industrial espionage tagties
carried outby Chirese actorsn an attempt to gairintellectual property from Western compani¢s promote Chinese
produce.

One of the major eventswhich is still ongoings the confrontation between the US government and the Chinese
telecommunications companyHuawei. This confrontation includes the ageof Meng WangzhudCFO and daughter of
the company's founder. This happened in tandem witte imposition of trade restrictions withHuawe, which could
disrupt the international operations of a company's cellular and computer divisions, ad to30billion USDin lossesIn
parallel to these eventshoth countries have declared protective tariffs on hundreds of billions of dollars in import and
export.As of midJuly 2019, these restrictiorsse planned to be removedyut the company's future istill unclear. #

It is important to remembethat most large Chinese companies have close ties to the (@BMese Communist Party)
When it comes téduawei, founder and CEO of Ren Zhengfei is a party membeisasidsely relatedo state president Xi
Jinping. Accordingly, every action Huawei does is primagilyed atpromoting China.Although officially Huawei and
other Chinese companies such as ZTE are private companies, the US governmeleffinaslthem as"an arm of the
Chinesegovernment".

3 https://lwww.forbes.com/sites/marcoannunziata/2018/08/18¢venstepsto-successor-failure-for-made-in-china-2025)
Shttps://lwww.justice.gov/opa/pressrelease/file/1106491/download
27 https://gizmodo.com/huaweistill-on-commercedepartment-blacklist-reporte-1836 359551
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In October 2018, BloombeBusinessweeknagazinepublished an article stating that China has installed spyware on 30
major Westerrtechnologycompanies,among themAmazon and Applé All companies involved have denied this claim
and at the sane time no additional evidence has beeavealed Due to thevast dependency of Western companies in
manufacturing in China, this concern seems to be pointing fwabable espionagevector. In light of this, in August 2018,
the US government banned operational civilians asaldiers fromwearing wearable technology, including smart
watches, which couldollect informationsuch as locationrecord Audio or take picture®.

Middle EartdaGulf Countries

The escalationin the use of cyber warfare tactics by power countrias also be observed in other regions of the world

and is integrated in political conflicts worldwidén example of thigs thecrash of a UAE military spy satellite launched by

the European Space Agency (ESA). This incident, which occurred last July, is still under investigation. However, preliminary
findings suggest possible tampering

Additionally, Russian military activity ilsyria involving GPS jamming has begun to hit the Middle East and Israel airspace
over the past yeaintelligenceagenciesstimatethat Russian cyber operations are not aimed at Israel, but still pose a
security riskdue to its proximity to the conflicti@ea and tensedtatuswith Syria It should be noted that, as of July 2019,
these disruptions only affect civil systems and do not affect Israeli military frequencies openagied bysecure and
encrypted networls.

Conclus®n

To summaize, theescalation of the cyber conflict between the United States, Russia and China may lay the foundations
for a future cybespace war Whether it is a statef-the-art technology institute ohighly motivated hackershe beginning

of 2019 introduces risein the use of cyber warfare toolndan increase in the rate of the references to this arena in the
globaldaily discourse.

% https://www.bloomberg.com/news/features/2018 0-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-americas-top-companies
2 https://www.militarytimes.com/news/yourmilitary/2018/08/06/devicesand-apps-that-rely-on-geolocationrestrictec-for-deployed-troopsU
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Russian and Chise3 Cyber Activity

Russian A&ETivities

Law Enforcement Operatinas Doesn't Kill You MaBaenmr

One of the most notorious APT groups of our time is the FIN7 hacking group, and for a good reason. It is estimated that the
actor has managed to collect over a billion USD from companies worldwide, and over 12 million credit card numbers from
thousands of businesses. Top countries impacted by the theft operations are the United States, Australia, the United
Kingdom and France, and among the hacking group's victims are major companies such as Chipotle Mexican Grill, Arby's.
Saks Fifth Avenue and Emadd Queen Casino.

The FIN7 group has been around since at least 2015 and has been conductingdaftgequality payment card data theft
operation. Their monetization technique is based mainly on a prominent card shop. Attacks carried out by the group
usually target Pointof-Sale (PoS) systems, however, when a targeted organization uses systems secured wiithreral
or point-to-point encryption layers, the group often attacks the finance department within the organization network.

FIN7'spersistence and prominence in the cyber landscape can be credited to their innovative and adaptive sdhére

group often alters its attack techniques, such as the file type of the attachments sent as part of phishing campaigns, or the
file extension othe files launched afterwards as part of the infection. Their malware campaigns are usually initiated by a
tailored phishing email sent to a company employee, which includes an attachment. The email would include business
relation content that would requie the recipient to open the attachment in order to receive details about the inquiry.

Emails are sometimes accompanied by supporting phone calls.

Another key step taken by the group to ensure the success of their campaigns is the use of digital cestigasigning
their decoy documents with legitimate certificates, the group is able to bypass many security controls. This supports
multiple evasion techniques taken by the group, such as changing obfuscation types, AV engines coverages tests and
more.

Surprisingly, on August’s 6 nOes 8A2 Kk@E®2® co| d2é& |/ EedséE«d doUé@2pBE
uncovered that several individuals suspected of being in leadership positions within the FIN7 cybercrime group had been
arrested. All threef them- Dmytro Fedorov, 44; Fedir Hladyr, 33 and Andrii Kolpakov, 30, are Ukrainian nationals. They
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