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Executive Summary

In recent months, there has been considerable unrest in the Iranian cyber sphere. Highly sensitive data about
Iranian APT groups was leaked, exposing abilities, strategies, and attack tools. The main medium for this leak was
a telegram channel.

The first leak uncovered attack frameworks and webshells of APT-34! (Known as QilRig group). This was followed
by another leak that that exposed previously unknown details (such as compromised C2 servers) regarding the
operation of MuddyWater?. Further, it detailed the modus operandi of RANA - a cyber division of the Iranian
Ministry of Intelligence (MOIS).

However, Clearsky’s Threat Intelligence team investigation indicate that MuddyWater's activities were
unaffected. This report will reveal the group's latest exploit usage and TTPs.

Clearsky has detected new and advanced attack vector used by MuddyWater to target governmental entities and
the telecommunication sector. Notably, the TTP includes decoy documents exploiting CVE-2017-0199 as the first
stage of the attack. This is followed by the second stage of the attack — communication with the hacked C2 servers
and downloading a file infected with the macros.

MuddyWater (aka SeedWorm/Temp.Zagros) is a high-profile Advanced Persistent Threat (APT) actor sponsored
by Iran. The group was first observed in 2017, and since has operated multiple global espionage campaigns. With
that in mind, their most significant operations mainly focus on Middle Eastern and Middle Asian nations>.

The group targets a wide gamut of sectors, including governmental, military, telecommunication, and academia.
In the past months, Clearsky had monitored and detected malicious files of each one of these TTPs - decoy
Microsoft software with embedded Macros*; and documents exploiting vulnerability CVE-2017-0199°. This is the
first time MuddyWater has used these two vectors in conjunction.

By analyzing the Rana documents®, it appears that
the MOIS attack teams are divided in to two '
branches, each with different purposes.

The first is the espionage team that specialize with
hacking systems, while the other is the social
engineering team that compromises assets via social
engineering and spear-phishing methods. Clearsky
assessment is that MuddyWater is likely the latter This Document is

ro u - Open the document in Microsoft Office, Previewing online is not available
g p . for protected documents.

- If this document was downloaded from your email please click “Enable
Editing” from the yellow bar above.

- Once you have enable editing please click “Enable Content from the
yellow bar above.

! https://www.bleepingcomputer.com/news/security/hacker-group-exposes-iranian-apt-operations-and-members/
2 https://www.zdnet.com/article/new-leaks-of-iranian-cyber-espionage-operations-hit-telegram-and-the-dark-web/
3 https://unit42.paloaltonetworks.com/unit42-muddying-the-water-targeted-attacks-in-the-middle-east/

4 https://www.clearskysec.com/muddywater-targets-kurdish-groups-turkish-orgs/

5 https://twitter.com/ClearskySec/status/1118511605359304705

6 https://www.clearskysec.com/iranian-apt-black-box/
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Attack Vector | - malicious macro

It appears that in the recent campaign, the group returned to use (in certain cases) compromised servers. They
leveraged the servers to host malicious code segment used in the second stage of the attacks; similar to previous
operations. Concurrently we identified several files by MuddyWater that targeted various entities in Tajikistan
while using the group's classic attack vector — a malicious VBA macro.

We were notified about one of the files by a colleague of us’. This file, named 'UNDP_TJK_Agreement_ORGS.doc',
was disguised as an official document of a UN development plan in Tajikistan.

7e7b6923f3e2ee919d1ea1c8f8d9a915c52392bd6f9ab515e4eb95fa42355991 %= Help

*\\,/ UNITED NATIONS

AJIKISTAN =)
0 Iopment rogramme in Tajikistan Disaster Risk \A\\> 4‘//

=~

fEemengPRs@ NS eaeae e e aa

This Document Protected By Office 2019 Security Policy,
For Remove Watermark and Edit File Please Follow The
Instruction: =

Select “Enable Content” and

@Microsoft Corpﬁ

After opening the document, a VBS file is created. It is encoded with multiple VBE, JavaScript, and Base64 layers;
similar to previous attack vectors by MuddyWater. The malware's second stage is downloaded from IP address
185.244.149[.]218.

Moreover, it appears MuddyWater hacked servers located in countries targeted by them. For example, Omri Segev
Moyal, who recently joined Clearsky as a strategic advisor, identified the following compromised website uses by
the group — a website from Pakistan: hxxp://corplink[.]Jcom[.]pk/wp-content/themes/buisson/16433.jpg

This address communicates with several malicious files, one of them is a file named 'Nayatel.server.docx' which
impersonating a Pakistani 'Fiber-to-the-Home' (FTTH) services provider:

7 https://twitter.com/Timele9527
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20bf83bf516b12d991d38fdc014add8adbdb03907a55303f02d913db261393ad

NAYA /=/

NAYA

Being truly customer centric, Nayatel has re-written the quality of service parameters and set new
quality standards aligned with customers' expectations and requirements.

is one of the leading technology companies operating in Pakistan.

In order to improve our services, nayatel is looking for Dedicated Server and Hosting in enterprise
level with high quality and good SSL certificate with certain specifications.

Kindly take time and follow the next page for our security policies and needs including
RFP.

Afzal Abbasi
Network Support Officer

security@nayatel.pk www.nayatel.com
Next Pages
Notice: If the button is disable press Lnable editing and Enable content from the yelow bar above.

Furthermore, we identified a compromised server by MuddyWater in China: hxxps://bbs|.]kafan[.]cn/thread-
2150909-1-1.html

Attack Vector 2 - CVE-2017-0199

CVE-2017-0199 is a Microsoft Office allow remote attackers to execute arbitrary code via a crafted document, aka
"Microsoft Office/WordPad Remote Code Execution Vulnerability w/Windows API&,

Vulnerable versions

Microsoft Office 2007 SP3, Microsoft Office 2010 SP2, Microsoft Office 2013 SP1, Microsoft Office 2016,
Microsoft Windows Vista SP2, Windows Server 2008 SP2, Windows 7 SP1, Windows 8.1

MuddyWater has not used this TTP previously. In contrast, two years ago Palo Alto revealed that this penetration
vector was used by another Iranian group named OilRig®.

For example, recently a file was uploaded to VirusTotal that impersonated a document written in Russian. The
document was identical to previous ones we have seen. In the known attack vector, the file communicates with
IP address 185.185.25[.]175 on port 80. If the file receives positive indication from the server, the following
redirections are carried out to the server®,

8 https://nvd.nist.gov/vuln/detail/CVE-2017-0199
9 https://unit42.paloaltonetworks.com/unit42-oilrig-group-steps-attacks-new-delivery-documents-new-injector-trojan/
10 https://any.run/report/36ccaeddffc70249c¢79cd3156delcd238af8f7a3e47dc90al1c33476cf97a77b0/3bf82792-2bal-4823-a7d8-b8c8c792cf61#http
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P URL 185.125.25.175:80 http:/1185.135.25.175/sDownloads/eTab3 38d-de56-4cbh-
185.124.14158:80  http:iip-api.comison b01c-0001d64d4675 jpeg

185.185.25.175:80 http:/1185.185.25.175/sDownloads/e7ab338d-de56-4cbhb-

185.1984.141.58:80 http:/ip-api.comfj
A b01c-0b01d64d4675 jpeg

185.185.25175:30  hitp-/i185.185.25.175Magle7ab33&d-de56-4cbb-b01c- 185.125.25.175:80 http:/185.135.25.175/sDownloads/eTab3 38d-des6-4cbh-
DB01d64d4676 bt b01c-0b01d64d4678 jpeg

186.185.25.175:80 httpc/f 185128525 175/upl. php?UU=e7ab332d-de56-4cbb-

185.185.25.175:80 http:/185.185.25.175/sDownloads/eTab338d-des6-4cbb-
b01c-0b01d6404676

b01c-0b01d64d4678 jpeg

186.186.26.175:80  http:#185.186.26.175/sDownloads/e7ab338d-des6-4cop- || 1851352517580 http:/185.185.25. 175/sDownloads/e7ab335d-de56-4cbb-
b01c-0b01d64d4676 jpeg b01c-0b01d64d467E jpeg

If the redirection fails, like in previous files we detected, the user is redirected to Wikipedia instead:

HTTP REQUESTS 4 CONNECTIONS. n DNS REQUESTS 2 THREATS
Time HTTP code

202: Found ¥ N INWORD. http:

200: OK AD 2 N D, http: .185. r.php
302: Found 0 S 832 svchos http:

405: Method Mo._... 0 NS 832 svchos https:/ /v < org
200: OK C 2 D EX http:/ /18 75 /tr_php
200: OK 2 X hitp: 75/ir_php
200: OK y 2 {ORD.EX http: tr_php
302: Found OPTION ) X http:

200: DK AD JRD.EX http: 75 /tr.php
405: Method Mo.... ( \ - https: WA a_org
302: Found ON 83 d http:

200: OK C | X http:/ /18 75 /tr.php

200: OK ) X http-/ /18 75 /tr_php

200: OK WINWORD_EXE http: B 75 /tr.php

Below is a screenshot from Shodan of the server. As seen, it still redirects to Wikipedia:

https://www.shodan.io/host/185.185.25.175 &

[==]

Apache httpd Version: 2.4.1

http HTTP/1.1 382 Found

Date: 5un, 19 May 2012 1le:54:26 GMT
Server: Apache/2.4.18 {Ubuntu)
Location: https://www.wikipedia.org/
Content-Length: 1

Content-Type: text/html; charset=UTF-38

H
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The documents were [e] O | g =noste [PTEn TR B o= rea hRotate~ | P G WGt 2154 3

Shadow Effects Border , Arrange

identified by only three
antivirus engines. This is in
stark comparison to a previous
attack we reported on'!, in

which the documents were

identified 32 times. ATEHTHH XAPHUJIU JABJIATHH MOJI, KOP BA XU3MATPACOmm
HA3JIU XYKYMATH YYMXYPHUA TOUUKHCTOH
Moreover, in May we
. DOAPMOMIIT
reported on twitter about :
e ? " - ~ - IS N2 aneca y
another suspicious file that ’ —

targeted entities in Turkey, via
the same attack vector.

First type of file
In the first stage, after the file is opened the following 2|

error message appears. :‘hh:glcll:gsnlmddncx cannot be opened because there are problems with

ok | [[Betake<<]

After the victim approves, another error message

ils
appears which requests the victim to recover the ’—D::f”es e e ] |
contents of the document:

Microsoft Word x|

Word Found unreadable content in download.docx, Do you want to recover the contents of this document? IF ywou trust the source of this document,

_b._ click Yes.
Yes || No I Help I

If the victim confirms, the vulnerability will activate, and the Word software will communicate to the C2 server:

21x1
Downloading: http:|/plet.dkjcss/css. css
I

The contents of the text file redirect to the malware's C2 server. Then, several communications are carried out to
the C2 server with the address hxxp://plet[.]dk/css/css.css:

1 https://www.clearskysec.com/muddywater-targets-kurdish-groups-turkish-orgs
https://www.clearskysec.com/muddywater-operations-in-lebanon-and-oman/
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4 cfduid
5 de3752ff4cédd78a3e2e93baB6364527d1559207277
6 plet.dk/
759728
g 2764650560 +34860ms C-\Users\admin'AppDatal Roaming\Microsoft| Office Recent css.css_url
5 30815640 52 b
10 738529360 — EADE - T RAM AB
11 30742215 7654EB54962 EB96CABBTBADC1ESADAAS
12 * +34860ms C-\Usersiadmin’AppDatal Roaming\Microsoft| Office| Recent) index_dat

68 b

47CDBF5C746A3CD2F918418FE3T74E1R

+34907ms C:\Users\admin'AppDatal RoamingMicrosoft| Office’ Recent, css on plet.dk_url
45 b
25DCA44BA33F62FAER4B127B7/DDIEET

As of June 1, the files on the server receives the value 0: [misc?2??]
css.css.url=0
[folders]

css on plet.dk.url=0

According to URLhaus'?, the website is likely hacked:

=1 o Lo

https://urlhaus.abuse.ch/url/182416/

URL haus

wy ABUSE|™"

You are currently viewing the URLhaus database entry for http://plet.dk/css/css.css which is being or has bes
URLhaus does not differentiate between websites that have been compromised by hackers and such that has
purpose of serving malware.

Database Entry

ID:

URL:

URL Status:

Host:

Date added:

Threat:

Google Safe Browsing:
Spamhaus DBL:
SURBL:

Reporter:

Abuse complaint sent (?):
Takedown time:

Tags:

182416
http://plet.dk/css/css.css
 Offline

plet.dk

2019-04-23 01:44:04 UTC
3 Malware download
Clean

Not listed

@zbetcheckin

Yes (2019-04-23 01:46:03 UTC to abuse{at}cloudflare[dot]com)

7 days, 4 hours, 45 minutes @

Currently the domain's IP address is using Cloudflare service:

12 https://urlhaus.abuse.ch/
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@ Riskia Q pletdk o

AT ° Categorize
2019-05-30
[ERS @ RESOLUTIONS €
/7 v |Show:25 < 17of7 » Sort:Last Seen Descending ¥
104.27.182.55 1 Resolve Location MNetwork ASN First Last
104.27.183.55 1 104.27.183.55 N/A 104.27.176.0/20 13335 2017-03-28 2019-05-30
694229232 1 104.27.182.55 N/A 104.27.176.0/20 13335 2017-03-28 2019-05.30

Furthermore, it is inaccessible and only shows a warning by Cloudflare about a malicious page.

Second type of file

The second type of file exploits CVE-2017-0199 vulnerability, but unlike the first file, communication is carried out
directly to servers used in previous MuddyWater's attacks (187.185.25[.]175). We believe that in future attack
MuddyWater will adopt vulnerability exploitation as a first stage.

Microsoft*

Word 2010

Contacting the server for information.

~.Office

@ 2010 Microsoft Corporation. All rights reserved, Cancel

Process HTTP Code IP
2972 WINWORD.EXE OPTION 302 185.185.25.175:80 http://185.185.25.175/
3
2972 WINWORD.EXE GET — 185.185.25.175:280 http://185.185.25.175/refd5_php
2972 WINWORD.EXE GET 404 185.185.25.175:80 http://185.185.25.175/ref45_ php

Note that this file also redirects to Wikipedia if it does not receive a reply from the server:

cmdline: G2\ S i werShell\vi.8\powershell .exe”
ktop\rat. "

image: X indo Wi owerShell\v1.8\powershell.exe
time:

© 2019 All rights reserved to Clearsky Security Ltd.
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URL:
METHOD: OPTIONS

User-Agent:  Microsoft Office Protocol Discovery

Host: 18518525175
Content-Length: O

Connection: Keep-Alive

Date:  Thu, 30 May 2019 13:57:14 GMT

Server: A /2418 (Ubuntu)

Location: 5 v wikipedia.org/

Content-Length:
Keep-Alive: timeout=5, max-100
Connection: Keep-Alive

Content-Type:  text/html; charset-UTF-8

Malware analysis - RAT

We discovered a RAT file that communicates to the aforementioned IP address. The RAT was scanned on AnyRun

by an unknown user in late May.

First, the RAT is extracted with the PowerShell. Seen in the following image is its execution. Initially it
communicates with the server, which activates a php script named 'game’.

Directory: G:\UserssPublic

© 2019 All rights reserved to Clearsky Security Ltd.
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To our understanding, this is an initial script which requests the compromised computer to report back to the
attacker about processes running on the system. After receiving indication from the C2 server

LastWriteTime : 2018 05:26:51
Length

Name : al
LastWriteTime : 2019 10:30:48

Name : eenmaster.rtf

0,05

3,72

@D Wb oW

S
>

o

=00 LastWriteTime
WAVAY)

508
2132

1388

LastWriteTime

Name

LastWriteTime
Length
Name

LastWriteTime
Length

0, 0:
£ 03 Name

0,28

0,2

Afterwards, similarly to other files attributed to files in this camgains, it sends dozens of communicates requests
to its C2 server in order to receive commands. However, this sample did not receive any response from the server,
and therefore no new actions were taken:

HTTP REQUESTS By CONNECTIONS a9 DNS REQUESTS
Time HTTP code Method Process
24756ms _ GET 2132 powershell.exe IC) hatp:/ fip-api.com/json

25781ms POST powershell.exe ) hitp://185.244.149.21 8/game.php?NewslID=6a664 8eb-702a-4b95-aec5-a6...

36018ms 2132 powershell_ex IC) http:/ /185.244. 149 218/ )peCGDownload /6a6648eb—702a—4b95-aec5-ab38b2. .
46258ms 21 powershell.exe ) hitp://185.244.149.21 8/)peCDownload /6a664 8eb-702a-4b95-aec5-ab38b2. ..
56496ms 2132 powershell_exe IC) http://185.244 149 21 8/)peCDownload /6a664 8eb-702a-4b95-aec5-a638b2 ..

65714ms 21: powershell_exe [C) hutp:/ /185.244.149.218/)peCDownload /6a664 8eb-702a-4b95-aec5-ab38b2 ..

75954ms 2132 powershell ) http=/ /18 4149213/ |peCDownload [6abb4 8eb-702a-4b95-aec5-ab38b2. ..

86193ms 21 powershell_exe 0] hitp://185.244.149 218/ |peGDownload [6a664 8eb-702a-4b95-aec5-ab38b2 .

MuddyWater impersonation entities

Like previous attacks, most of the targets impersonate to entities in countries that surround Iran. They
impersonate in this campaign to the following actors:

e  Kurdish groups (for example Komala — a Kurdish-Iranian party in Iraq).
e Actors connected to the Iraqg government.

e Actors connected to the Tajikistan government.

e Actors connected to the Pakistan government.

e Actors connected to communication company in Pakistan.

e Unknown actors that are connected to India.

e Unknown actors in the UAE.

e Unknown actors in Cyprus.

© 2019 All rights reserved to Clearsky Security Ltd.
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The combained attack vector
We identified several files that Microsoft®

leverage both of the TTPs, presented WO rd 2010

above.
Downloading: http://corplink.com.pk/wp-content/themes/buisson/164... (0%)
Opening the file leverages CVE-

2017-0199 and sends a request to
the hacked server.

Concurrently, the aforementioned
files are created. The file conducts ~LOffice

several communication requests
© 2010 Microsoft Corporation. All rights reserved, Cancel

with the compromised server in an
attempt to download a JPG file that contains that malicious macro.

+1766ms C:\Users\adminiAppData\Local\Temp|CVRFEF3 tmp.cvr R E U‘ U E S T

+2860ms C:\Users\admin'AppData\RoamingMicrosoft\Templates\~$Normal.dotm
162 b
B4A3AT7810DBFEABF141CA79DBF1CBATF
+3125ms C:\Users\admin\Desktop\~$wnload.docx
162 b
BOACTDBCDEDBFF4533F4E7EQBES7RIED

HTTP REQUESTS 7 CONNECTIONS 7 DNS REQUESTS 2 THREATS

Time HTTP code Method

-]
1]
-]

PEbPPRP:

4026ms 500 Int Server Err OFTIONS WINWORD B> [] http:

301: Moved Per__. HEAD WINWORD.E> L] http:/ fco
404: Not Found HEAD WINWORD_EX http:
301: Moved Per... OPTIOMNS svcho http:ff
Pending... OPTIONS svcho http:/ f'www._corplink.com.pk /wp—content /themes/buisson
3201: Moved Per__. GET WINWORD_EXE http:/ [corplink.com.pk /fwp-content /themes /buisson /16433 jpg

404: Not Found GET WINWORD_EXE http:/ faww_corplink com.pk /wp—content /themes buissonf 16433 _jpg

. e ema .
€ 30engines detected this file e = =
W
d5b7abae4156676b37543a3183df40736742%ae2d01ef33ebc357c4bdd9864c3 119 KB 2019-06-02 02:21:48 UTC =
Size 1 day ago poc
create-ole doc macros obfuscated
Community
Score
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY @E
Graph Summary @ ITW Urls © 0
Scanned Detections URL
i http://corplink.com_pk/wp-content/themes/buisson/16
@) 1itwuris 2019-04-02 1/89
433.Jpg
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Despite having the file extension 'JPG', it is in fact a Doc file embedded with the
following Macro. Similar to the first vector we described, the Macro executed an [(Generai) '

embedded Excel file via DCOMLaunch: Sub Document_Open (]

Modulel.foxf
Hodulel.kofp
HModulel.nkyg

"C:\Program Files\Microsoft Office\Officeld\EXCEL.EXE" /autocmation -Embedding

In a similar fashion to previous attacks, two files are created within the 'Temp' folder.
These files contain segments of the malicious code used to extract the POWERSTATS
Sub autoopen|)

malware: Modulel. foxf
Modulel.kofp
Hodulel.nkyg
End Sub

End Sub

1. ‘icon.ico' create "Wscript.Shell" Object and run WScript.Arguments.

2. 'Picture.jpg' contains the malicious code of the second stage malware. It is encoded by multiple layers of
obfuscated VBScript (VBE), JavaScript and PowerShell code.

2440 EXCEL.EXE Cwindows\temp\picture.jpg
MD5: EST4935AAAFIAI0E884205D7C0D23560C

2440 EXCEL.EXE C\windows'\templicon.ico

MD5: 50A538062F2027B6FFT63F23BC3D1545

The contents of the documents
The documents can be categorized into two groups.
The first group

Documents that resemble the previous documents used by MuddyWater. Some of these documents are almost
exact copies in terms of content (while changing the attack method). Below is a comparison between them:

A document that exploits a macro code in order to communicate with the server (from the report Iranian APT
MuddyWater Attack Infrastructure Targeting Kurdish Political Groups and Organizations in Turkey):

519b8fe7e38d5ee2d628d04ceb04ce934975a696032c834ba1f3ffb6dce0f0e7 % Help H

This Document is

- Open the document in Microsoft Office, Previewing online is not available for
protected documents.

- If this document was downloaded from your email please click “Enable Editing”
from the yellow bar above.

- Once you have enable editing please click “Enable Content from the yellow bar
above.

A document from the current campaign that exploits the CVE-2017-0199 vulnerability:

© 2019 All rights reserved to Clearsky Security Ltd.
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200c3d027b2d348b0633f8debbbab9f3efc465617727di9e3fdfabceac7d191b % Help E i

W g~

Office

This Document has been made in an old version of Microsoft Word.

In order to display this document you will have to click

“Enable Editing” and then click “Enable Content”

Both of them are disguised as official documents of the regional government of Kurdistan. Moreover, the new
documents' OLE data is generic, while in previous attacks they contained fraudulent names.

The second group

Documents written in English and disguised as unofficial documents from countries surrounding Iran (India and
Tajikistan for example). Unlike MuddyWater's known attack vectors, the content is not blurred, and has no request

to click on 'Enable Content'.

© 2019 All rights reserved to Clearsky Security Ltd.
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1dae45ea1f644c0a8e10c362d75fcalcedcfd39a88acef63869b7a5990c1c60b % Help

—ABSTRACT —

This paper presents the state of e-Government sophistication in R. TAJIKISTAN. The survey is done using the
20 basic public e- services. A survey result showed that further progress will need to be made on two — way

Enable Content Enable Editing

interaction. Social networks are seen as convenient mean for introducing two — way interaction, social capital,
transparency, anti-corruption, democracy, law enforcement, and mainly trust and citizen inclusion and
empowerment. We explored the potential impacts of social media in e-Government and introduced a new 6%
stage of sophistication into the maturity model called ‘Citizen Inclusion’. This stage refers to citizen inclusion
and empowerment into e-Government using social network services and provides citizens with ability to feed-
back on how government operates.

10157ab25bab7891068538111333a2101b987e930d5deb7bb60ed63cf7ca197d % Help

-

Standard
TRANSACTION BANKING Chartered

INDIA

With a long history and country-wide reach, India is one of our key markets

India is an integral part of our history. The foundations of the Bank began here; we have since become one

of the largest international banks in the country. We were also the first foreign company to list in India through
the issuance of Indian Depository Receipts. India continues to be one of our top-three markets — by any metric.
India is also home to various Standard Chartered subsidiaries, including a shared service centre.
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Ahead of the Threat Curve

ClearSky cyber security solutions assists companies and organizations in preparing, identifying and resaolving cyber security
threats. Dur team of security experts helps prevent security breaches by detecting early attack indicators, and providng in-
depth analysis and intelligence that enable you to make informed mitigation decisions in real time.

ClearSky is comprised of intelligence researchers and cyber experts, who monitor, research and expose attack groups and
cyberattacks around the globe. Our unique ClearSkySec methodology is based on years of experience in mitigating
cyberattacks targeting numerus sectors, including the financial sector, the pharma sector, as well as public and critical
infrastructure sectars.
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