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The main aim of this research is to understand and describe the eco-systems of fake websites developers and
designers, and the basic economy behind creation of fake websites that impersonate legitimate websites of
banks, credit cards companies and corporations. Mostly, the aim of those fake websites is stealing credential
(banking or corporate) or credit cards information.

As part of this research we checked dozens of popular Russian and English-speaking underground boards and
forums, looking for vendors’ topics that provide services of fake webpages creation. On the second stage,
when it was available, we conducted HUMINT operation and made a direct contact with those cybercrime
vendors of fake sites via instant messaging (mostly jabber) to get deeper understanding of their skills, works
and pricing.

Totally, we have checked about 15 different phishing vendors, when the main criteria were the skills of the
vendor, the prices and how he makes the fake site.

We have checked a price for two main types of fake sites:

1. Banking login page that is similar to real one - when the aim is to steal the login and the password to
banking account.

2. Second stage to the banking login page in order to steal additional information - page that do not
exist in real bank website and asks the user to enter their credit cards number, expiration date and
CVV number.

In addition, we have checked whether the vendors are just duplicating the original website, or developing it
from scratch/partially.

Why does it matter? — Because mostly the duplicated websites are being exposed and taken down quicker,
and as one vendors (VENDOR9) told us — duplicated websites, in many cases are being blocked by
Chrome/Safari:

Vendor9: it is foolish to duplicate — will be exposed immediately
Vendor9: in chrome/safari
Vendor9: I’'m developing myself

Some of the vendors (like Vendor5), also add some kinds of filters to prolong the time of the fake website till
it is being exposed:

Vendor5: | have also another filter
Vendor5: the life time is significantly longer
ClearSky: which filter?

Vendor5: as a defense from different bots
Vendor5: and scanners

We have seen that some of the vendors, mostly the more qualified ones are aware of those issues and mention
it in the conversation, while the lower quality “developers”, or in other words the script kiddies who try to
earn money don’t even understand what is the difference between just duplicate a website and develop a
fake from scratch. To note, that some of the vendors, duplicate the website and make basic “cleaning” i.e.
basic changes in HTML and content.

Page 3 of 42
©All rights reserved to ClearSky Cyber Security, 2017
TLP:White



Below is a table that summarizes the key points of the research (to note that in the public version of this report
we censored the nicknames of the vendors. This is done for the purpose of not promoting them):

Abilities

Back-End,
Front-End
developer —
limited

Vendorl
knowledge

Developer with
Vendor2 5 years’
experience

Developer with
Javascript,
HTML, CSS, PHP,
Vendor3
Vendor4
developer
Developer

jQuery,

Bootstrap, Sql,
Sqlite
knowledge

Designer and

Developer —
Vendor7 limited
knowledge
Developer

PHP Developer
Vendorl0 Developer

Vendorll =
Vendorl2 =

Vendor13 Front End
Developer
Basic

knowledge in
HTML and CSS

Vendorl4

Beginning of
the service

January 2016

February 2017

September
2015

November
2016
2015

May 2017

August 2016

May 2016
April 2017

February 2017

February 2017
May 2017

June 2017

April 2017

Price for Price including
fake another page for
banking CC+EXP+CVV
login grabbing
25-100$ 150 S
15S 50
150$ 150

Begins on 100S

200$ 250%
100$ 1508
308 250S

17-42S -
408 +

feedback 1005
No additional

7 charge
~17S$ -
40$ 655
33$ 50$
508 -

Duplicate/
Develop

Duplicate

Duplicate

Duplicate

Develop

Develop
Depends on
the complexity
Duplicate, for
complex fakes -
develop
Duplicate

Develop

Develop

Duplicate
Develop

Develop

Develop

We can see that there are two different types of professionals who are required to fake websites creation: the
developers and the designers. Some of the fake websites service providers, who are developers, work with 3™
party designers when a design / change in the websites is required. We can see it from our conversation with
one of the vendors named “Vendor2”:

Vendor2: there is separate design studio, we can separately make highly professional template
Vendor2: regarding the design. He is a partner. He works officially.
Vendor2: | build shops, make up mails, fakes. Can conduct projects .Design | even don’t offer, will
talk with him regarding his works
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From pricing point of view, the average price for banking login page is about 60$, when the pricing is mostly
divided into two groups, those who just duplicate the original site mostly price it at about 20-30$ and those
who develop the fake website from scratch price it at 50$ or more, when some of the vendors ask about 150-
2005 for their work.

When we asked for pricing for additional page that not exist at real websites, for grabbing and stealing credit
cards data, in some cases the price was significantly raised because this additional page required some
development and design work, and not just duplicating existing page.

Some of the fake sites vendors, also develop different tools and panels that allow them to collect in a proper
and comfortable way the stolen credentials and offering it for additional payment to fake websites buyers.

One of the additional services that some vendors offer is control panels that allow collecting all the required
data and log in convenient manner.

One panel is introduced and beign sold by “Vendor3”:

Control panel | Universall readable v = Text manager Log-out &

Show 1o v enfries Search:

Status  |f  Device © Last conection p Page ID Data Redirect Block * Cooment Actions

] 20160338 1974050 17004 Rabo et [ of [ ofi | save Il X | O-Panel >
= 2016-03-24 18110154 127004 sns serial_numner=156456 | oft | | oft | fadf save il X | O-Panel 3
2016-07-24 1B:1se - user=4364 o
[ | ] 2016-03-24 18:31:58 127.0.04 g it | of | | of | Esave il X | O-Panel >
user=43534
ofine | = 2016-03-29 10134154 17000 Abn pass=3453 | of | | of | save il X | O-Panel
tooken1=345345
Status Device © Last conection Ip Page ID Data Redirect Block Cooment Actions
Showing 1 to 4 of 4 entries

Another one is built and developed by “Vendor5”:

Full Log

id:7

label:comdirect de
uniqid:a7074ddfb3c96b8032e09b5861b10d2d
date’2016-12-25 21:24:07

Y m—

ua:lf
DATA

logi
pas|
nai

vor
tell:
city:
dobj
zip:
add
car
exp
v

Most of the vendors, work very hard to promote their services, constantly pump up their topics in different
forums, and although the basic pricing of most of them is relatively low, in order to gain proper reputation,
they offer various kinds of actions and discount.

Page 5 of 42
©All rights reserved to ClearSky Cyber Security, 2017
TLP:White



For example, one of the young leading vendors of the last year, “Vendor1”, offered free creation of fake
websites for TLD .de for limited time:

Hello to Everyone!

Brother Bear provides free service that is available only till 9th May.

Creation of fake websites to not very important services from TLD DE — for free.)
To one person from the forum — 1 fake. )

Write via the contacts and after receiving the result — post here your feedback.)
Thanks all for the attention.

p.s. Regards Vendorl

This quotation, as well as most of the quotations, and conversations with the vendors, was originally in
Russian, and were translated, edited and redacted when it was necessary, while we tried to keep the essence
of the chat and the language level as near to the original as it was possible.

In terms of time, there are vendors who are ready to conduct their work in timeframe of ten minutes or within
an hour, but there are vendors who ask for several days.

Some of the vendors also publish colorful advertisements:

Fakes / Web Pages / Admin Panels

1]
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ﬂpypgl BceM / Hello everyone

Deiikn /
i = MarayuHbl NOA 1anke (KONHPaAT, NOAKNIOUEHHE
| Mepuanra) /
| - MuesMa / ot
- ABMUHKH /
- PHCOBaKHe AOKYMEHTOS 8 dhoToLuone /
- 3a deiik, NHCBMO, AOKYMEHTBI

Fakes /
- E-shops (Copyright, connection merchant) /
- Letters / ot
- Admin Panels / ot
- Painting documents in photoshop /
- For fake, mail, document beforehand

As they are acting as service providers, most of the vendors are very polity and patient to answer any questions
that potential clients have (even too polite):

Vendorl: Thank you very much.) Good evening to you also. Write in any convenient time to you,
i’m always available. Will do everything quickly and with high quality.

One of the vendors we had a conversation with, mentioned also some interesting points about creating good
banking fakes:

Vendor4: | did such fakes for landing for CC grabbing, something else. Landings for
(malicious — Clearsky) downloads, mostly fakes for corp. websites (duplicates or based on
the original) for scamming.

ClearSky: shortly, everything except for banks

Vendor4: except for banks/retail/ social networks)

Vendor4: why | don’t like fakes. If it is required just to make logs of the data from the
forms (to txt or to mail) — welcome, | can do it. If it is required to do validation of the
credentials on the original server, it is not for me. Better talk with those who specialize
on this) will be done faster and will cost less) | simply don’t have time to deal with this.
Understand me.

Vendor4: things that I’'m proficient in, | do good and properly, what I’'m not — and don’t
have time to study (because of high amount of work), so better I'll refuse than not
keeping the deadline and losing my reputation.

In this research, we present in depth the vendors, their modus operandi and pricing and examples of their
previously done works.
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Vendorl

The first vendor, “Vendor1”, offers fake websites developments services, beginning from January 2016. He is
mostly active in Russian speaking forums, but also tries to advertise his services in English speaking boards,
although it is visible that he is not proficient in English:

o Posted April 21 -

English translate
of | render services of the developer of fakes

Prices depending on the fake. Specify through the gill.

iy 'd 1
N -i Work through a guarantor or an advance payment of 50%.
Joined: Apr 2017 There is a set of services it: Fake + Obfuscation + HTML letter + API for fakes = $ 200 without domain and hosting.
Junior Member
04 Contact:
21 pos Jabber:

Payment only Bitcoin (BTC)

From this post, we can see one of his pricing offers - providing a full set of services for someone who conducts
phishing activity, this includes: fake website + obfuscation + HTML mail + API (for credential grabbing) for 2008,
not including the domain registration and the hosting. In other post, he explains that he has “API for fakes”
that allows to gather credential stolen from different fake websites to one admin panel on another hosting.
This offer is higher than average pricing, and as to our assessment it is possible to bargain the price.

Checking his history and posts on other boards, we see that he defines himself as back-end and front-end web
developer but not as designer/ painter. At some stage of the work, in April 2017, he updated that his team has
additional front-end developer, so he can conduct the orders even quicker.

Although, he advertises his services also in English speaking forums, lately, in May he posted that he is not
ready to work with English speaking persons, especially those who want to create fake pages to Russian
entities (e.g Sberbank):

I don’t work with all the English-speaking representatives of the manhood! No way! In no
circumstances!

Especially with those who write "You can make scam page sberbank + curl validation script?"

| will immediately write here, in the forum about such “Heroes” that work on RU.

Thank you that you read and acknowledged with this message.

If you are "I no understand russian", etc. — those are not my problems in any way.

There is google translate — so use it!

For everyone else — only good: I’'m free for now from orders.

P.S. Best Regards Vendorl

He works via escrow or 50% pre-payment only; via BTC and the results are provided in some cases
immediately.
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One of his payment wallets was exposed and by checking it we can see many of the professional activity of
this vendor in the end of 2016 - beginning of 2017:

Summary Transactions

Address I No. Transactions 53 all]
Hash 160 [ Total Received 0.81831905 BTC din
Tools Related Tags - Unspent Quiputs Final Balance 0BTC al]

Request Payment Donation Button

Below are the incoming transactions details, that allows us to understand about the income of phishing pages
vendor:

S (in the time of

Date S the transaction)
0.00670527 BTC 4.97
2016-11-26 0.00685868 BTC 5.01
0.01897575 BTC 15
PFTITEPETII  0.0189285 BTC 15
IEITETERE  0.0103088 BTC 9.97
DTIEEPEII 0.0104249 BTC 10.01
0.0245922 BTC 20.04
0.0361335 BTC 30
0.055144 BTC 49.99
2017-01-23 0.0543085 BTC 50.03
2017-01-23 0.027001 BTC 25.03
2017-01-23 0.05393743 BTC 49.97
2017-01-26 0.05500671 BTC 50.44
2017-01-27 0.021888 BTC 20.12
2017-01-31 0.036708 34.96
2017-01-31 0.036771 BTC 35.01
2017-02-06 0.014994 BTC 15.25
2017-02-07 0.02408 BTC 25.36
2017-02-08 0.024126 BTC 25.16
2017-02-08 0.03325921 BTC 35.19
2017-02-14 0.049371 BTC 49.87
0.05 BTC 50.43
0.014817 BTC 15
0.02 BTC 21.09
0.015 BTC 15.88
0.08 BTC 84.48
0.0189796 BTC 19.97

During those 3 months, the total income is about 800S, but the average income for each fishing website
conducted (with a highly possible assumption that his only income is from fakes) — is really low, about 295.

This transaction report from Blockchain is going together with his basic pricing that is very low. Basic fake
website that requires to put in the login + password and afterwards shows a message that required input of
CC + expiration date + CVV — is 25S.
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In one of the forums, he began offering his services during 2016 to make fake website for 300- 500 rubles (5-
9 $). Because of his low prices, he needs to get a lot of clients, to profit. Therefor he also conducts different
promotion actions, as well as discounts.

In beginning of May 2017, he launched a promotion for creating fake sites for Germany websites for free:

Hello to Everyone!

Brother Bear provides free service that is available only till 9th May.

Creation of fake websites to not very important services from TLD DE — for free.)
To one person from the forum — 1 fake.)

Write via the contacts and after receiving the result — post here your feedback.)
Thanks all for the attention.

p.s. Regards Vendorl

This promotion run only one day, and was changed in a day for promotion with 20% discount:

Hello to Everyone!

Bear launched yesterday small promotion and everyone who contacted me via jabber — received
his free fakes.)

Now is starting the second step of the promotion.) Following is the essence of this step.)

I provide discount of 20% for all TLD’s, except of RU (for Poland the discount is 30%?)

If the TLD is DE, and you order 1 fake, the second one is totally free.)) Any.)) Even for banking.))
Thanks all for the attention if you read it.)

p.s. Regards Vendorl

As part of our investigation we conducted direct conversation with the vendor, and as part of it we understood
his pricing that is between 50 to 100S for fake (as to our understanding with possibility to bargain)

Below are the main parts of the conversation (edited and translated from Russian original):

ClearSky: | want to know the pricing for a relatively simple fake

ClearSky: that’s a reasonable base price ...what is the maximum?
ClearSky: what will add to the cost?

ClearSky: for example, the website online.***bank.** (redacted by Clearsky)

ClearSky: yes

ClearSky: yes
ClearSky: what is the difference in the price?

ClearSky: are you duplicating or developing?
ClearSky: duplicates get exposed faster
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ClearSky: and if | also want to add to the fake another page (second stage) for cc + cvv ... how
will this affect the price?
ClearSky: this page doesn’t exist on the real website

Vendorl: | can use the login page as a template and just add to it other fields
Vendorl: It won’t add much, about +50S considering the fact that it will be also obfuscated
Vendorl: And it is going without saying that there is support of all my works.

Vendorl: Understood. If the price is a bit too steep, there is room to bargain
Vendorl: People? A lot of people order banks pages with gathering of the info.

We succeeded to get logs from several of his conversation with his real customers, and those conversations
provides us with deep understanding of fakes creation deals (all the conversations are originally in Russian).

From Vendor1 conversation with Customer 1 we can see the final low costs of fake works, about 255 for a fake
creation:

Vendorl: | hear you.

Customerl: https://,,,,,,?ei=mv_log-on

Customer1: need to collect login password

Customer1: after this to show a message that it is required to enter cc, expiration and cvv
Customer1: what will be the cost?

Vendorl :25 S
Customer1: do the fake, upload it to your hosting, | will test it— and if everything ok | pay 30

Vendorl: Pre pay 50% and | begin to work

Another conversation that was exposed is with another customer (Customer 2) that asked duplication of a
website, changing the language of the website and adding to the payment page different BTC wallet. All this is
only about 30S. From this conversation, we can see also that these fakes vendor abilities are very limited.

The website that was ordered to be duplicated is btcbank.io:

bfchank io | 2017-04-28

HOME PAYOUTS AFFILIATE TESTIMONIALS FAQ TERMS SUPPORT & GET STARTED

Double your Bitcoins in
just 100 hours

-\mount to invest (0.01 - 35 BTC) =

INVEST NOW

(Min - 0.01 BTC, max - 35 BTC)

How to double your bitcoins?

ve power of our high-frequency trading platform. Using machine learning to study and

e, our servers open and close thousands of transactions per second, locking in the price

difference and transaction fees as profit.
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The fake domain name that was opened to this affair is btcbank[.]Jpw, btcbank[.]win and
bitcoindoubler2017[.]Jcom. In the websites themselves we see mostly hosted different websites that
impersonating web design and advertisement agencies:

« 5> C |®btcbank‘pw

Index of /

andaleagency com/
axisdigitalagency com’
bigseamedia com/
bluclavdesigns.com/
bluclaydesigns.com_/
boojdevelopment.com’
canyoncreativeinc.com’
cgi-bin/
cymaxmediadesign.com’
dashtwoagency.com/
encitecreative com’
eninedigital.com/
fallingupinteractive.com’
fallingupinteractive.com_/
zundogereativeagency.com’
ladesignstudioagency.com.zip
ladesignstudicagency.com’
ladesignstudicagency.com_/
mkgagency com/
molexmediaagency com/
nuesiondigital com/
onideasinc.com’
redoliveinc.com/
smakledesign.com/
spencepublishing net/

Below are samples of several of the fake website hosted on the server and impersonating real organizations:

MEET US

Weltome to DASHTWO.

Web Design

] our yingis b simple an porre ol el Vith s bee
Web Development 2 ndersand . e prsesd o <o ks - coniual hecing
L s evey s bl gy

Branding & Design

for i his o cur pride i it

Internet Marketing

Lloi bl 2

[ ee—

CYMAX MEDIA" v = B o B
A [ |

DESIGN z L] ° ‘ "
DES WEBIESGH  VORDREUTON  ROTIGAMY  GMESON  HAKITHG
STUDIO

rese——— [— pre—

AR 3
3 5 > ECOMMERCE m=m CUSTOM DATABASE % CUSTOMWEB
WELCOME TO CYMAX MEDIA o = oo @ el

pRa

Helping Your Business Réach New Heights

CUSTOMER 2: for example, | need to duplicate the site btcbank.io, to change the language and
to add to the payment page my btc wallet + to connect exchanger. Can you do such a thing?
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CUSTOMER 2: but you are able to do this?
CUSTOMER 2: the question is whether you are able or not
CUSTOMER 2: | need this type of work all the time

CUSTOMER 2: it seems that what | need is to copy the website, to replace the text. | will prepare
the text, and will give it to you. | need to be able to upload to my domains the content, and that’s
all

CUSTOMER 2: superb
CUSTOMER 2: good evening

CUSTOMER 2: so, I’'m ready to order. Need full copy of the website btcbank.io

CUSTOMER 2: | don’t understand

CUSTOMER 2: oh, yes

CUSTOMER 2: there should be my wallet. right. and | must have the possibility to edit it, simply
say me where

CUSTOMER 2: a normal person?
CUSTOMER 2: you yourself don’t change — design the templates?
CUSTOMER 2: how much should I pay for the logo and your work?

CUSTOMER 2: | sent 30
CUSTOMER 2: bonus for quick work
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Another conversation of this vendor shows the process (and the low payment of about 20S) for fake page for
cartetitolari.mps.it, Italian credit cards service:

Customer 3: regarding fakes
Customer 3: do you make?

Customer 3: https.//www.cartetitolari.mps.it/
Customer 3: what will be the price?

Customer 3: can you show examples?

Customer 3: | will tell what info to grab after the login?
Customer 3: need to grab info
Customer 3: I’m sending you 105 for now

Customer 3: | know, but it can be not enough

Customer 3: as always. Do you do obfuscation?
Customer 3: sending to mail?
Customer 3: if you don’t do obfuscation, | will order from someone else

Customer 3: | need it to be sent. Can you?
Customer 3: ok ok, ftp is ok

Customer 3: the logs are sent to ftp, yes,

Customer 3: in short, locally

Customer 3: not in ftp

Customer 3: where it is saved?
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Vendor?2

Another vendor who is offering web sites/ fakes development services is “Vendor2” posted the following
topic in one of the underground forums in February 2017:

Web development /Creation of websites of any difficulty”:
Services:

1) Creating a website (any difficulty).

Working with php, phyton, javascript, SQL.

Engines: Drupal, Wordpress, Opencart, yii2, django

2) Imposition of any pattern of difficulty

3) Make-up for mobile devices

4) Develop a site design, emal letter panache banners, logos

5) Site Promotion - social networks, instagramm, Google, Yandex
6) Remaking documents in Photoshop

Advance payment 50%.
Contact details:

Jabber: (redacted)

If necessary, | can put together a team

Payment on Bitcoin or webmoney

But this topic didn’t work well for him and didn’t attract potential clients, so in May 16" he launched a new
topic advertising his services, this time with colorful graphical advertisement and basic pricing :

Mpuset BceM / Hello everyone

Deiikn /
- MarauHbl nop 3anue(KonHpanT, NOAKMtoueHHe
MepuyaHTa) /
- MuceMa / o1
- AOMHHKH /
- PHcoBaHHe fOKYMeHTOB B hoToLuone /
- 3a dheiik, NHCbMO, AOKYMEHTbI

Fakes /
- E-shops (Copyright, connection merchant) /
- Letters / ot
- Admin Panels / ot
- Painting documents in photoshop /
- For fake, mail, document beforehand

As part of our direct contact with the vendor we have seen that his pricing for basic banking fakes is very low
and begins as low as 15$ for duplicating the required page. If it required to develop and design a new page or
website, the vendor works with separate design studio, that is a legitimate studio that basically provide
normal design services. He has 5 years’ experience, and provided 2 examples of fake websites he done lately
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< C | ® dreamhomeconitd.com

»inf 3 &

About Us Our Services Our Projects Clients News

PIONEER IN CIVIL
CONSTRUCTION

VIEW OUR PROJECTS

<« C | ® powersouthconstruction.com b

(P:g‘rl‘lvsei:‘f]%l{lltohn ® | HOME COMPANY SERVICES MEET THE CEO CONTACT
Company

Below is our full conversation with this vendor:

ClearSky: I’'m regarding the fakes

Vendor2: hi now I received a work. | can begin tomorrow. What fake do you need?
ClearSky: fake of banking login

ClearSky: like online.***.co.**

ClearSky: what is the pricing?

Vendor2 solely for this page is 155

ClearSky: are you duplicating or developing?
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ClearSky: and what will be the price for a template of such a website? Or if | will add additional
page that doesn’t exist in the original?

ClearSky: good day, do you have an answer?

ClearSky: understand. Not cheap.
ClearSky: do you have examples of works? Or feedback?

ClearSky: understand. And examples/ feedbacks of your works?

ClearSky: ok. Thx.
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Vendor3

This vendor began his offering in September 2015
which included variety of services like Android and
Windows injections for different bots, Phishing
Pages and Fakes, and Phishing Pages with
SMS/Token intercept.

The vendor presents himself as someone who is
proficient in JavaScript, HTML, CSS, PHP, jQuery,
Bootstrap, SQL and SQLite.

In direct conversation with the vendor we have seen
that a price for basic banking login fake that is
suitable for desktop and mobile costs 1508,
including the ability to add additional pages for
stealing credit cards information. To be noted - he
is not developing the pages from scratch, but
duplicating the pages with slight changes in HTML
elements and texts.

This vendor biggest specialty is phishing pages with
SMS/Token intercept (mostly android injections),
allows to bypass the defenses that use One Time
Password (OTP token), using mechanism that allows
the malicious attacker to use this token during 30
second, before the next page is loaded in victim’s
machine.

During last June, the vendor posted an explanation
what he does to protect his fake page against
detection, and mentioned several issues:

1. HTML Encode - all body content of the page
looks incomprehensible, building it by
JavaScript document.write function (for
clients it don't make any difficulties to edit
code because all this encoding been made
by PHP while page render)

2. Although, he doesn’t develop the pages
from scratch, he recommends conducting
the following changes to keep the pages
undetected:

a. Keep allfiles locally

b. Scale and rename all images

c. Filter all text content with special
tools

3. Generating unique URL for every visitor

4. Browser notifications — using several tricks
to gets rid of all browser notifications for all
his pages.

Clearsky: | want to know the pricing for
relatively simple fake

Clearsky: like online. ***bank.co.**

Clearsky: and if | add to the fake another
page (second stage) for (collecting -Clearsky)
cc + cwv ... how it changes the price?

Clearsky: ok

Clearsky: are you duplicating or developing
from scratch?

Clearsky: in some cases, the duplicated are
being exposed quicker
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The vendor sells ready-made phishing / injections packs for variety of countries and banks worldwide when
the average price for 1 page is 50S. The ready injections/ phishing pages the vendor offers include the

following:
e Canada - Pack of phishing pages for Canadian banks and credit cards collectors with admin panel on
HTTPS domain and sets phishing pages - TD bank, CIBC, BMO, Desjardins Bank, RBC.

CIBC e
I
e 18 weetwres | 2B

CEUTEEN investing  Offers and Products

Validate Your Contact Information

My Accounts

BMO 2 “Bank of Montreal

PayBes Enter and verify your con
+ s i your contact informat wire here to el

Transers

Suspicious Login Detected

Personal Information

Verify identity

Email address:

: CI BC . CA(Desk+mobl\e)

e . —° 0 e
-Logins
-Canadian Fulls
-Email pass :
Possible to customise

c? BM O . CA(Desk+mohile)

@ Requesting:
-Logins
-Canadian Fulls'
possible to customise

e France - ready-made fake pages for different financial institutions including Assurance Banque, BNP
Paribas, Boursorama Banque.

7] fouriorama

E BNP PARIBAS (s s ¢n monde g0 change

ACCEDER A MES COMPTH

1 Mo runére et

2 Mo code scret (8 colie

# Boursorama. frssiemesie)

» Requesting:

Logins
-Mobile number

i jtionally)
23\ to download fie n the end(optiona!
possible to customise

g bnp-fr‘DE""m‘"E) l? axa. frpescemobie)
Requesting:
-Logins
~Mobile number

w Requesting:
-Logins
-Mobile number
e in the end(optionally)

-DOB ol il -DOB
the end(optionally) - " Ask to download fi

_Ask to download file in

possible to customise  oeible to ustomise

e UK - bank injects for android among them Barclays, TSB, Lloyds, Bank of Scotland, HSBC, Ulster bank,
Halifax, NatWest and Royal bank of Scotland.
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e Columbia - banks and Credit cards collectors with admin panel on https domain banks observed:
Bancofalabella, Romcolombia, Colpatria, Bancolombia, Bancodeoccidente, Bancodebogota, Bbvanet,
Bancopichincha

e Turkey

e Germany

e Thailand

e USA.

In addition, he sells “Universal Admin Panel” that can be integrated with different kinds of injections and
phishing pages:

Control panel | Universall readable  + = Text manager Log-cut G

Show 10 v entries Search:
Status  |f  Device © Last conection 1p Page ID Data Redirect - Block ° Cooment Actions
T pres . user=456456 .
[ Crine | ] 20160331 391215 127001 Rabo == | off | off X
ot =) 2060324 18130754 127003 sos serial_numner=as6as6 [ ot [ orf JEEET
S BamE T - user=4364 : .
[ctine | = 2016-03-24 18131158 127001 Ing e | off | off X
user=43534
 oine | ] 20160329 12134154 127004 Abn -315 ot | B
tooken1=345345
Status Device © Last conection Ip Page ID Data Redirect Block Cooment Actions
Showing 1 to 4 of 4 entries
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This panel allows to deal with real-time operations between the phishing operator and the visitor:

Log parser Logs I Replaser Token Il

Home [ Token panel / boged

Visitor Off-Line

Static information & Settings Operations

Browser & Access Comment Logins

User Agent
Mozilla/
(KHTML, ke Ge
P

|

Dynamic

gin” added successfully Redirect
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Vendor4

Another vendor, “Vendor4”, launched in November 2016 new service on several forums under the following
title : “Design from banner to portals !Websites, fakes, landing. Front-end web development, websites,
creation of websites, banners , etc.” He also published the following

* | Ymeto, Mory...

S NDORROT, Dbt COMPEOT, Baaws

K coBeplieHcTey!

G N
=@m ?m l.ogom

-
AM3AHH CAHTOB CO3AAHME CAHTOB AOIroTHUNbI
He \DacVEIR cADTARKA B CORACTES POAOC TG PACOwWI 1 SaicTpast CadT B3 COMMEBGAA + SOCOTIEY MORET S3Ts
PORNOLOWNR iy MmOt PHOUCAI A 0 W1D Wm0 Ban i Bainsy Cubcy YREDE-OCTh, LNR KT 200
ANR NOCRTHTRNA ¥ $0 MOTVB I HAOTORMSN CHATOR «NOR KNOMS, OT QTOYT=YTh €70
Congam wymmoe HacTpoesme. Coamo, CEOCTIMINIOB, 15 DO OMH=bIX AWM BOERACA O OTIN - O K3
DA 0, REANTHEHO TR M R0 IKTOPOR YENEUMOR KOMNI

C
“ more..m

BEAHHEPbI COL. CETU M DOPYMbI NMPOYME YCAYTH
K nd dens, 003 POKIINL sy Tpadirancyoe OSOpMIAL CONTLIECTD B FATOTORDGAD DRV TPaSWacH
A 20%myCe 33 NI OTOB e CarmeDd COSA DR CETRE, TN w3 SOpyMX COBSIHNE SLLIWON CITTRe 1 T 10
KOTOpRAT TONMO MPMBNEURT, HYAMXO VIIOTORNEWNE JBITICOR Hadhertee, PEIDROITEE MIDCETACOND
HAM WENT TIDHBNEN KIMEHTA KPICOSMBIM W MNTY. A3 ¥ DO MITEDVANCE
VTOTARNE CTATMECONK 1 Sanpo- MTEHO ROHATHEM HISOKEMAEM CBOWX W mmccoe gpyroe.
Ry |CF) Opaepon yomyr

COTpyAHNYECTBO CO MHOM

NOCTORNHGM JEKAIGIKAM - HHAIMBIIYANEHDIE YCASEMA DISOTH! M USHyl
FOT0R8 COTRDYA-HNATE 33 NDOUEHT, PACCMOTIHIO GACTED HA YCMTH, KOTODLIE COMTY NANE3HEMI AN CE6R

PacoMOTRIO mOGeie BADHasT: COTDyAMVNeCTEa!
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As part to promoting his services, and in addition to topics in several forums, he also created a website and
there posted info about himself, and about his works :

About me Portfolio

Go to the portfolio on Imgur (banners only)

I Love: minimalism, creative solutions, shocking,
Attention! Unfortunately, | cam't put in a portfolio, most of the

fast speed, my wife and son, BTG.
wiork because of specifics of customers. Peace everyons!

Waork in: MY BRAINEMIN D, Adobe F’hUtOShOp, RUS: K COMENSHUI, A He MOMY BeICTEEWTE B NOPTHONMO
HTML, CSS, and PHP. SCNELUMHCTED DEGCT, M3-33 CNELMOMKM DaBoTe 38Ka3HMKDE.
Bcewm gocpa!

From a direct conversation with this vendor we see that he prefers not to do fakes for financial website, but
specializes on making fakes to big corporate websites. He also emphasizes that he is not proficient in making
validation of the stolen credentials against the original website/ servers.

ClearSky: | am contacting you regarding the fakes

ClearSky: and fakes from scratch?
ClearSky: so, what is your specialty?

ClearSky: shortly, everything except for banks
ClearSky: understand. Corp can be also relevant
ClearSky: do you have some examples of your works?

ClearSky: 2 things (not urgent).
ClearSky: 1. Login page for corporate mail
ClearSky: 2. Full corporate website, that has 2-3 different login page
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ClearSky: in one page, there is a small verification for validity

ClearSky: and the full corp. website — no need for validation

ClearSky: what is the approximate price for such a website?
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Vendor5

Another subject is verified seller “Vendor5” that began offering his services in 2015 and advertises himself via
the following:

5 [ Admin Panels

- DUWKHF CaiTh

- AAMKHHKEK

- CKam caiTbl

- Deitkm

- [pabbepbl UHPLI

- An3aitH nucbma
M MHOTOE ApPYroe B Yem ecTb OMnbIT

- Phishing sites
- Admin Panels
- Scam pages

- Fakes

- Grabbers

- Letters design
and more and more what i was do...

HauyecTeeHHD. BrICTpO.
Mecnonesyiorea J5,PHPRHTML, JQUERY M HEKOTOpBIE ApYTHE GpERMBODHH.

g Foe St faee St

The vendor posted that he copies the needed sites, with required changes, beginning from 50S. He emphasized
that his fakes survive for a long time because mostly he develops the required page from scratch, and not
duplicates it as most “developers”.
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He also presents possible functionalities and add-ons to his services :

>>>Delimitation of user permissions (access to specific parts or functionalities)
>>> Hosting on .onion

>>> Deposit of balance through BTC

>>> Ticketing system with live updates

>>> Defense from SQLi and XSS attacks

As part of advertising his services and showing his abilities, he also presents several ready-made high-quality
fakes for the most popular websites and services:

1. Apple

My Apple ID

Security Check Security Check Apple ID.

We chose randemly to your account to Name

increase security. Please enter your details Please enter your full name.

to verify the authenticity.
First Name

Last Name

Date of Birth

Month v Day v Year v
Mailing Address
Country  Select Country N
Address Line 1
Address Line 2 Opional
Town/City
amazoncom
SECURITY CHECK COMPLETE
Security Check
Confirm
A You are logged in with an unknown device for us.
For security reasons, please enter your account information
Please confirm your account information
Credit or Debit Cards
Enter your card information
Name on card Card number CWICSC (2) Expiration date
01 v 20157
Your Personal Information
Enter your date of birth
o1~ 01~ 1980 -
Enter your billing address:
Address Line City Zip
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3. Western Union

United Kingdom

Find Locations ~ Track Transfer ~ Customer Care

WESRion WU

‘moving manay for batter

Identity Check

Personal information: & please fll in the information required to prove your

& Your account was flagged for security reasons,
identity.

First Name

|

Last Name
Street Address
City Postal Code
Date of Birth: ©

VM DD YYYY

Payment information: £

Cardnolder Full Name

Card Numbe:

Consumer  Business  Agent

Register  Login

Send Money Receive Money Pay Bills Prepaid Cards

Can we help?
Chat online or

Call us toll-free, 2477
1-877-989-3268

Support tips
How to send money online

How to track your money transfer
More FAQs

In addition, he specifies, that he has ready fakes also for the following sites and services:

1. Paypal, including automated language selection

2. Visa

3. Suntrust Bank

4. UK banks

5. Gmalil

6. Landing page for Flash Player

This vendor also presented admin panels that he attaches to the fake websites and help to collect the stolen

credentials:

Logs Statistic

Fake Name Total logs

comdirect.de 1 0

Total today

Last hour

0

Full Log

a7

label.comdirect.de
unigid-a7074ddfb3c96b8032e09b5861b10d2d
date2016-12-25 21:24:07

»—

va

DATA:

logi

As we see this vendor is a specialist for different kinds of services and products and during June 2016, he also
launched new product — “SniFFall”, universal sniffer of CC, passwords of controlled websites.

It works by inserting small JS code to the website and receiving to the admin panel all the requests and forms
filled in the page that includes the JS code. The cost of this component was 25085.
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SniFFall 4§ Elogs SniffGenerator %t setings Nl@HI0 BeiTH
Norn Teneparop js kopa

R - Lo o | R

Search for Ul Daa Fossible iype MOMCK N0 CCbiNKe OTKYA, MO TUNY BO3MOKHBIX AaHHBIX, flo Nony4eHoMy 3anpocy (data)

Exportalincay  KHOMKA 3KCNOPTa BCeX AAHHBIX
AnK Tex YTo IHSP-!H B NoncKe

Date Referer User Agent P Possible Type Data Actions

2016-07-15 0313:32 hitp:/idone locs_for_pcisni Maozilia/5 0 (Window. 127.0.01 2 fullname 123ssn:123| i o

2016-07-15 02.52.21 hitp-/idone locis_for_pcisni... Mazila/s 0 (Window... 127001 —1 Co_numATIIIIIITM i e

2016-07-1517.20.04 hitp-/idane locis_for_pcisni... Mazilla/5 0 (Window... 127001 —1 ce_num A1 jcecv.. i e

2016-07-15 16:55:44 http-/idone locis_for_peisni Maozitia/5 0 (Window 127.0.01 e loginjpasswd| i e
Knonka ypanenns

W KHONKa NPOCMOTPa NONHOR Kbl

From conversation with the vendor, we can see that his prices for a simple banking fake are relatively high
(about 2008), this due to the fact that he develops the website from scratch and adds some filters against
botnets and scanners that prolong to the life of the website:

ClearSky: I’'m regarding the fakes

ClearSky: want to ask the pricing for relatively simple
ClearSky: for example for ***bank

ClearSky: fake for online.***bank. **

ClearSky: user id and pass

ClearSky: how much does it reduce the chance of the site to be exposed?
ClearSky: because there are some who offer it for 30-50

ClearSky: which filter?
ClearSky: for every bank such a fake costs 200?
ClearSky: or possible also cheaper?
ClearSky: clear.
ClearSky: what are the deadlines for such a work?

ClearSky: and if I'll add to the fake another page (second stage) for cc+cvv...for how much it rises
the price?
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Vendor6

Vendor by the name “Vendor6” offers fakes development, for price beginning from 100S, depends on the
complexity:

13-05-2017, 10:39

Juror Member

Join Date: Aug 2016

Posts: 27
Reputation:

Balance:

®

From conversation with the vendor, we see that he is a fresh service provider who don’t even have examples
of his works to provide, but his pricing is relatively high and is about 150S for banking fake and credit cards
grabbing:

ClearSky: I’'m regarding the fakes

Vendor6: full description of what is required, deadlines, financial capacities.

ClearSky: fake of banking login like online. ***bank.co.** + additional page for CC
ClearSky: not urgent

Vendor6: 3-4 days 1505
ClearSky: and if only the login page?

Vendor6: without hurry and doing it right - will work for weeks
Vendor6: 100

ClearSky: do you develop it or duplicate?
Vendor6: depends on the complexity
ClearSky: do you have some examples of works or feedback?

Vendor®6: if it is impossible to extract all the scripts, so | develop it
Vendor6: | just started providing the service

Vendor6: in several days, | finish a project

Vendor6: so you will have a demo
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Vendor7

Another vendor, “Vendor7”, beginning from August 2016, offers services of fake websites creation and
advertises his services in more than 10 different Russian underground forums

In addition, he offers ready high-quality fakes of Canada banks (BMO, CIBC, RBC, Scotiabank, Tangerine) and
fakes for Credit Cards collection in Canada. He explains, that all those the fakes have 3 stages:

1. Grabbing of login and password
2. Grabbing of credit card numbers and CVV
3. Grabbing of MNN, Social Insurance number(SIN) and Date of Birth (DOB)

In addition, he mentions that he has ready fake for Lloydsbank, UK that grabs the following information:

Fullname Email CCNo IPAddress
DOB MMN Expiry Location
Address = Username Cvv UserAgent

Postcode | Password @ Sortcode AccountNumber
Phone Telepin BrowserandPlatform

In one of one conversation, the vendor presents several of his works (credit cards and banking accounts
shops) and states that the price for basic fake is about 30S, but if there is requirement for a more
complicated fake — it will cost 250S.

ClearSky: I’'m regarding the fakes

Vendor7: hi. I’'m listening

ClearSky: | would like to know the pricing for relatively simple fake

Vendor7: relatively simple is a relative term. better write the terms of reference
ClearSky: e.g. online.***bank.**

Vendor7: simply grabbing of the login and the password?

ClearSky: yes
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ClearSky: are you duplicating or developing?

ClearSky: those that are duplicated are being exposed very quickly
ClearSky: and how much with development?

Vendor7: such complete fake, with cards gathering + anything else you need will cost 2505
Vendor?7: it is developed

Vendor7: examples of my works :
https://***.cc/ - CC shop
http://***-market.cc/ - Bank accounts shop
https://****exchangebit.me/ - Egift shop
Vendor7: logs are to be sent to mail?

Vendor7: no difference, as you prefer

Vendor7: yes
Vendor7: show an example of what needed

The conversation took more than one day, and consisted of checking the possibility to conduct a fake for
complex corporate site, to impersonate big corporation — the vendor asked for this work 150$:

ClearSky: the second thing is corporate website

Vendor7: it also should be developed?

Vendor7: so there will be the main page and another one with the grab. Other links to
forward to the original or to develop all the pages?
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Vendor7: let's now go over the details and afterwards I will say the price
Vendor7: so wait a min, | will check

ClearSky: ok

Vendor7: see, | checked now the corp. website and think it makes no sense to do it with
screenshots, they don’t have any normal defense on the website. And it will cost less to you.
Regarding the bank — of course with screenshots. The corp. website will cost 150$ (there are
many pages to be ripped) and the fake 2505, will be developed

Vendor7: will try to do it within 3 days

Vendor7: http://prntscr.com/**** | already ripped one page, to check what it going on there

Apart of conducting regular fakes he also makes online shops with different payments possibilities, of course
for illegal purposes like money laundering, cashing out virtual credit cards, etc.

He presents an example of one of his works, accounts market:

Last uploads Last purchase

SsHonT 22.84 16:34 TD Bank

No online banking

No online banking

No online banking
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Vendor8

Another vendor that we checked was Vendor8, that offers his services from May 2016. He states that he also
has experience working with DB’s. In his initial posts he didn’t mentioned the pricing, so we contacted him via
jabber:

ClearSky: I’'m regarding the fakes

ClearSky: fake of bank login...
ClearSky: at first, fake of an existing page

ClearSky: ok
ClearSky: are you duplicating or developing?

ClearSky: it includes cleaning, so the site will have less chances to be exposed?
ClearSky: what are the prices?

ClearSky: for example, fake of online.***bank.** how much will cost?
ClearSky: exactly

ClearSky: what is the minimum and the maximum?
ClearSky: approximately

ClearSky: in what currency?

ClearSky: no...not urgent
ClearSky: do you have examples of works that you can present?

He also offers ready fakes set for VK, leading Russian social network that includes 2 fake pages and admin
panel for a really cheap price of about 75 :
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Vendor9

In April 2017, another vendor offered services of developing complicated fakes and landings for almost every
theme, all of this is developed based on PHP, with prices that start from 50S. During a conversation, we have
seen that he is ready to lower his priced in exchange for positive feedback in the forums.

ClearSky: I’'m regarding the fakes
ClearSky: | want to know the prices for relatively simple
ClearSky: like online.***bank. **

ClearSky: possible without...
ClearSky: with

ClearSky: shared

ClearSky: yes... will be connected

ClearSky: are you duplicating or developing?

ClearSky: ok
ClearSky: and if | add another page for CC gathering?

ClearSky: to develop a page with the same bank’s template, that will ask to enter cc+exp+cvv
ClearSky: yes

ClearSky: desktop

ClearSky: yes
ClearSky: what will be the price?

ClearSky: do you have work examples? Or feedback?
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Vendorl0

Another vendor offers his services for creating fakes, and fake templates beginning February 2017.

Fake turnkey website!

For each Faika do separate page where users entered the information in a table located: login, password, the ip address;

There is an opportunity to highlight the entire list, and export historical data to xIs format;

Sites on abuzoustoychevom hosting, spend a number of settings for the domain that the site is not recognized as a phishing page and opened in any browser;
Terms of creation of site 2 days.

Hanwmcats 8 NC

— Jabber: I ™
HE NPOBEPEH
S 28 pes 2017 AOBABWTb PENYTALVIKO Huksotser  #2  MuedpasutcR  +Lwmata  OTseTuts

Perncrpauns:

Although this post was published in English, it is obvious that his English level is very low. In addition to specific
fakes that can be ordered from him, he also offers ready phishing scam pages for Bank of America, HSBC,
PayPal, Gmail (set of all the four for 1508).

On direct conversation with the vendor, he told us that banking login page fake, and second stage for credit
cards grabbing costs about 70S, when the fake is mostly developed and not duplicated.

ClearSky: yes...Il want to ask what the prices for fake are

ClearSky: what do you mean? Including hosting?
ClearSky: the price for 1 or 2 pages is the same?

ClearSky: and if the first page grabs bank login and the second grabs CC?

ClearSky: are you duplicate or develop from scratch?
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Vendorll

From February 2017 another vendor, offers in Russia speaking communities, services of fake and landing pages
creation, for price of 1000 rubles only (about 17S), within several hours as he promises:

1y Konua neobpix caitos u Landing Page c peaaktuposanwen - JIELIEBO!

HE NPOBEPEH

HNenaem wonuu nobbix caitoB n Landing Page - [ELUIEBD!

Bcero napy 4acos v 1000 py6neii 2a sdiberTHEIR NeHAWHr, KOTOpEIR BaM NOHPaEMNCA B MHTEPHETE!
Cornacurecs, 3o HEQOPOIo!

BaM noHpaBunca Kakol-Hubyae Landing Page w Bbl xoTUTe Takoii we?
Beb-cTyauW NpocAT cAMWKOM MHOro AeHer?
Perncrpauns: 07.02.2017 Y Bac HET BPEMEHMW Ha W3YYEHWE BCEX NPEMyApOCcTEN NO CO3AaHWKD NeHOWMHIoB?

CooBwenni: 19 Bbl He xoTWUTe 3aKkasbiBaTe paspaboTky Awsaina 3a 10 000 - 20 000 pybnei?

DM RUR: 0.00

R s e el Pewenue Ecte! OGpatuTeck K HaM, ¥ Yepes napy Yacos y Bac ByaeT ceoil KadyecTeEHHBIR NeHaWHr!
AenozuT: 0 RUR Hawh npenmMyLecTsa:

CnenoK Yyepes

FAPAHTA: 1 « Pabotaem oueHb GricTpo.

« KonupyeMm He TONbKO NeHAWHMA.

« HU3KaA CTOMMOCTE M CKMOKM.
[ONoAHHTENBHBIE YCAYTH:

* YCTEHOBKA C XOCTUHIOM W AOMEHOM.

* PenaktupoeaHue Tekcra / kapTwHok / cTuneil awsakia, nog Baww Hyxas!
Onnata:

« Pabotaem no 100% npenonnarte anbo Yepes yonyrv rapanTa Gopyma.

* Mpunumaen: QIWI | Anoekc. deHbri

KoHTaKTbI:

* Moura:
+ Telergram: telegram | -~y scrasuts & bpaysep)
+ Jabber:
- ICQ:

In April, the vendor posted exact pricing for his services:

26.04.2017, 19:49 #26

]._.

HE NPOBEPEH

AKTyansHbIi npaic:
Konwa caiita - 1000p 3a rnasHyo cTpaHuuy + $1 3a Kawayk O0M. CTpaHuuy (EcnW TAKOBEIE MMEKITCA).

ECNM HYHC, ECTb ACNCAHUTENBHBIE YCIYIU:
- YcTaHoBKa (B LUeHY BX0AWT XOCTWHT (Ha mMecau) u gomed .ru (Ha roa)) - 450p

Perncrpauma: 07.02.2017 | - YcTaHoBka (B USHY BX0AMT XOCTHHr (Ha roa) u aoMed .ru (Ha roa)) - 1100p (Beircaneit)
Coobwenni: 19
DM RUR: 0.00 - PenakTMpoBaHWe TEKCTa W KapTWHOK Ha caiTe - 450p (B ueHy, Tak e BX0AWT Hanwcanue PHP obpaboruwka, ana pabotel dopMel

Caenok yepez MapauT:1
Nenozut: 0 RUR

Coenok yepes - PepakTWpoBaHWe LUBETOBOW raMMel caiita - 300p
FAPAHTA: 1

obpatHoii ceqasn).

MpuHumare A0 u EMTKOHHbI, paboraw no 100% npeaonnare, Awbo Yepes rapaHTa.

WmeeTca craTyc npodasua v Gonbwe 15 0736608, B TOM YMCAE W OT MOASPATOPA HA HEKOTOPLX Bopaax.

The prices are as following (converted from rubles to dollars):

e Duplication of website — 175 for the main page + 1S for every additional page, if exists

e Deployment of the website (including hosting for a month and domain .ru for year) — 7.5

e Deployment of the website (including hosting for a year and domain .ru for year) — 185

e Edition of text and pictures in the website — 7.55 (the price includes development of PHP scripts for
contact forms)

e Edition of color scheme of the website —5 $

Although his prices are relative very low, he has more than ten very positive feedbacks in different
communities.
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Vendorl?2

Another vendor, began offering his services recently, in May 2017:

In conversation with the vendor, it seems that he develops the fake websites on relatively average prices,
about 45S for banking login fake, and about 25 $ for adding another page for credit cards grabbing:

ClearSky: I’'m regarding the fakes

ClearSky: | want to ask about the pricing for relatively simple fake

ClearSky: bank login
ClearSky: like online. ***bank.**

ClearSky: and if | add to the fake another page (second stage) for (collecting -Clearsky) cc + cvv
... how it changes the price?

ClearSky: are you duplicating or developing?
ClearSky: do you have some examples of you works? Or feedback?

ClearSky: and banking fakes examples?
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Vendorl3

This vendor began offering his services in June 2017, from offering ready fake set for Vkontakte including scam
scheme that assists stealing VK accounts; the set includes resembling domain name (vkrussia.ru), the fake
website and promotional short movie made for this specific domain name.

The fake page:

< C | ® Notsecure | vkrussiaru

TNABHARI YCNOBUS KOHKYPCA YYACTHUKW O HAC OT3bIBbl MOBEJUTENEA KOHTAKTbI

BKOHTAKTE - PEAJIU3YET TBOWU MEYTbI!

HE BOVCA PACCKATb HAM O CBOEW MEYTE!

The promotional movie:

P <) 002/124 =]

In parallel, he began offering several other fakes that are ready, and development of new fakes.

He specified the pricing for his ready fakes (converted to dollars):
Fake for Vkontakte (including the domain vkhistory.ru) —33$
Fake for Facebook (including the domain fb-story.ru) — 355

Fake for Odnoklassniki (including the domain ok-mystory.ru) — 35S
Fake for Instagram (including the domain theinstagra.ru) — 355
Fake for Mail.ru, Gmail.com,Rambler.ru,Yandex.ru — 55

Fake for Vk — 75

Direct conversation with the vendor helped us to understand more about him and his work. He is a front-end
developer, and seems to be a professional one. The most interesting thing from the conversation from his is
the fact that he doesn’t know how much to ask for his work:

ClearSky: | want to ask about pricing for fakes
ClearSky: fake for bank login? (Not RU)
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ClearSky: online.***bank. **
ClearSky: like this for example

ClearSky: yes fake...and to forward to the original
ClearSky: what will be the price?

ClearSky: are you duplicating or developing from scratch?

ClearSky: the duplicated are in many cases exposed quickly
ClearSky: and are being blocked in Chrome

ClearSky: y sac ecmo npumepsi pabom?

ClearSky: so what will be the price for online.***bank.co.*** ?

ClearSky: and if | add to the fake another page (second stage) for CC +CV\V... how it changes the
price?

ClearSky: i.e. page that doesn’t exist in original

ClearSky: you need to develop this page almost from scratch, similar to the design of first page

ClearSky: after the second page? Possible 404
ClearSky: yes

ClearSky: for everything? Think yes
ClearSky: you are a developer? Or just make basic fakes?
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Vendorl4

Another vendor began offering the services on April 2017, as all over worker who offered variety of services,
including fakes that consists one page, as he posted for 255. He mentions that he has knowledge in HTML and
in CSS. Apart of fakes, he offers his services working with VPS linux, installation of CMS, Joomla and OpenCart
and registration in any services needed. It seems that this vendor is an example of all over worker who has
basic knowledge in many areas but is not a real specialist in any area.

ClearSky: I’m regarding the fakes

ClearSky: | want to know the pricing for relatively simple fake
ClearSky: for bank login

Vendor14: which country?

Vendorl4: what data to grab?

Vendor14: it will cost 50

Vendor14: developing

Page 41 of 42
©All rights reserved to ClearSky Cyber Security, 2017
TLP:White



Vendorl5

There is another verified vendor, Vendorl5 who introduced his services on January 2017, and he is active in
several Russian speaking communities, but also posts in English — to attract English speaking clients (spelling
mistakes are in the source).

The main services he provides is complete impersonation of corporate websites:

Dear Friends I'm happy to introduce the developement service of corporate design, drop projects,
web shops, fakes, landing pages, websites and etc.

Current prices (turnkey solution):

Drop project for cashing - S1000

Drop Project for stuff - S800

Development time range 7-9 days.

What do you get:

Complete website with modern hq corporate design, Content Management System (CMS) of your
website Employment agreement, application form and other required documents.

Full step by step instruction, which allows you to execute a correspondence with "hired
employees" without fluent knowledge of english language.

Company legend, hosting and domain.

English speakers always welcomed.
Payment on Bitcoin or webmoney

As well, he develops web shops, mostly for illegal goods selling (servers, credit cards, banking accounts, etc.)
and imitates fake company activity and reputation in google (kind of SEO).
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